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1 Preface

1 Preface

Many thanksto: JiigenScheidererCarsterHoger, RemoBehn, ThomasBiege,
RomanDrahtmiiller Marc Heuseand StepharMartin.

The SuSE Linux Firewall on CD

The SuSELinux Firewall on CD is atool packagellowing you setup afirewall

solutionfor your network, and helpsyou with the relatedconfiguration,moni-
toring andadministrationchores.The completefunctionality of the SUSELinux
Firewall on CD is basedon OpenSourceprogramswhich have beenspecially
selectecandenhancedor this purpose.

The SuSELinux Firewall on CD protectsyourlocal network fromillegalaccess,
managesuthorizedusageof your resourcesand providesa controlledchannel
throughwhich userson your local network areenabledo communicatavith the
Internet.

To reducethe likelihood of the firewall being misconfiguredwe recommend
usingthe Firewall AdministrationSystem(FAS), which correctsmostusermis-
takesby performinga numberof sanity checks.FAS ensures consistenton-
figurationwithoutlimiting the availableoptions.

Pleaseemembethattotal securitycannotbe achievedby ary firewall, andthus
cant be achieved by the “SuSE Linux Firewall on CD” either This package
is not intendedto sene asa substitutefor a propersecuritypolicy, anddoesnt
eliminatethe needto administey maintainandmonitorthe firewall — althoughit
providesyou with anumberof toolsto make thesetasksmucheasietto perform.

Note:

Usethe “SUSELinux Firewall on CD” productsat your own risk. In particular
no claims canbe madefor damagesausedoby improperly configuredservices
onthefirewall or ary othersuchdamages.
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2 Introduction and General Overview

2.1 Introduction

Theimportanceof theInternetandthe possibilitiesof communicatiornit provides
(e-mail, chat, etc.) andinformationgatheringofferedby it seemto grow every
day, andthe numberof companiesandprivatepersonswvhich have accesgo the
worldwide network is on a steadyincrease.

But connectingto the Internetoften introducessomesecurityconcernswhich
shouldnotbeunderestimatedviostcompaniesely ontheir own networksto ex-

changeandprocessnission-criticalinformationfor in-housepurposegintranet,
databasesgmail etc.). Without the properprotectionmechanismsén place,all

this datawould bewidely availableto the outsideworld assoonasthelocal net-
work is hookedon thelnternet— somethingvhich couldobviously causealot of
damageespeciallyfor companies.

It's easyto run a securecomputersystem.You just have to disconnect
all dial-up connectionsand permit only direct-wiredterminals,put the
machineandits terminalsin a shieldedroom, and posta guardat the
door.

F.T. GramppandR.H. Morris

We all know thatin the realworld it's impossibleto run a computersystemin
thisway. If youareanadministratoryou’ll know all toowell aboutthe problems
arising from the increasingnumberof networked machines.After all, you are
the persorwho hasto dealwith the situationon a daily basis.Up to now, your
network may have beenquite manageable.You knew the userson it, you've
alwaysbeenpayinga lot of attentionto securityaspectsthoughthe network’s
functionality asprovidedto your userswasmainly basedon trustrelationships.
And in fact, it hadto be like that just to keepthe administratve overheadat a
reasonabléevel. But now after connectingo the Internet,thingshave changed
dramatically andso have the dutiesof the administrator All at once,thereare
userswvho arecompletelyunknavn who canuseresourcesnyournetwork (e.g.
thewebsener).

Soyou areawarethattheseuserseedto behandledn atotally differentmanner
thanyour compary’sinternalemployeesthatyou’ve beenworking with (though
ontheotherhandit hasbeenproventhat80%of all attackson corporatenetworks
arenot carriedout from the Internet). And thereareotherreasongo protectthe
corporatenetwork andto restrictaccesgo it: Hackers,or intruders,arealways
onthelookout for memoryto storehacled software,or —worseeven— contents
whichareprohibitedby law. Not takingarny measuresagainsthis couldnotonly



meanthatthe compalty could openitself up to legal prosecutionput could also
putyour compaly’sgoodreputationat stale.

Todaytherearea numberof differentmechanismsvailableto preventunautho-
rizedaccesgo corporatenetworksandresourcegi. e. disk space CPU capacity
etc.),from IP pacletfilters on routersto multiple-level firewall solutionscom-
pletewith ademilitarizedzone(DMZ).

In a generalsensepf course theword “firewall” is usedfor somekind of con-

trivanceto preventthe spreadingof fires. Firewalls madeof bricks are found

in buildingswherethey areusedto isolatewhole sectionsfrom eachother, and

in carsa specialmetal plate shieldsthe cockpit from the enginecompartment.
Similarly, the purposeof Internetfirewalls is to fend off attacksdirectedat your

Intranet,aswell asto regulateandprotectclientson your LAN by imposingan

accesgpolicy.

Thefirst ever firewall wasa non-routingUNIX hostconnectedo two different
networks: One network interfacewas connectedo the Internet,andthe other
oneto a private LAN. To reachthe Internetfrom within the private network,
usershadto log on to the UNIX firewall sener first beforethey could access
ary outsidehost. To do so, they would start,for example,an X Window based
browseron the firewall hostandthenexport the window to the display of their
workstation. With the browserbeing hostedon the firewall, usershad access
to both systemsat the sametime. However, you shouldnot considerthis kind
of setup(called“dual homedsystem”)for your own network unlessyou really
trustall theusersonit. To understanavhy this is so,remembethat 99% of all
break-inson computersystemsstartwith anattemptto obtaina useraccounton
thetargetedsystem.

The scopeof your firewall solutionwill dependon the requireddegreeof pro-
tection,which may needto bein line with legal regulationsin somecasesand
which shouldbe determinedthrougha communicationanalysis. SUSELinux
Solutionsoffers a rangeof serviceswhich canhelp your compaly to carry out
suchacommunicatioranalysis.

Anotherfactoraffectingthe operationof afirewall is the stateof its documenta-
tion, meaningthatthereshouldbe a way to determine‘'who haschangedvhat,
whenandhow”, in orderto be ableto tracebackwhetherchangesvere made
by anauthorizedbarty (or not). This will alsobe quite helpful whenit comesto
dealingwith thingslik e certificationsandaudits.

The “SuSELinux Firewall CD” is a productcoveringthe whole rangeof these
issuesn all its details from pacletfiltering to settingupamultiple-levelfirewall.
And giventhatthe packagds basedon OpenSourceprogramghroughoutit is
alsopossibleto auditthe sourcecodewithouttoo muchdifficulty.



2.1 Introduction

SUSE Linux Firewall on CD

The “SuSELinux Firewall on CD” consistsof thesetwo basicproductcompo-
nents:

1. theSuSELinux Firewall Live-CDand
2. theSuSELinux Firewall Admin-CD.

For the sale of simplicity, in this manualwe will mostlyreferto theseas“Li ve
CD” and“Admin CD". TheLive-CDcontainghefirewall packaggroperwhich
in ourcases basedntheconcepbf anapplicationevel gatavay combinedwith
IP pacletfiltering. Thefirewall’s routingandgatevay capabilitiesareturnedoff
by default, but canbe enabledasrequired.All requestacceptedandprocessed
by the firewall are handledat the applicationlevel. The packagesupportsthe
mostimportantinternetprotocols:SMTR, FTR HTTP, HTTPSandDNS.

With the Admin CD, you areableto install the SUSELinux Adminhost,which
takes care of the configuration,monitoring and administrationof the “SuSE
Linux Firewall”. To properly managethesetasks,the CD is includedwith a
specialselectionof softwarepackagesndthe necessarynstallationroutines.

Connectinganinternalcompaly network to the Internetwill certainlyrequirea
gooddealof planning,including a securityconceptbasedon a communication
analysisandademandanalysis.Furthermorethereshouldbeaconceptescrib-
ing how to dealwith emegencies(break-in,datalossetc.). You'll alsoneed
to make surethatthe firewall machineis protectedfrom unauthorizechysical
access.The bestway to achieve thatis to lock the machineaway in a separate
senerroom.

SuSELinux SolutionsAG providesa numberof supportandconsultingservices
to help you with theseplanningtasks. In cooperationwith your staf, SUSE’
expertscan:

* createasecurityconcept,

» performtheinstallationon your premises,
« training,

 provide documentatiorand

¢ maintenace.

SuSELinux AG canalso provide you and your staf with training in its own
training center which offers severaltraining coursesspecificallyon the topic of
networksandnetwork security
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2

Intr oduction

and General Overview

2.2 An Overview of Typical Firewall Setups

In this section,we will give a brief overview of the mosttypical firewall se-
tups.All theconfigurationgpresentethelov canbeimplementedvith the“SuSE
Linux Firewall onCD".

4 - Firewall (AN
. Internet = - TTTETER oo (HUB)------- Workstation(s)
- - System
(DM2)
(HUB)

Figure2.1: Very basicsetup

Figure 2.1 shows a firewall with three network interfaces: an external oneto

connectwith the Internet,andtwo internalonesconnectingwith the corporate
network via LAN/HUB andwith the DMZ (demilitarizedzone)using another
HUB.

With this setup thefirewall hasto performall the functionsof the default gate-
way (router),the pacletfilter etc. Theinternalnetwork would beleft completely
openif thefirewall wereinfiltrated.

A R 1 (omz) . (LAN)
" Internet Sgeenmg ey Firewall | 4e) | \workstation(s)
- : outer System

(Outside)
(Server)

Figure2.2: Simplesetup

The setupshawn in figure 2.2is still arelatively simpleone. The DMZ is only
protectedby a pacletfilter ontherouter(screeningouter).

14



2.2 An Overview of Typical Firewall
Setups

IP-Filter, IP-Filter,
Proxies Proxies
K ¥ PR Screening y "
, Firewall Firewall
[ Internet )| Router |-----| guciam - (HUB)---- F— (HUB)— (LAN)
7 - N System
0 ) IP-Filter 4 System

(DM2) (Loghost/Adminhost)

Figure2.3: Effective but manageablsetup

Thesetupshawn in figure 2.3is still not overly complicatedout providesmuch
betterprotectionthanthe previousones.

A “screeningouter”stopsary illegalrequestsitthe pacletlevel. Packetswhich
areallowedthrougharepassedanto thefirst firewall host,which operatestthe
applicationlevel andusespacletfiltering rulesto controlaccesso theDMZ and
to thesecondirewall host(andthusto theinternalnetwork beyond). Thissecond
firewall is a paclet filtering proxy machineprotectingthe internal network; in
additionto thatit controlsaccesdsrom the internalnetwork to the Internetand
theDMZ.

15
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3 Adminhost

3 Adminhost

It is no easytaskto administer maintainandmonitorafirewall; above all, mon-
itoring the firewall shouldnot be underestimatedThis is why the “SUSE Linux
Firewall on CD” includesthe “SuSELinux Firewall Adminhost”,which should
help you in configuring,administratingand maintainingthe SUSELinux Fire-
wall.

3.1 Introduction

After installingthe SUSELinux Firewall Adminhost,the Firewall Administration

System (FAS), a tool with a graphicaladministrationinterface,will be avail-

ableto you, allowing you to carry out a menu-drivenconfigurationof the SUSE
Firewall on CD.

Configurabletools areavailablefor monitoringthe firewall, which canperform
testsof the firewall, evaluationof the log files and monitoring of network traf-
fic. In the caseof an attack,thereis the possibility of informing systemad-
ministrationby e-mail, pager etc., so that suitablecountermeasuresnay be
takenasquickly aspossible(e.g. cutting off thenetwork connectiorto the Inter-
net/Intranetetc.).

It canalreadybeseerherethatafirewall withoutany monitoringrunningcannot
provide ary real protection. Apart from this, all changeghatwere madeto the
firewall configurationshouldalways be thoroughlydocumented.By meansof

this documentationerrorscanbe found moreeasily or modificationsmadeby

unauthorizegartiescanbe changedackagain.

After installing the “SuSE Linux Adminhostfor Firewall”, you will have the
choicebetweena new installationof the hostresened for this purposeor an
updateprovided that SUSELinux 7.2 is alreadyinstalledon this host. In the
following section,we will describeupdating,followed by instructionsfor the
new installationof the“SuSELinux Adminhostfor Firewall”.

3.2 Update

If you have alreadyinstalledSUSELinux 7.2 on the computemwhich is to sene
astheadminhosftor thefirewall, youwill notneedto carryoutanew installation,
but rather only install the requiredpackagesat a later point. While doing this,
you canchoosebetweenthe graphicalinstallationprogramYaST2 or the text-
basedvaST. Proceedn this asfollows:

17



3 Adminhost

3.2.1 Update with YaST2

1. Login to thegraphicalconsoleasuser r oot * .

2. StarttheYaST2controlcenterandselecthemenu’ Sof t war e’ underYaST2
Modules.

3. Insertthe CD with thelabel SuUSH.inux Adminhosfor Firewall.

4. Under'Change Source Medi a’, selectinstall from CD forthesource
medium.

5. Sareandclosethedialog.

6. Selectthe menuitem ‘Sof t war e’, activatethe checkbox Show package
series’.

7. Selectthe serieszf wandthenthepackages:

 fas

« fas-flc-base

« fas-flc-dns

- fas-flc-ftp

- fas-flc-http

« fas-flc-ipchains

« fas-flc-mail

« fasd

* yast2-config-fwcdadmin
* yast2-trans-fwcdadmin

The packagelependenciewill beautomaticallyresohed.

8. If you wantto utilize this hostas a loghostas well, you mustinstall the
syslog-ng from the series.

3.2.2 Update with YaST1

Login to aconsoleasuser r oot ' .
Insertthe CD with thelabeledSuSH_inux Adminhosfor Firewall.
StartYaST

In theYaSTmenu,selecttheitem‘Package managenent’.

Select Change/ creat e configuration’.

2R T o

Switchto serieszf wl

18



3.2 Update

7. Here,selectinstallationof all package®xceptfor packagée as- devel :

 fas

« fas-flc-base
 fas-flc-dns

« fas-flc-ftp

e fas-flc-http
 fas-flc-ipchains
 fas-flc-mail

 fasd

¢ yast2-config-fwcdadmin
¢ yast2-trans-fwcdadmin

8. The packagedependenciewill be shavn. Resohe themby pressingF1o)
insidethe‘Unr esol ved dependenci es’ dialog.

3.2.3 Closing Update

Regardlessof whetheryou have installedthe packagesvith YaST1lor YaST2,
youwill still needto startthe YaST2modulefor the SUSELinux Adminhostfor
Firewall by usingthefollowing command:

root @dm nhost: # /sbin/yast2 fwcdadm n

Alternatively, you canstartthe YaST2Control Centerin KDE2 andunder‘ Net -
wor k/ Base’, startthe“SuSEFirewall Adminhost”module(seeFigure3.1).

¥aSTZ Control Center

v«s@r@ A Control Center g

@ Hardware
E_- 4 Network card @
JST ] configuration SHff Hostname & Dns
I
i iAd | German T-DSL ISDN configuration
E' MetwarkiAdvance:

Q‘ Network/Basic Start/stop services
KR iinet)

IE) =]

SUSE Firewall
oS, | Adminhost

SecuritygUsers

% ADSL @ Modem configuration
@ Software

System

Configure your SUSE Firewall Adminhost 4

Figure3.1: YaST2 ControlCenter
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Pleasenotethatthe harden_suse scriptwill be automaticallystartedon the ad-
minhostandthatthe pacletfilter will besetup. Thefile permissionsvill alsobe
setto/ et ¢/ per ni ssi ons. secur e. Thatmeanghatyour systemwill behare
completelydifferentlythanyou areaccustomedo following the update.

3.3 New installation of the SUSE Linux Firewall
Adminhost

To install the “SuSELinux Firewall Adminhost”for thefirst time, pleaseinsert
the CD with the respectie label into the CD drive of the computerand then
rebootthemachine If thecomputeidoesnotbootfrom theCD, youmustchange
thebootsequencén the BIOS accordingly

The linuxrc welcomescreenwill appear simply presg<—) andthe automatic
hardwaredetectionwill start.

YaST2 will now leadyou throughtherestof the installation. All the necessary
programdor administrationconfigurationrandmaintenancavill beinstalled.

3.3.1 Language Selection

Now youwill haveto make yourfirst decisionsn theinstallationprocesdegin-
ning with thelanguageselection.You caneitherusethe mouseor thekeyboard.
All entry fields, selectionlists and “buttons” or “switches” can be selectedby
clicking with the mouse. If you wantto usethe keyboard,the following rules

apply:

. movesthefocusto afield, anentry/selectiorfield or a button;
+ allows youto chooseptherselectiorgroups.With () and()
you can— dependingon which areais activated— make a selectionor cycle
throughalist.

* With the selectedcommandis carriedout: asa rule this is the action
whichis shavn ontheactive buttonin question.

* With entriescanbemarked.

« In addition,mostactionscanbe startedwith the key combinationof +
theunderlinedletter.

Here and in the following dialogs, YaST2 is just collecting information. Later
YaST2 will display the information it has collected; in Section 3.3.7 on
page 24 you still have the chance, by means of the ‘Back’ button, to re-
turn to the previous dialogs, to correct details.

YaST2 would now lik e to know whatlanguageyou prefer Whenyou have cho-
senalanguageselect Appl y’ to switchall texts to the selectedanguage.



3.3 New installation of the SuSE Linux
Firewall Adminhost

3.3.2 Selecting the Mouse

This dialogwill only appeaiif YaST2 wasnotableto detectthe mouseautomat-
ically. A dialogwindow with alonglist of mousetypesappearsandyou will be
asledto selecttheappropriatanousetype.

Onceyou have foundtheright mousetype, move with tothe‘Test ’ button
andpress(3=) . Now move the mouse. If the mousecursormovesnormally,
everythingis working properlyandyou canclick with the mouseon ‘Next ". In
casethe mousedoesnt work, you canjust returnto the selectionlist usingthe
key andchangehe settings.

If no mousetype functions,or if you don't wantto usea mouse pleaseactivate
theentry‘No nouse’. Therestof theinstallationwill be carriedout usingonly
thekeyboard.

3.3.3 Keyboard and Time Zone

Now selectthekeyboardlayoutandtime zone.

o Al

Basic configuration
Choose the language to be 9

used in the installation Language i e S
Imalng"ues i tl’;e{ T English (US) ]
ayout you want to use glish (US)

- English (LK) Usiarizona
German US/Central
German (Swiss) US/East-Indiana
French US/Hawaii

French (Switzerlay US/ndiana-Starke
Spanish US/Michigan
US/Mountain

Then, select the appropriate
timezone. & Linux computer
may he booted very rarely,
sothe system must have
infarmation about the
timezone in which the
computer is lacated, to be
able to switch ta summer and
winter time.

Italian
Partugese
Portugese (Brazil)

US/samoa
Greek. US/Eastern

¥a5Tz gives you the option
to select the timezone,
Choose the country or
region you're living in

If yau are unsure, please
use the default values

already selected.
Apply

Figure3.2: YaST2: Keyboardlayoutandtime zone

» Now testyour keyboard.By clicking with the mouseor using(Tab) you can
activatethe entry line andtype in lettersthere. You shouldespeciallytest
‘y’ [ 27 andspecialcharacters.

« Thesecondtemis alist of countriesn atreestructurgcontinent/country/rgion).

Selectyour country or region from these;YaST2 will find the appropriate
time zone.

The‘Next ' buttontakesyouto the next dialogwindow.
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3.3.4 Preparing the Hard Disk

In thefollowing stepsyouwill selectheharddiskor disksandpreparehemfor
the SUSELinux installation. — Dependingon your computers hardware, there

may be slight differencedrom thedialogswhich appeathere.

Step 1

The LINUX Experts

e SUSE

All hard disks that
have been
automatically detected
0n your system are
shown here. Please
select the hard disk to
install SUSE Linux on.
Under certain
conditions not all of
your hard disks might
be auto-detected
properly. If you wish to
install SUSE Linux on

Ml

. YaST
ol )roae-e-a3e® :

Preparing Hard Disk — Step 1

Choose a hard disk

@ 1: 1.SCS|, 8.54 GB, /devisda, BM-DNES-309170W
O 2 2.5Csl, 15.8 GB, /dev/sdh, WDC-WD237BA

O Custom partitioning - for experts
such a hard disk, you | a s 8 s

might want to use
YaST1 as described
in the manual.

For experts, there is
the custom
partitioning option for
full control about how

[ Abort installation |

Figure3.3: YaST2: Preparinghe harddisk (1)

If more than one hard disk exists, you mustfirst decidewhich one you want
to usefor the installation. The disks which are found will be listed in turn;
seeFigure 3.3. Or you canselectthe last option (‘Cust om Parti ti oni ng’)
to “partition” themby hand. In this dialogit is alsopossibleto continueusing
existing partitions by specifyingformattingandallocatingmountpointsdirectly.

Normally youwill chooseoneharddisk andthenclick on‘Next ’.

Step 2
Oneof thefollowing situationscould occur:

« If the hard disk is not empty YaST2 will showv all existing partitionson
the hard disk, aswell asthe item ‘Use whol e hard di sk’. Free non-
partitionedstoragespaceat the “end” of the harddisk is alsodisplayedand
is automaticallypre-selectedYaST2 canusefurther spacefor SUSELinux,
but only if it is contiguousj.e. partitionscanonly bereleasedor furtheruse
“from behind”. For example,if threepartitionsexist, partitions1 and2 will
remainandyou mustcheckpartition 3 to be madeavailable. If youwantto
male the entire harddisk availablefor SUSELinux, select'Entire Hard
Di sk’.
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« For anemptyharddisk, theentireharddisk will beusedfor SUSELinux.

If you have otherrequirementspress'Back’ to returnto the previous dialog,
as mentionedon on the facing page,for manualpartitioning with the help of
‘Ext ended Settings’.

Note

Since the partitions you have made available for SUSE Linux will be format-
ted, all existing data there will be irretrievably lost!

Oncetheinstallationstartsandall requirementhave beenfulfilled, YaST2 will
partition andformat the necessarpharddisk spaceon its own. The entirehard
disk, or the availablepartitions,will thenbe split up for SUSELinux into the 3
standardartitions(thatis, a small partitionfor / boot (about16 MB), asclose
aspossibleto the beginning of the harddisk, a partitionfor swap (128 MB) and
all therestfor/ (rootpartition)).

3.3.5 Boot Manager Configuration

In orderfor Linux to be bootableafter the installation,a boot mechanismmust
beinstalled. You will needto specifyhow the systemthe boot managetILO
“LInux LOader”is to beinstalled,or if anothebootprocedureshouldbeused.

3.3.6 Setting the ‘ root’ Password

Theuser root’ hasspecialprivilegesin Linux. He can,for instance startand
stop systemprocessescreateand remove users,manipulateimportantsystem
files, etc.,in otherwords,performthe dutiesof the systemadministrator

o Al

Apart from nomal users of Password for "root”, the system administrator
the system, who write

texts, for instance, create

graphics or ook for

information on the

Internet, the user "root"

exists on every system

The user “root” is always

called into action And dont forget what you erter here |
whenever administrative =

tasks need to be 4 Enter a password for user root
perormed. In other wards: | [ [

login as root whenever

tylwlusli?:ﬁ E;dx?r:‘s‘t:;tgre Fe-enter the password for verification
and only then I

As this administrator is

equipped with extensive

permissions, the password

for "root” should be

chosen carefully. A

combination of letters and

numbers is recommended.

To ensure that the

passward was entered Mext

Figure3.4: YaST2: Enteringthe‘ r oot ’ passverd
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To do this, you arerequestedo provide a passverd for the user* r oot * ; the
samerulesapplyasfor the normaluserpassverd.

Note

You must remember the ‘ r oot ’ password very carefully, as you cannot call
it up later to have a look at it. You will always need this password whenever
you have to perform administrative tasks on the system.

If youpress Next ', theinstallationwill start.

3.3.7 Confirming Settings — Starting the Installation

In orderto give you a chanceto checkyour configuration,you canreview all
the settingsmadeuntil now. In caseyou wantto make changesyou cancycle
throughthewindowswith the‘Back’ button,all theway backto thefirstwindow.

If you press Next ', you areaskedagainfor confirmation(in green)to startthe
installationwith the settingsasshown:

« After confirming,with ‘Yes - install’, YaST2 will begin settingup the
system.

« With ‘No’, you have the option of checkingdataagain,andchangingitems
wherenecessanby pressingBack’ to reachtherelevantwindow.

You now still have theoptionof abortingtheinstallationcompletely All settings
madeanddetailssuppliedwill belost. If you select'Abort install ation’,
your computerafteraskingfor confirmationwill shutdown, andyou canswitch
off the computeror re-bootwithout any problem. Up to this point no changes
have beenmadeto your computer

With theoption‘Save Settings to Fl oppy Di sk’ youcansave all details
to floppy disk andusethemagainfor otherinstallations. This canonly be se-
lectedif it is supportedy your hardware,however.

As arule,youwill decideon‘Yes - install’. Partitionswill now becreated
andformatted.Dependingon your systems capacityandsize of harddisk, this

couldtake sometime. You shouldavoid abortinghere asthiswould putthehard

diskinto anundefinedcondition.

Afterwardsthe packagedrom the CD arereadin, andthe SuSELinux base
systemis installed; after you have confirmedthis with ‘OK’, the text-oriented
basesystemis started. YaST2 continuesthe installationof software and — if
necessary requestadditionalCDs;if you*Abor t ' theinstallationatthis stage,
thesystemwill bein anunusablecondition!

SuSELinux is now successfullynstalledon your computer!

All thatis missingis the configurationof the graphicalinterface;thenyou can
try out SUSELinux for thefirst time.



3.3.8 Preparing the Graphical Interface

In orderto be ableto provide you, evenat thefirst Login, with a graphicaluser
interface, YaST2 will now try to find out all the informationit needsfor the
monitorandgraphicscard.

If thisis successfula sensiblescreerresolution,color resolutionandrepetition
ratefrequeng will be selectedor the monitor, andatestscreeris displayed.

Note

Please check the settings before you give your “Ok”. If you are not sure,
consult the documents for your graphics card and monitor.

If the monitoris not detectedpleaseselectyour modelfrom thelist provided.
If you have anunknonvn model,you mustenterthe settingsby handor have the
datareadfrom a ‘dri ver di sk’, which might have beenprovided with your
monitor;in this caseyou shouldconsultthe documentatiorfior your monitor.

Setup the requiredscreenresolutionanda color depthof 16 bpp. Checkthe
settingsby choosing Test ' andmake fine adjustment# necessary

In rare cases it may be necessary for you to have to configure the X server
“by hand”; to do this you should call up the program SaX at a later time.

3.3.9 Configuring the Network with YaST2

Have the following dataon handwhen configuringthe network: 1P address,
network mask,default gatavay.

If you are managinga DHCP sener, you can also configurethe SUSELinux
Firewall AdminhostasaDHCP client. Here, it is to be urgentlystressedhatyou
assigna staticIP addresdo the SUSELinux Firewall Adminhost. You will be
providedwith a selectionof the network cardsdetectedy the hardwarerecog-
nition. Activatethe network cardand enterthe IP addressand network mask.
Enterall the requiredinformationif a namesener alreadyexists, asshawn in
Figure3.7onpage31.

3.3.10 Manual Network Configuration

Manual configurationof the network software shouldalwaysbe the lastresort.
We recommendhat you useYaST, althoughit cannotcover all aspectof net-
work configurationso that a bit of manualfine-tuning,in somecasesmay be
necessary
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The

. SuSE

¥asT2 autodetects
network cards installed
in your system.

If you have mare than

NUX Experts

Network configuration

one network card, select

the one you want to

configure. Click next

buttan to continue with The netwark card

netwark conflguration.
Digital Equipment Corpaoration
DECchip 21142/43

will be configured for network access.

Figure3.5: YaST2: Network configuration

Configuration Files

Thissectionprovidesanoverview of thenetwork configuratiorfiles andexplains
their purposeaswell astheformatused.

letc/rc.config
Themajority of the network configurationtakesplacein this centralconfig-
urationfile. Whenmakingchangewia YaST or whencalling up SuSEconfig
afterthefile hasbeenmodifiedmanually mostof the following files will be
automaticallygeneratedrom theseentries.Eventhebootscriptsareconfig-
uredvia thesefile entries.

Tip
If you modify this file by hand, you will always have to call up SuSEconfig
separately afterwards so that the modified configurations are automati-
cally written into the correct files.

/etcl hosts

In this file (seefile contents3.3.1on the facingpage),IP addresseareas-
signedto hostnames.If no namesener is beingused,thenall hostswhich

areto receve an IP connectionwill have to be listed here. A line consist-
ing of the IP addressthe fully qualifiedhostnameandthe hostname(e.g.

eart h) is enterednto thefile for eachhost. The P addresdasto beatthe

beginningof theline, andentriesareseparatetby blanksor tabs.Comments
arealwayspreceededby the‘ # sign.

/ et c/ net wor ks
Here, network namesare corvertedto network addresses.The format is
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This dialog allows you
to configure your P

Network address setup

address.

You can select

dynamic address Dynamic address ————————————
assignment, if you O Automatic address setup (via DHCF) ‘

have a DHCP server Static address
running on your local iy
network, You also @ static address setup

should select this if IP Address

you do not have a 10.10.1.167

static IP address

assigned to you by Subnet mask
your cable or DSL 255.255.0.0

provider. Network.

addresses will then be WS S

obtained 10.10.0.8
automatically from

the server.

Configuration will be

finished by clicking the

Next buttan. =i
: T

e

Figure3.6: YaST2: Configuringthe network address

host s This file describes a nunber of host nane-to-address
mappi ngs for the TCP/IP subsystem It is nostly
used at boot time, when no nane servers are running
On small systens, this file can be used instead of a
"nanmed" nanme server. Just add the nanes, addresses
and any aliases to this file...

HOH R HHE R R R

127.0.0.1 I ocal host

192.168. 0.1 hel i os. cosnps. com hel i os
192.168.0. 20 earth. cosnps. comearth
# End of hosts

File contents3.3.1:/ et ¢/ host s

similar to thatof the host s file, exceptfor the network namespreceedhe
addressetseethefile contentsf 3.3.20n page30).

/ et c/ host . conf
Nameresolution-i. e. thetranslationof hostandnetwork namesvia there-
solverlibrary —is controlledby thisfile. It is only usedfor programdinked
to thelibc4 or the libc5; for currentglibc programsyeferto the settingsin
/etc/nsswitch. conf! A parametemustalways standalonein its own
line andany commentsarepreceededby a“ #' sign. Table 3.1 on thefol-
lowing pageshows the parametersvailable.

orderhosts bind Specifiesin which orderthe servicesareto be
accessedbr the nameresolution. Availablear
gumentsare(separatedy blankspace®r com-
mas):

Table3.1: continuedoverleaf...

27



3 Adminhost

hosts Searcheshe/ et ¢/ host s file
bind: Accesses namesener

nis: Via NIS
multi on/off Definesif a hostenteredin / et ¢/ hosts can
have multiple IP addresses.
nospoofon These parametersinfluence the name sener
alerton/off spoofingbut apartfrom that, do not exert ary

influenceon the network configuration.

trim <domainnamg  The specifieddomain nameis separatedrom
the host name following the host namereso-
lution (aslong as the host nameincludesthe
domainnamed). This option is usefulif only
namesfrom the local domainarein the/ et c/
host s file but arestill to berecognizedvith the
attachedlomainnames.

Table3.1: Parametersor / et ¢/ host . conf

An examplefor / et ¢/ host . conf is shavn in thefile 3.3.3onpage30.

[ etc/ nsswitch. conf
With theadwentof theGNU C Library 2.0,the“NameServiceSwitch” (NSS)
has steppedto the forefront (seemanpagemanpagefor nsswi t ch. conf
(man 5 nsswi t ch. conf), andfor moredetailednformation,seeTheGNU
C Library RefeenceManual, Chap."SystemDatabasesnd NameService
Switch", referto package i bci nf o, seriesdoc).

The/etc/ nsswitch. conf file definesthe orderof datain which it is to
be queried. An exampleof nsswi t ch. conf is shavn in thefile 3.3.40n
page30. Commentsarepreceededy ‘ # signs.Here,e.g.,theentryunder
“database’host s meanghatarequesis sentto/ et c/ hosts (fi | es) via
DNS (seeSectionA onpagel03).

The“databasesévailableoverNSSarelistedin Table3.2onthefacingpage.
In addition,aut omount , boot par ans, net masks andpubl i ckey areto be
expectedn thenearfuture.

al i ases Mail aliasesimplementedby sendmai | (8); see also
manpagdor al i ases (man 5 al i ases).

et hers Ethernetaddresses.

group For usergroups usedby get gr ent (3); seealsomanpage
for group (man 5 group).

host s For host names and IP addresses, used by

get host bynane(3) andsimilar functions.

Table3.2: continuedoverleaf...
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netgroup  Valid hostanduserlists in the network for the purpose
of controlling accespermissionsseealso manpageor
net group (man 5 net group).

net wor ks Network namesandaddressesjsedby get net ent (3).

passwd Userpassverds,usedby get pwent (3); seealsomanpage
for passwd (man 5 passwd).

protocol s Network protocols,usedby get pr ot oent (3); seealso
manpagédor pr ot ocol s (man 5 prot ocol s).

rpc “RemoteProcedureCall” namesandaddressesjsedby
get r pcbynane(3) andsimilar functions.

servi ces Network servicesusedby get ser vent (3).

shadow “Shadav” user passverds, usedby get spnan(3); see
alsomanpagdor shadow (man 5 shadow).

Table3.2: Available“databasesVia/ et ¢/ nsswi t ch. conf

Theconfigurationoptionsfor NSS“databasesarelistedin Table3.3.

files directly accesdiles, for example,to/ et c/ al i ases.

db accesvia adatabase.

nis NIS;

ni spl us

dns Only usableby host s andnet wor ks asanextension.

conpat Only usableby passwd, shadow andgr oup asan ex-
tension.

also it is possibleto trigger various reactionswith certain

lookupresults;detailscanbe foundin the manpagédor
nsswi t ch. conf (man 5 nsswit ch. conf).

Table3.3: Configurationoptionsfor NSS“Databases”

/ etc/ nscd. conf
Thenscd (NameServiceCacheDaemon)s configuredn thisfile
(seemanpagédor nscd (man 8 nscd) and
manpagéor nscd. conf (man 5 nscd. conf)). Thisaffectsthedataresult-
ing from passwd, gr oups andhost s. Thedaemorwill haveto berestarted
oncethe nameresolution(DNS) hasbeenalteredby a modificationin the
/etc/resol v. conf file. Thefollowing commandsenesthis function:

earth: # rcnscd restart
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File contents3.3.2:/ et ¢/ net wor ks

File contents3.3.3:/ et ¢/ host . conf

File contents3.3.4:/ et ¢/ nsswi t ch. conf
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Insert the host name Name server configuration
and domain name far
your computer. Name
server list and domain
search list are aptional.

A name serveris a Host name Domain name
computer which = |testfemap ISLI‘SE!.IjE
translates host names Name server list - Domain search list

into IP addresses. This
wvalue must be entered
as anan IP address [10.10.0.1 [suse.de
(e.g., 10.10.0.1) not as
a host name. | |
search damain is the
domain name where
host name searching | |
is started. The primary
search domain is
usually the same as
the domain name of
your computer (e.g.,

o =R

Caution
If, for example, the caching for passwd is activated, it will usually take
about 15 seconds until a newly added user is recognized by the system.
By restarting nscd, you can reduce this waiting period.

/etcl/resol v. conf
Asis alreadythecasewith the/ et c/ host . conf file, thisfile likewiseplays
arolein hostnameresolution by way of theresolverlibrary.

The domainto which the host belongsis specifiedin this file (keyword
sear ch) andthestatusof thenameseneraddresgkeywordname server)
whichis to beaccessedMultiple domainnamescanbe specified. Whenre-
solvinga namethatis notfully qualified,anattemptis madeto generatene
by attachingthe individual sear ch entries. Multiple hamesenerscanbe
madeknown by enteringseveral lines, eachbeginningwith name server.
Onceagain,commentsarepreceededby * #' signs.

An exampleof / et ¢/ resol v. conf is shavn in thefile contents3.3.50n
thefollowing page.

YaST entersthe givennamesener here!

/ et ¢/ HOSTNAME
Hereis the hostnamewithout the domainnameattached.This file is read
by several scriptswhile the machineis booting. It may only containone
line wherethe hostnameis mentioned!This file will alsobe automatically
generatedrom the settingsmadein / et ¢/ rc. confi g.
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# [ etc/resol v. conf

#

# Qur domain

search cosnps. com

#

# We use helios (192.168.0.1) as nanme server
name server 192.168.0.1

# End of resolv. conf

File contents3.3.5:/ et ¢/ r esol v. conf

Start-Up Scripts

Apart from the configuratiorfiles describedabove, therearealsovariousscripts
which loadthe network programswhile the machineis beingbooted.Theseare
startedassoonasthe systemis switchedto oneof the multi-userrunlevels(see
alsoTable3.4).

/etc/init.d/ network  This script takes over the configurationfor
thenetwork hardwareandsoftwareduringthe
systems start-upphase.During this process,
thelP andnetwork addresshetmaslkandgate-
way specificationsenteredby YaST in the
/etc/rc. confi g file areevaluated.

/etc/init.d/route Senesthepurposeof settingstaticroutesover
thenetwork.
/etc/init.d/inetd Startsinetd, aslongasit is specifiedn / et ¢/

rc.config. This is only necessaryf you
wantto log in to this machinefrom the net-
work.

/etc/init.d/ portmap  Startsthe portmapperneededfor the RPC
sener suchas,for example,anNFSsener.

letclinit.d/ Startsthe NFSsener.
nf sserver
/etc/init.d/ sendmail Controlsthe sendmail processdependingon

thesettingsn/etc/rc. config.
/etc/init.dl/ ypserv StartsheNIS senerdependingnthesettings
in/etc/rc.config.
/etc/init.d/ypbind Startsthe NIS clientdependingnthesettings
in/etc/rc.config.

Table3.4: Someof the start-upscriptsfor the network programs

Pleasenote that the hostnamewill only be written to the systemfollowing a
reboot.Someapplicationswill only functionwith a definitive hostname.
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3.3.11 The user ‘ fwadm n’ for the Firewall Administration
System (FAS)

The Linux Experts

SuSE

(it Gt M Eeete Gonfiguration of Firewall Admin Host

the adminuser for the

SUSE-Firewall-Adminhost. Firewalladmin User

‘vou have to enter a ) Rt

username, password with

at least 5 characters and Home directory of Adminuser
dg:lde WiETE }he e fvarflibifwadmin

directory of this user

shauld reside. Itis safe Enter passward for Adminuser
to leave the default

entries.

ou have to enter also a Re-enter password

passphrase for ssh. You
will need this later to login

inta the firewall. Enter passphrase for ssh

Re-enter passphrase

il ] |__Back ]

Figure3.8: Theuserfor the Firewall AdministrationSystem(FAS)

In the‘f wedadni n’ configurationmask(seeFigure 3.8), you cansetup a user
to with which you can carry out the configurationof the SuSEFirewall CD.
Entera username-— the default nameis ‘ f wadni n’ . You canalso specifya
homedirectoryfor theuser Thedefaultfor thisis/ var/ 1 i b/ f wadni n. In this
configurationmask,you shouldassigna passverd for the firewall adminuser
This passwverd mustbe at leastfive charactersong. In additionyou mustdefine
a“passphrase”andrepeathisin the next field to confirmit.

Selectinga good,securepassverd will finally concludethe basicinstallationof
the SuSEFirewall Adminhost.
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3.4 Firewall Administration System (FAS)

Following installation thesystemwill bootto thegraphicalogin. Login hereas
user' f wadnmi n’ with your passverd. In all casesFAS will only functiononce
thesystemhasbeenrebooted.

3.4.1 Logging in as fwadmin

Youwill arrive atthe userdesktopfor ¢ f wadni n’ whereyou will find anicon
which startsthe administrationslesktopfor direct configurationof the firewall
CD justby clicking onit (seeFigure3.9).

Figure3.9: Desktopwith FAS icon

3.4.2 Starting the Firewall Administration System

FAS is the graphicaladministratiorinterfacefor creatingthe configurationdisk
for the"SuSEFirewall CD”. FAS supportanultiple usersandis ableto manage
severalconfigurations.

FAS is a client/sener systemmadeup of the GUI andthe fasd sener daemon.
Thefasd(fasdaemon)manageshedifferentconfigurationsmakeschangesand
checkgheentriesfor accurag. Thefront-endrecevestheuserdataandforwards
it to thesener. In thisversion,communicatiorbetweerthefront- andback-ends
takesplaceover Unix domainsoclets.

Thereareseveralwaysto startthe Firewall AdministrationSystem:
1. lconondesktop(seeFigure3.9)
2. Menuselection(seeFigure3.10onthenext page)

3. Enterthecommand-AS atthecommandine (e.g.xterm).
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Figure3.10: K menuwith menuitem FAS

3.4.3 Creating a new firewall configuration

Onceyou have startedthe configurationprogramFAS, you will have to create
anew useraccountin FAS. To do this, selecttheitem ‘Cr eat e Logi n’ in the
‘Fi | e’ menu. A dialogwill emegewhereyou canentera new usernamend
password. The usernamanmustbe at leastfive characterdong. The passverd
mustbebetweerfive andeightcharacterdong. This passverd protectsthe con-
figurationof the“SuSEFirewall on CD”, sothe passverd will be authenticated
by the programcracklib.

A rule of thumb:goodpassverdsshouldnot be ableto be guessedby others so
pleasedo notuseyour own birth date,streetaddres®r the nameof your favorite

celebrityetc. They shouldnot be too shortbut still shouldbe ableto be typed
quickly sothatno onecanseewhatyou aretyping. Useamixture of numbersas
well asupper andlower-casédetters.Of coursejn ary casejt is importantthat
you canalsorememberyour passverd and not have to write it down. Tested-
and-truemethodsof comingup with a passverd arethereforeabbreviations of

sentencesr expressionsvhich areeasyto memorize Herearesomeexamples:

* NE14TenS(aryonefor tennis?)

« AuaEGC(all UNIX-adminseatgreencheese)
* Melst(Me first)

* lwlhagp(l wish| hadagoodpassverd)

Theconfigurationof the “SuSEFirewall on CD” is savedto a. t ar . gz archie.
To be able to edit a configurationalreadycreated,you will have to give this
passwverd again.

After loggingin, select New Confi g’ underthemenuitem*Conf i gur ati on’.
A new window will appearhereyou candefineanamefor theconfiguration.n
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addition,youwill have to entera descriptionof the configuration.This descrip-
tion canalsobeusedto explainthepurposeof the configuratiorandto document
who whenandwhathaschangedr hasbeenchangedn the configuration.The

descriptionof the configurationcanbe addedto later or changedat ary time.

Usethis option, sincegooddocumentatioris essential.

Confirmwith ‘OK'.

Youwill now seethe nameof your new configurationin the left window panel.
If you click on the nameonce,the configurationdescriptionwill appearto the

right. Now you canedityour description.To save changeso your configuration
descriptiongclick on‘Save t he changes’. Double-clickon the configuration
nameor onthebutton‘pen Confi gur ati on’ to begin creatingyour configu-

ration.

In the left window panel,a list will appeamwith the configurationmodules,i.e.

with the serviceswhich you canalsouseto configureyour firewall alongwith

the statusof eachmodule. The first thing you needto do is configurethe base
module(‘Base nodul e’ and'Sysl og Modul e’). Aslongasthesemodulesare
in “not configured”statug(symbolizedby a cross) you cannotchooseary of the
othermodules.

Configuration of the base module
Thebaseconfigurationtakesplacein threesteps:

1. ‘root’ passvordfor thefirewall:

Firewall Administration System

ate
The First Step 5

I ]
<

The raot password has alteady been set. If you want to change It, enter a new one

(] {Disable Root Password)

Root Passward [

Re-enter Root Password: [

[ Enable serial cansole

44448848 XE

Figure3.11: Defineroot passverd

In this dialog (seeFigure3.11),the‘ r oot ' passverd is setfor thefirewall.
If youdonotgivea“ root’ passverd (deactvate checkbox),nobodywill
be ableto directly log in to the firewall hostas‘ r oot ' during future oper
ation. Accessis only possiblevia ssh andRSA key providedthatyou have
configuredssh.
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The checkbox‘enabl e serial consol e’ actvatesthe connectionof a
serialconsolewhich canbe usedto controlthefirewall.

2. Setupof the (optional)harddisk (seeFigure3.12):

Firewsall Administration System
Name State .
Hard Disk 25
5] L
[ Use hard disk.
* v Disk Device: [rdevnda
* X
Disk Swap Space (e.g. 128M): [128M
. ¢ p Space (e. n: [
* v [ use svar on Disk?
. Y B Enzble IDE DM#A
. v
. v
. v
. v
. 14
4

Figure3.12: Harddisk setup

If youactivate'Use hard di sk’, youcanmake thefollowing settings:

Disk Device: Statesthe harddisk to beintegrated: e.g.: / dev/ hda (first
harddisk onthefirst IDE controller)

Disk Swap Space: Sizeof the Swappartition: e.g. 128 MB or 64 MB

Checkbox use /var on Disk: Shouldthedirectory/ var belocatedon the
harddisk device?

Enable IDE DMA: activatesDMA for IDE
If you usethe e-mail proxy and/orenablethe cachingfor the HTTP proxy
and/oryou wantto save log messaget the harddisk, the harddisk mustbe
configuredand/var activated.

3. Network interfaceq(seeFigure3.13onthefollowing page):

In this dialog,youwill find alist with network interfacesalreadycreated Up
to teninterfacescanbe given, wherebyyou mustentera minimum of one
internalandoneexternal.

‘New addsa new network interface. A window will appearwith the ‘I n-

terface Dial og’. Thefollowing datais required:

Network Type: ethernetis the “default” (this versiononly supportsether
net).

Device Name: to begivenin consecutie order

IP Address: |P addresset beassignedo theinterface

Netmask: thenetmaslof thelP address
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BEE] Firewall Administration System = [=]
EAS Module Help

[name [ state |

35

@

<

Network Type [Device Name |IF Address | Netmask | Broadoast Direction
Ethemet efid 010101 _ 255.2560.0 10.10.256.255  intemnal |

Ethemet eth1 100.100.100.1 255.255.0.0 100.100.255.255 extemal

44448848 XE

Figure3.13: Network interfaces

= Interface Dialog BB
Configure Metwork Interfaces

Metwork Type: [ Ethemet i]
Device Mae |

IP Address:  [10.10.10.1

Metmask: |255.255.0.0
Direction: [ internal ﬂ
[ Ok I [ Cancel I [ Help I

Figure3.14: Adding a nen network interface

Purpose: internal/external;is theinterfaceconnectedo the Intranet,to the
DMZ or to thelnternet?

‘X’ confirmsthesettings; Cancel * abortsthedialog. Thenewly configured
interfacewill now appearin thelist. ‘Edi t’ reconfiguresan alreadyexist-
ing interface. Selectan interfacefrom the list andchoose' Edi t ' to make
changes:Del et e’ deletegheselectednterface.

. Routing(seeFigure3.150nthenext page)

Here,you cansetspecificroutes.'New createsanew route, Edi t ' editsan
alreadyexistingone.

In the dialog box ‘Confi gure Routing’ (seeFigure 3.16 on the facing

page) thefollowing settingscanbe made:

Destination:  Which network or which hostshouldbe the routing destina-
tion? Enterthe network addresge.g.192. 168. 0. 0).

Gateway: If agatevayis necessarywhichIP addressioesit have?
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BEE] Firewall Administration System = [=]
EAS Module Help
Natie State
Routing 4/5
] L
» Destination | Gateway | Netmask | Interface |
e v defaul 100.100.1002 0000 el |
—e X
e o
e o
e o
e 4
e 4
N v
N v
N v

Figure3.15: Routingconfiguration

Routing Dialog

Configure Routing

Drestination: ”default ﬂ

Gateway: 1001001002

Netmask  [0.0.0.0

Interface [ eth Z|

(=] (o) (=]

Figure3.16: Routing

Genmask: Thecorrespondingietwork mask.
Interface: Overwhichinterfaceshouldtherouterun?

Savethesettingswith ‘K’ asyoudid beforeandabortthe configurationwith
‘Cancel . With ‘Del et e’, you candeleteanexisting route.

. Hostanddomainconfiguration(seeFigure3.17onthe next page):

Firewall Hostname: Specifythe nameof the firewall host. Avoid names
suchasgatevay or firewall.
Firewall Domain: Specifythe nameof the domainwherethefirewall is.

Nameserver: For properconfigurationof the resoher, specify the name
senerandthesearcHists, e.g.your - conpany- i nc. com

39



3  Adminhost

BT Firewall Administration System B[]
EAS Module Help
[name [ state | §
and Nameserver Settings 5/5
@ L
L Firewall Hostnare linux
"y v
e x Fitewall Domain: mydomain.com
e o
ne M Nameserver IP Address(es) Domain Search List
e o
- 4 1070102 iy domain.com
101002
e 4
. v
. v
. v
@ X
@ X

Figure3.17: Hostanddomainconfiguration

DNS configuration

In this menu,the namesener bind8 will be configured.Detaileddescriptionf
DNS andbind8 canbefoundin theappendixof this manual.

EIE Frevrall Administration System B
FAS Module Help
[name [ state X
DNS Configuration 171
5] v
* L [ Forwarder IP address(es):

DNS Module

100.100.100.10
100.100.100.11

LN N N )
LELELLLELELEL X

4 Forwarder only

Listen to selected P addressies)

10.10.10.1

O &0 &)

4

Figure3.18: DNS configuration

Forwar der IP Addresses: Here,specifywhetheryouwantto forwardDNSre-
guestdo oneor moredifferentnameseners.To dothis, enablehecheckbox
‘DNS Forwarder |P Addresses’. Thiswill activatethe ListBox. Now
you canspecifyallist of namesenersto which DNS requestshouldbefor-
warded. If you activate the checkbox'f orward onl y’, the namesener
requestswill only be forwardedto the namesener you state. If it is dis-
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abled,the otherso-called‘root” namesenerswill be contactedcommonly
recognizedchamesenersin thelnternet)(seeFigure3.18onthefacingpage).

Listen to selected IP Address(es): Normally, the bind8 namesener accepts
requestsrom all available network interfaces,thatis, from the internalas
well asfrom the externalnetwork interfaces,andthe loopbackinterface. In
theListBox, selecttheinterfaceson which DNS requestsanbeaccepted.

IP filter configuration with ipchains

In the FAS-ipchainamodule(seeFigure3.19),specifyafile to whichyousaveda
pacletfilter configuratiorusingi pchai ns- save (seealsoman i pchai ns(8)).
Thisfile will bereadandsubsequentlyritten to the configurationdisk.

This configurationcanbe adoptedn this mannetby the firewall.

Firewall Administration System

IP Filter Configuration 171

IPCHAINS Module

[vartiioswadminimy_ipchains_rulesips Dpen.

[ Enable routing

XL ARESm

O &0 &)

4

Figure3.19: 1P pacletfilter configurationwith ipchains

Configuration of the SUSE fire wall module

This moduleallows you to configurethe SuSEFirewall Scriptstepby step.

1. First, specify which of the network interfacesyou configuredin the base
moduleis to be designatedor the DMZ (DemilitarizedZone) or for your
internalnetwork. Theinterfacesyou specifiedasinternalin the baseconfig-
urationwill appeathere.Selectfrom thelist by clicking with themouse(see
Figure 3.20 on the following page). The interfacesyou specifiedas exter-
nalin the basemodulewill automaticallyshav up in thetext field “Internet
Device”.

2. Routingfilter: here,you canenabledirectroutingfrom IP pacletsby spec-
ifying a sourceanddestinatioraddress well asa destinatiorport (seeFig-
ure3.21onthenext page).Youwill needthisfor yourservicesvhich do not
have proxies.
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EE

wall Administration Sys'

# exdernal FTP Module
# exdernal HTTP Module ¥
® internal FTP Module ¥
# internal HTTP Module ¥

Intranet Devices:

s
[name [tate .
Devices 18
afaner
- Etest! i
@ Base Module W Intermet Device:
# DS Module Y o
# IFCHAINS Module X
# Mail Module: Y DMZ (Demilitarized Zone) Devices:
55H Modulz Y T
& 5yslag Module [

[T

et

I [T

7t

Figure3.20: Selectingdevices

wall Administration Sys'

# exdernal FTP Module
# exdernal HTTP Module ¥
® internal FTP Module ¥
# internal HTTP Module ¥

[name [tate §
Routing filter 208

afaber
B-@testt v

@ Base Module v [ {Enable I forward (needed for roufing, redirection and

# DNS Module v

& FCHAINS Module X Source address Destination address  Destination port Protocol

® il Module v

55H Module o I I I
I Source Destination | Port | Protacol
® Syslog Module L4

[10.10.0.0018 0/0 110 TCP

[T

Figure3.21: Routindfilter
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3. Rerouting: To enabletransparentproxying”, you will needto reroutethe
paclets. For example,if you wantto carry out transparentonfigurations
of theinternalHTTP proxy. The IP pacletshave aninternal IP addressas
sourceaddressand as destinationaddressan InternetIP address. These
IP paclketshave port 80 (www) asthe destinationport. Your HTTP proxy,
however, waits on port 3128for the packetson your firewall. This rerouting
procedurefrom adestinatioraddressvith destinatiorport80to therequired
localhostport 3128canbe configuredn this screen(seeFigure3.22).

== Firewall Administration System 5w
EAS Module Help
[name [ state
3
@ v
® o [ Use DNS proxy
- N (needed, if you have configured the DNS proxy)
* X Source address Destination port
* v
. v || T |
- Destination address Redirection port Protocol
° v
. vl |
- v
. Y Source | Destination | Destination port [Redirection port [Protocal | Delete
. Y [10.10.0.016 070 21 10021 TcP
@ X 10.10.0.016 00 443 s1z8 TCP
@ X [10.10.0.04 5 0/0 &0 328 TCP

Figure3.22: Packetrerouting
4. If youwanttoimplementmasqueradingctivatethecheckboxX Masquer ad-
i ng’, otherwise simply click on next (seeFigure3.23).

BEE] Firewall Administration System = [=]
EAS Module Help

[name [ state

Masquerading 48

@

[ | Masquerading

Enter netwarks to masquerade

R R < RS R

Figure3.23: Masquerading

In this window, you canspecifywhich internalnetworks areto be masled,
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€.g.192. 168. 10. 0/ 24

5. Releaseof portsfor internalaccesgo the firewall. Which firewall services
do you wantto make availablefor the internalnetwork? Selectfrom thelist
provided(seeFigure3.24).

BEE] Firewall Administration System = [=]

EAS Module Help

[name [ state

Release Ports (Internal -> Firewally 58

@

Select parts to release

R R < RS R

UDP Port(s)

domain

Figure3.24: Releasingnternalportsto thefirewall

6. Releas®f externalportsto thefirewall: Selectfrom thelist of portsyouwant
to releasdor this purposej.e. which canbeaccesseffom the Internet(see
Figure3.25).

BEE] Firewall Administration System = [=]

EAS Module Help

[name [ state

Release Ports (External -> Firewall) 6/8

@

o
e
e
e

Select parts to release

TCP Pari(s)

R R < RS R

UDP Port(s)

domain

Figure3.25: Releasingexternalportsto thefirewall

7. Release¢heportswhichareto accesshefirewall fromtheDMZ by selecting,
onceagain,from the list provided (seeFigure 3.26 on the facing page). If
youdid notchooseary DMZ interface(if in 1.), this screerwill bedisabled.
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BEE] Firewall Administration System = [=]
EAS Module Help

[name [ state

Release Ports (DMZ -> Firewall) 78

Select parts to release
TCP Pari(s)

e
ssh
smtp
domain
it
hiips
10021
128

R R < RS R

UDP Port(s)

domain

VA

Figure3.26: Releasingortsfrom the DMZ to thefirewall

8. Protocolandkernelmodules.

BT Firewall Administration System B[]
EAS Module Help
[name [ state i
Logging and kernel modules a8
@ v
- V [ /Lo denied criical packsts;
: [ Log ALL denied packets
o [ Log accepted erifical packsts
v
[ Log ALL accepted packets
v
e Y Select kernel modules fo be used
* v autoh
. v cuseere
. v fio
h323
irc
i
portw
netmeeting
quake
raudio
user
vdolive
-
[
A

Figure3.27: Selectionof protocolandkernelmodules

* Selectthe“log level” for the pacletfilters from the seriesof checkbozes.
In doingso,pleasebeawarethatthelog files cangrow very quickly if you
areloggingall the pacletstogether

¢ Intheselectiorfield pertainingto thekernelmoduleschoosehe modules

youwill needif youareusingcertainapplicationsvhich operaténdepen-
dently of thefirewall (seeFigure3.27).
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Configuring the mail relay (Postfix)

Firewall Administration System

EAS Module

[mame [state

afaber Mail Relay Configuration 172
B-Etest! o
- @ Base Moclule V Internal Mail Server:
- @ DNS Module L4 [raverar
X

- @ IPCHAINS Mogule
-
- @ 55H Module v

Relay the follawing damains

o com
- @ susEfrewall Module ¥ Y
e @ 5yslog Module o

- @ external FTP Module ¥
@ external HTTP Module ¥
® internal FTP Madule ¥
® intemal HTTP Module o

4 ISP relay.
[100.100:100.171

VA

Figure3.28: Configurationof the mail relays— Dialog 1

Internal mail server: Specifythe IP addressr the nameof your internalmail
sener (seeFigure3.28).

Checkbox ISP relay: Activatethischeckboxf youforwardall outgoinge-mail
tothe SMTPsenerof yourInternetServiceProvider (ISP).Specifythename
(FQHN) or the IP addres®f the SMTP sener of your provider.

Relay the following domains: Can be usedto specify the domainnamesto
receve ary relayedmail andto forwardmail to your mail sener.
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Local networks: List of your networks. Postfixdecidesoy meanof this list if
anetwork cansende-mailsoverthefirewall. Enteryour networkshere(e.g.
192. 168. 0. 0/ 24) (seeFigure3.29).

Listen to IP: Here, enterthe IP addressesvhere the mail relay receves re-
quests.

Firewall Administration System

EAS Module Help
[mame [state i .
Mail Relay Configuration Il 242

afaber
B-Etest! o

- @ Base Module o Local networks:

e @ DS Module L4 0100078

Sl e X 192.168.10.0/24

- @ susEfrewall Module ¥
e @ 5yslog Module o
- @ external FTP Module ¥
@ external HTTP Module ¥
® internal FTP Madule ¥
® intemal HTTP Module o

Listen to selected P addressies)

)

VA

Figure3.29: Configurationof the mail relays— Dialog 2
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SSH configuration:

Firewall Admil

SSH Keys 2

Name. | Key Import key
Tadminginues 1024 35 1229537449469619439 710702464 362314307420
Add key

s0 00

e e s e xaae (7]

T KiD}

Figure3.30: Adding anddeletingSSHkeys

SSH keys: Here,you have the option of saring your “ssh public key” for ac-
cessingthe firewall as‘ r oot * sothatyou can,if necessarylog on to the
firewall host. You have two optionshere(seeFigure3.30):

* Youcanimportakey. An “sshkey” normallyis locatedin theusershome
directoryin the. ssh/ directoryasi denti ty. pub. Selectthisfile. The
key will thenappeaiin thelist (seeFigure3.31).

B Open B
Look jn: =3 raninifwadming sshd BiEEEE

@
[ identity
[ identity pub

File name | Open

File type: [ 2] | concal |
4

Figure3.31:Importingthekey

« You canalsoentera key by way of “copy&paste”. If you click on ‘add
key’, adialogwill openup (seeFigure3.320on the facingpage).In the
text field, you canspecifyyour “ssh public key” and confirm with ‘OK'.
This key will now appeaiin thelist below.

Delete key: Selecthekey to bedeleted.Click on‘del et e key’. Theselected
key will bedeleted.
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S5H Dialog
Insert your SSH key here

[ Qancell I Help I

Figure3.32: Adding thekey

Checkbox password authentication:  If thischeckboxseeFigure3.33)is ac-
tivated,you would be ableto log onto thefirewall usingyour passverd. Do
notdothis! We adviseyouto only allow accesyvia RSAkeys.

Listen to selected IP address: Onwhichnetwork interfaceshouldssh accept
requestsEntertheIP addressem thelist field.

EIE Frevrall Administration System B =S
EAS Module Help
[name [tate X
Further Configuration 22
afaber
B-@testt v y
@ Base Module o [ Enable fallback password auientication
# DNS Module v
@ IPCHAINS Module X Listen to selected IP adtress(es)
L 0.00.0
# Syslog Module o
# exdernal FTP Module
# exdernal HTTP Module ¥
® internal FTP Module ¥
# internal HTTP Module ¥
CeJ
4

Figure3.33: SSHconfiguration
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Syslog configuration:

In this dialog (seeFigure 3.34), you can configurethe behasior of the syslog
daemon.

You have the option of directingthe outputof the syslogd(8)to the hard disk
and/orto alog host. Specifya list of IP hostaddressewhereyou wantthe logs
to bewritten. Thesehostsmustalsobe configuredo beableto receive thelogs.
The SuSE Linux Firewall Adminhost is alreadygearedowardthesetasks.

Firewall Administration System
FAS Module Help
[name [ state .
Syslog C i
@ v
* v [ Log to fdevrttyd
* v
. M [ Log to hard diek
* o [ Log via the network o loghost(s) with the following IP address(es)
* v
- M T0.10.10.21
v
v
v
v
=
4

Figure3.34: Syslogconfiguration

The configurationof the syslog-ngon the SuSEFirewall Adminhostwill be ex-
plainedmorethoroughlybelow.
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FTP access — external to internal:

If you areadministratingyour own FTP sener, you will have to make the fol-
lowing settingshere(seeFigure3.35):

== Firewall Administration System B
EAS Module Help
[name [ state .
Proxy C for own FTP Server 171
@ v
* v FTF Server IP address: [1e101002
* v
FTP Proxy Fort 21
. M oy For [
* v Maximum No. of Clients [a
* v
. Y Listen to selected IP address: [ 100.100.100.1 B
-
4 B4 Port reset PASY.
external FTP Module
- v B4 Same address
- v
- v

O &0 &)

4

Figure3.35: Configurationof the FTP sener

FTP Server IP: ThelP addres®f your Intranetor DMZ FTP sener

Port: Theportwhereyour FTPseneris listening,normallyport21. With this,
your firewall is seenexternally asan FTP sener. Requestanaliasentryin
the DNS for your firewall from your provider, e.g.: ftp.mycompan.com.

Maximal Clients: Maximum numberof FTP clientswhich canbe simultane-
ouslyconnectedo the FTP sener

Listen to IP: IP addres®f the interfacewherethe FTP sener acceptconnec-
tions
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Configuration of the FTP proxy: internal to external:

Firewall Administration System

EAS Module Help

[name [ state

FTP Proxy Configuration (Internal -> External) 11

@

FTP Proxy Port [10027

4 Magic User

Magic Char: [

Masimum No. of Clients [ea

Listen to celected! IP address: | 101010.1 E

[ Port reset PASY.

internal FTF Module

A Same address

e o000 000
Y < AR R R R R

[ &=d )

VA

Figure3.36: Configurationof the FTP proxy

FTP Proxy Port: 10021
Portto which the FTP proxy responds.

MagicUser: This parametemllows you to specify the destinationFTP sener
you selectedn the usernameuser[@host[:port]]. This may appearasfol-
lows:

> ftp user@enpteftp.renote. org: 21

Magic Char: The MagicCharcharactetis normally setto “%”. If the option
‘Magi ¢ User’ is enabledary charactecanbeusedfor this.

Maximal Clients: Maximumnumberof openconnection®ntheFTP proxy.

Listen to selected IP address: |IP addres®verwhichtheFTPproxyresponds.

52



3.4 Firewall Administration
()]

Configuration of the HTTP proxy for internal to external connections

In this module,you canmalke settingsfor the HTTP proxy. This modulepro-
cesse$TTP requestdy internalnetwork userg(seeFigure3.37).

EIET Frevrall Administration System B =S
FAS Module Help
[name [state gl e
— R
afaber At 3 FAS
(Ctestt v
© Base Module v
# DNS Module v SuSE LINUX - THE LINUX EXPERTS
# IPCHAINS Module X
& Mail Module o Frontend Module
& 55H Module ¥ || Moduie Hame: internal HTTP Madule
& suskfirewall Madule ¥ | podule version: 20010622

© Syslog Module L4
@ external FTP Module o
@ external HTTP Module

Backend Module

& intemal FTP Module o || Module Name: htipeonig
internal HTTP Module Module Version: @
Otestz X
Otesta X

Description:

This module lels you comigure the HTTP prosy which processes HTTP requests
caming from users on the internal network.

In diesem Modul kannen Sie die Einstellungen 2ut HTTP-Proxy tatigen, vor
dem die HTTP-Anfragen von Benutzern des intemen Netzes hearheitst warden

4

Figure3.37: Configurationof the HTTP proxy — Startscreen

HTTP proxy
Thefollowing entriesarerequiredfor the configurationof the HTTP proxy:

BIE Firevrall Administration System =10
EAS Module Help
[name [ state
HTTP Proxy 5
] v
o v HTTP Prosy Port:
e v Listen to selected [P address(es)
—e X
e 4
e 4
e 4
o 4
e 4 |
. ' &
hd v [ Transparent proxy
internal HTTP Module
[ caching?
MB Cache

VA

Figure3.38: Configurationof the HTTP proxy — Dialog 1

HTTP Proxy Port Statethe portwherethe proxy shouldacceptinternalHTTP
requestsDefault settingis port3128 (seeFigure3.38).

Listen to selected IP addresses Here, definethe IP addressof the firewall
from which HTTP requestsanbe receved. In the selectionlist, you will
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find the interfacesspecifiedin the baseconfigurationas internal. 0.0.0.0
standdor all firewall interfaces.

Transparent Proxy Basically this only monitorsthe proxy on port 3128. If
an HTTP requestis submitted,this will run over port 80 and will not be
processedTheoption’Tr anspar ent Proxy’ mustbeactivatedin orderto
processhis request.In conjunctionwith this, a “redirect” rule (rerouting)
mustexist, which will reroutetherequesinsidethefirewall to port 3128. If
this optionis notenabledall clients,or theinternalproxy, will have to have
thefirewall enteredasproxy.

Caching ForrepeatedHTTPrequestsyoucanalsoactivatetheoption‘Cachi ng?’
to preventvalid pagedrom beingreprocessedThe sizeof the cachecanbe
definedin the entryfield providedandshouldnot belessthan100MB.

rS

Caution
The firewall should not be used as a buffering HTTP proxy, since this
is not the actual purpose of the firewall. A better solution is utilizing
another independent host.

If youhave madeall thechangesouwant,confirmthesettingswith ‘Next .

Defining ACLs

Firevrall Administration System
[name [ state
Define ACLs 215
] v
o M Nare of ACL Type
= ¥ [ [(url_regex 2) [ add ]
—e X
e o Name. [rype ] Edit ACL
e o S5L_PROTO prote
. v Unregos
o v manager st
e 4
. v
° o
internal HTTP Module
@ X
@ X
A

Figure3.39: Configurationof the HTTP proxy — Dialog 2

ACL (Access Control List) Definewhocanusetheproxyandwhattheseusers
areableto accessn thelnternet(seeFigure3.39).

Name for ACL Here,you cannamethelist to beadded.
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Next, selecta‘Type’ for your ACL. You have the choicebetween:
dest (destination) Specificatiorof destinatioraddresses.
proto (protocol) Here,you candefinetherespectie protocols.
src (sour ce) Definition of thesourceaddresses.
url_reg ex Specificatiorof URL addresses.

Add Addthenewn ACL from to thelist of alreadyexisting ACLSs.
Delete You canalsodeleteACLs usingthis button.

Edit ACL In this window, you canenteror changevalueswhich areto be at-
tributedto anACL you selectedYou caninsertnew valuesor editanddelete
alreadyexisting onesin the entryfield.

If you have madeall thechangesouwant,confirmthesettingswith ‘Next .

Arrange ACLs

Firewall Administration System
E Hel
[name [ state
Arrange ACLs 315
@ v
o M Action ACL Negate ACL
e L4 oy =] [s5_PROTO $5L_PROTO Add
e o manager  |_| |€Imana ger |
e o B
e o
- 4 = H
~e v B B
. v
: V| e
internal HTTP Module allow ger
& X deny  deniedsSites
allow  155L_PORTS
o x weny  all
|
A

Figure3.40: Configurationof the HTTP proxy — Dialog 3

Youwill find variousoptionsfor settingup therules(ACL) onthis modulepage.
The selectedsettingsfor ‘ACL’ and ‘Negate ACL’ are linked by the logical
“AND” (seeFigure3.40).

* Inthe‘Acti on’ selectiorfield, choosebetweerial | ow to permitor ‘deny’
to prohibit Internetaccessvhich youwill definebelow.
» Specifyvia‘ACL’ analreadyexisting list to which the settingswill apply.

« Specifyan ACL which shouldbe negatedvia ‘Negat e ACL'. In this man-
ner, you can, for instance,allow retrieval of Internetsites (selectionun-
der ‘ACL’), which will, however, not run over SSL ports (selectionunder
‘Negat e ACL’).

« A new rule canbeintegratedvia ‘Add’.
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« Click ontherespectierulein thelist field to editit. At thispoint,thesettings
in theabove portionwill beapplied.You cannow modify themandsave the
changeswith ‘Edi t .

» Click on‘Del et e’ to removerulesandselecttherespectie item.

« In thelower partof thewindow, youwill find alist field with entriespertain-
ing to all actionsandtheir ACL settings.

Caution

The order of rules in the list field is very important, since the list you set
up will be processed from top to bottom. According to the first match,
access to the requested URL will either be accepted or denied.

« Tomovearuleupordownonenotch,click ontherule andactivatethebutton
in the right window margin and move up or down with the corresponding
arrows.

« If youhave madeall thechangeyouwant,confirmthesettingswith ‘Next ’.

Content filter

BIE Firevrall Administration System =10
EAS  Module Help
[name [ state i
Content Filter 4/5
] v
o v & Contentfitter
- ¥ Type Name Action Replacement
—e X
e % I o I &
e ¥
replcont
Edit
e o replabort
e o replskip
e ¥
N v
hd k2 Type [vame Trcton | B [ oo
ntemal HTTP Module
" g nim allow
=] X tag  /himl allow
@ X st version allow
tag  head allow
ag  head allow
et proie lag
tag  title allow
tag  Atitle allow
et title allow 5
tag  meta Iog
e tont 1o [
il I K10}
A

Figure3.41: Configurationof the HTTP proxy — Dialog 4

To filter or searchor certainHTML pagecontentsand,if neededto block con-
tents,activatethe checkboxnextto ‘Cont ent Fi | ter’ (seeFigure3.41).

Note

You should be able to program HTML in order to configure this filter. The
“tags” and “attributes” discussed in the following are HTML components, the
programming language in which web sites are written.
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All theaddedfilter settingscanbefoundin thelowerwindow panel.There,you
will seenamesattributedto types,actionsdefinedand substitutionsspecified.
Pleasenotethatall undefinedHTML tagsor attributeswill bedenied.

Proceedasfollows:

» To adda filter rule, selectthe respectie type from the selectionfield with
thesamename.You canchoosebetweent ag’ and‘at t r’ for anattribute.
In the‘Name’ entryfield, specifythetext of the“tag” or “attribute” andthen
selectanaction. Multiple labelsfor actionsarealsopossible.Youcanchoose
from:

allow permitstheselectedag/attrilute.

log setsanentryintotheso-calledlog file” andcanbeusedaterfor setting
up filter stratggies.

replcont replaceghetag/attrilute andcontinuesevaluatingthe attribute.

replabor t replaceghetag/attribute andstopsevaluatingthe attribute.

» Both of thefollowing actionssene to remove entirecodedsectiondrom the
requestedlocuments:

replskip  shows the beginning of anomission,which will not be forwarded
to theuser

replendskip showstheendof the omission.

« In theentryfield next to ‘Repl ace by’, enterthe stringwhich will beused
insteadof thefirst one. No blanksspacesrepermitted.Instead use&#32;
to inserta blank space.Here,of coursejt only makessensdo insertsome-
thingif you have selectedr epl cont’, ‘repl abort’, ‘repl ski p’ or‘re-
pl endski p’ asanaction.

« To editafilter rule, selectit from thelist field. Youwill thenseethevalues
in the entry andselectionfields locatedin the upperportion of the window.
Modify the valuesandconfirmby clicking on‘Edi t .

* Toremovefilter rules,selectthemfrom thelist field andclick on‘Del et e’.

Parent proxy configuration

If your provider suppliesspecificproxy for HTTP requeststhe IP addressof
the proxy can be enteredin the field next to ‘1 P address of the parent
pr oxy'. Theprovider'sHTTP portisthenenteredunder Par ent Proxy Port’
(seeFigure3.42onthenext page).

If the'Content Filter’ isdisabledyou canspecifyunder‘Parent Proxy
I CP Port’ (ICP = internetcachingprotocol) the provider’s ICP port if their
proxy supportdCP.

If you have madeall the changesouwant,confirmthe settingswith ‘Next .
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Figure3.42: Configurationof the HTTP proxy — Dialog 5

Configuration of the HTTP proxy for external to internal connections

If you are not managingyour own web sener, you will not have to configure
anything here. Otherwise pleasemake the following settings(seeFigure 3.43
onthefacingpage):

Web Server IP: ThelP addres®f yourwebsenerlocatedon your Intranet.
Web Server Port: Normally port80.

Proxy Port: The portlistenson the proxy, normally port 80. In this way, your
firewall becomeghe web sener asviewed from the outside. Therefore re-
guestanaliasfor yourfirewall from your provider, e.g.: www. my- conpany.
com

Listen to IP: IP addres®f theinterfacewherethe proxy acceptsonnections.

Saving the configuration

A configurationcan be sared by clicking on ‘Save confi guration’ in the
‘Confi gur ati on’ menu.Onceyou have exited the configurationandmodified
thesettingsyouwill beasledif youwantto save thechangesTheconfiguration
is archived with t ar andcompressedvith gzi p andsaved to the harddisk in
thefile

[var/lib/fas/<usernane>/configs/<configurati onnane>.tar.gz.

No normaluseronthe adminhostanreadthis configuration.Only ‘ r oot * has
thenecessarpermissiongor this.

In orderto createa floppy disk, insertit into the drive, selectthe configuration
you wantto have saredto disk andthenclick in the menusfirst on‘Conf i gu-
rati on’ andthenon‘wite to floppy’. Now,thediskwill bewritten. The
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Figure3.43: Configurationof the externalHT TP proxy

configuratiormusthave previously beenrecognizedas“properly configured”,in
which case agreencheckmarkwill appeaiin theleft portionof thedialog.

3.4.4 Editing an existing firewall configuration

To edit anexisting firewall configuration startthe Firewall AdministrationSys-
temFAS. Log on asthe useryou usedto createthe configurationvia the menu
‘FAS' — ‘Logi n’, andthenenteryour passverd. Now you will obtaina list of
theconfigurationgreviously createdoy this user

Selectthe configuratiorfrom thelist which youwantto edit. Double-clickingon
the configurationnamein thelist locatedin theleft window panellets you edit
oneof theservicedn its respectie module.

3.4.5 Testing the configuration

The configurationcreatedusing the administrationapplicationstill hasto be
testedbeforeit canbe putto productive use.

To dorthis, thefirewall is startedoffline (connectedheitherto the Internetnor to
your Intranet). To carry out the testing,the firewall is connectedlirectly to the
adminhos{crosswer cable).

Testingfor the pacletfilter caneasilybe donewith a port scannerTo this end,
the programnmap is installedon the adminhost. If you carry out a portscan
from the adminhostpleasebe awarethat you mustdisablethe paclet filter of

the adminhost.Log in asuser* root’ andenterthe following commandin a
console:

root @dm nhost: # SuSEfirewal | stop
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In this way, you canensurethatall returninglP pacletsareableto bereceved
by the adminhost.Do not forgetto reactvatethe paclet filter after completing
thetest:

root @dm nhost: # SuSEfirewal |l start

Following the port scan,the scanningresultsandthe log file shouldbe docu-
mentedon thefirewall andretained.

Make surethatthefollowing servicesarerunningproperly:

« Namesenertest: e.g. with nsl ookup plusnameof thefirewall. Checkthe
log file, e.g.viagrep named /var/| og/ nessages. Thereshouldnotbe
ary messagesontaining‘error”.

« Mail relay test: by sendingan e-mail and checkingthe log files / var/
| og/ mai | and/var/| og/ nessages. Searchthe log files for “postfix”
(grep postfix /var/l og/ mail

e FTPproxytest:e.g.viat el net to yourfirewall.
« TesttheHTTP proxy by attemptingto accesghe Internetfrom aclient.

» Testssh by loggingonto thefirewall from a client.

Alwaysverify all processeby referringto thelog files.

3.4.6 Documenting the configuration, the tests and the
results

It is essentiathat you documentthe configuration,ary testsperformed,and
their results. Record,in otherwords, what is permittedor prohibited by the
configurationandhow thisis guaranteed.

By meansf suchdocumentationyou maybeableto detectconfiguratiorerrors
andremedythem. This documentatiofis alsonecessarjor auditingthefirewall.

3.5 Monitoring the Firewall

As alreadymentionedseveraltimes,afirewall’s functionalityis quitelimited if is
notaccompanietby constantmonitoring. Sometoolsfor monitoringthefirewall
arelocatedontheadminhost.The mostimportantsourcef informationarethe
log files, which arewritten eitherto the loghostor the harddisk, dependingon
theconfiguration.

Thefollowing programsareavailableastoolsfor analyzinglog files.
« xlogmaster

* logsurfer

 sylog-ng

Thefollowing network or pacletsniffers canbe usedto monitoryour firewall:
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e ntop
e tcpdump
* ethereal

With thefollowing portscannersyou canexaminethefirewall on openportsand
monitorthe pacletfilter configuration:

s nmap

* nessus

In addition, you can, of course,useshell or perl scriptsthat you have written
yourself.

Configuration of syslog-ng

In orderto configurethe login daemonsysl og- ng(8) on the loghost,log in
to aconsoleasuser: r oot ' or enterthecommandsu - root in anxterm. If
the SuSELinux Adminhostfor Firewall is not your loghost,copy the program
/ opt/ fas/shin/fas_sysl ogng_config. pl toyourloghost.

Starttheprogramas* r oot * with thefollowing command:

root @ oghost: # /opt/fas/sbin/fas_sysl ogng_config.pl

Specifythe hostnamef your firewall. Definewhethersyslog-ng is to be started
whenthe systemis booted.The default settingis "yes".

The hostnameof the firewall mustbe ableto beresohedto anlIP address.You
candetermindf thisis the caseby referringto anentryin the/ et c/ host s file
onyourloghost.For this, referto theexample3.5

# Firewal | 1o0gging entry

# | P address of firewall host nanme. nydonai n. com host nane
# e.g.

192.168.0.1 st argat e. mydomai n.com stargate

File contents3.5.1: Sampleentryin the/etc/hostdile
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4 SUSE Linux Live CD for Firewall

4.1 Introduction

The “Live CD” for SuSE Linux Firewall on CD is the “executive branch” of

thefirewall. The Live CD is a minimal SUSELinux equippedo meetsecurity
needs. This appliesto the available applicationsaswell asto the kernelitself.

The “SuSE Firewall on CD” is, in addition, an “Application Level Gatavay”,

thatmeansgdueto securityreasons|P packetrouting shouldnot setbe up. For-

wardingrequestgo serviceds managedy applicationg= proxies).

Proxiesand non-forwarding IP paclets are not enoughto prevent (undesired)
InternetlP pacletsfrom reachingthe Intranetor vise versa. This firewall func-
tionality is adoptedy thekernelpacletfilter whichis configuredoy ipchains(8).
Thisis wheretheideaof theLive CD comesnto play. Thatis, theoperatingsys-
temandall the applicationsarelocatedon a CD, on a read-onlyfilesystem. A
RAM disk,wheretheLive CD is mountedjs generatedvhenbooting. The“sta-
tus quo ante” can simply be restoredby rebootingthe machine. Updatingthe
“SuSELinux Firewall on CD” is likewisevery simplebecaus®f this: Justswap
theLive CD for the currentupdateCD andrestartyour firewall host.

Configuringthe systemandthe serviceds doneby disk, whereall thenecessary
configurationfiles are saved. This disk is mounted‘read only” whenbooting.
Justto be on the safeside,the disk shouldalsobe write-protected.The dataon
theconfiguratiordiskwill becopiedto theRAM diskandthediskitselfremoved
from thefilesystem.

Hardwarerequirements:

e The“SuSELinux Live CD for Firewall” is executableon ary i x86, where
x=5. At leastaPenti um I | isrecommended.

At least128 MB RAM is required,

a 3,5-inchfloppy disk drive
abootableCD-ROM drive and

« atleasttwo network interfaces

This chapterdoesnot provide ary instructionson how to configurefirewall ser
vices,but rather technicaldocumentatiofior thewell-versedadministratomill-
ing to grapplewith the internal aspectof the system. We will also describe
detailsrelatingto theconfiguratiorfiles of the servicegprovidedontheLive CD.
For configurationpurposesthe Firewall Administration System(FAS) on the
SuSEFirewall AdministrationHostshouldbe used.



4.2 Description of the SuUSE Linux Live CD for
Firewall

The“SuSELinux Live CD for Firewall” is aLive File SystemCD from whichall
theapplicationswill rundirectly. Theoreticallythefirewall hostcouldbedriven
withoutaharddisk. However, you shouldnotethata harddisk for thecacheand
spooldirectoriesis requiredby proxy servicessuchasSquid or postfix. A hard
disk is likewise requiredif you wantto save the syslogdlog messageocally.
In orderto setup the firewall system,insertthe CD andthe configurationdisk
createdby the SuSEFirewall Adminhostandbootthe host.

4.3 Services on the Firewall

“Application level gatavays”, or proxies,arelocatedon the “SuSELinux Live
CD for Firewall” for the mostcommonandessentialnternetprotocols:

DNS (engl. Domain Name System): |P addressesanbecorvertedinto“Fully
QualifiedDomainNames”andvice versawith bind8

SMTP postfix manageshetransportatiorof e-mailmessages,
HTTP/HTTPS —the WWW Protocol:  Squid, httpf, transproxy, tinyproxy
FTP ftp-proxy-suite is usedfor transmittingfiles from onehostto another

SSH “Remotelogins” with encryptedransferdake placevia openssh, the au-
thenticationprogramfor RSA key pairs.

All theseapplicationgnvolve opensourcesoftware. All theseprocessesun on
the“SuSELinux Live CD for Firewall” in chrooternvironments.

In orderto raisethe securitylevel of the systemeven higher, the following pro-
gramsandkernelmodulesare usedfor the Linux Kernel(2.2.19)implemented
by theLive CD: secunod, conpar t nent , OpenWal | - Pat ches.

4.3.1 IPCHAINS

Thepacletfilter of theLinux kernel2.2.xxis configuredusingtheipchains appli-
cation.ipchains allows for extremelyflexible configurationof the kernelpaclet
filter. To dothis, referto the manpagédor ipchains(8).

Normally, ipchains(8) recognizeshreepacletfilters-“Chains”: input-chain,
forward-chainandoutput-chain.

Thesethreefilters determinghefateof anIP pacletarriving ataninterface.lIt is

advisableo determinea policy for these'chains” which deniesall paclets. This

will thenbethedefaultbehaior of thechain: Everythingwhichis not expressly
permittedwill be denied.

IP pacletscycle throughthe chainsandwill betreatedn respecto theiraddress
of origination,destinatiorandport,i.e. forwarded discardecbr rejected.There



are basicallytwo optionsprovided by the “SuSE Linux Live CD for Firewall”
for configuringipchains filter rules. Thefirst andrathercorvenientoptionis to
utilize the SuSEFirewall Script. The SuSEFirewall Scriptis configureddepend-
ing on the configuredand activatedservices. With its Firewall Administration
System(FAS), the SuSEFirewall Adminhostprovideseasyaccesgo the SUSE
Firewall Script. Thesecondailableoptionis configuringyour own pacletfilter
with ipchains. First, we will give you anoverview of the SuSEFirewall Script
andsubsequentlinstructionsfor settingup your own pacletfilter.

The SuSE Firewall Script and configuration

Below is atechnicaldescriptionof how filter rulesaregenerateéswell assome
backgroundon the new SuSEFirewall Script design. However, this documen-
tation doesnot offer instructionson how to configurethe firewall — the con-
figurationfile /et c/rc. config.d/firewal | . rc. confi g containssuficient
commentswhich simplify the process. Furthermoreyou will find somesam-
ple configurationsn the EXAMPLES file in the/ usr/ shar e/ doc/ packages/
SuSEfirewal | directory RecentlyanFAQ list hasbeenaddedto the samedi-
rectory Pleasebe awarethat“firewall” is referredto throughouthis documen-
tation,eventhoughthis scriptis technicallynot a firewall itself. This packages
a so-called‘packetfilter” which acceptor deniesdataon the TCP/IPlevel. In
otherwords:if you areoperatinga WWW senerandyou wantto opencommu-
nicationbetweerit andthe Internet,this scriptwill notprovide ary protectionif
theweb sener assuchwereto exhibit a securityproblem. However, it will en-
ableyouto protectservicesvhich shouldnotbeaccessedkeeppotentialhackers
in thedarkaboutyour configurationaswell asrecognizantrusionsby detecting
filter violations.

The designof the SuSEFirewall Scriptsatisfieghe following demands:

» Aboveall, security

Thoseinstalling and configuringthis packageexpectthatthe script will do
everythingpossibleto securethe system. A usermust, however, take into
accountthat somethingsare moredifficult or perhapgin rarecaseshot at
all configurablén thispackageAlso, settingup suchasfirewall is associated
with sometime investment.

« No compromisesto the systemin caseof errors

An errorin thescriptor in the configuratiorfile shouldnotleadto openfilter
rules.However, this goalis, in certainareasdifficult to realize.In ary case,
SuSEhasmadea strongeffort to achieve this goal.

» Simple configuration

Simplequestionsareasked— but also,only somary areaskedasabsolutely
necessaryThis s, of coursethe greatesthallenge- but you will still need
to have prior TCP/IP knowledge, administratorskills, a knack for system
securityandpatience..



» Automated configuration

To simplify theconfiguratiorandalso,for bettersupportof dynamicsystems,
the SuSETeamhastried to determineasmuchinformationaspossibleatthe
very momentthefirewall scriptstarts.

» Support of dynamic IP addresses networks

Not only a dynamiclP addresshut also several network cards(an infinite
amount)for the Internetaswell asfor theinternalnetwork aresupported.

The following sectioncontainsfrequentreferencedo filter rulesand networks.
Filter rules,which apply to internalinterfacesor networks, is only processedf

they areconfiguredandavailableimmediatelywhenthefirewall scriptstarts.(If

they were only accessiblefter startingthe script, for instance|if theinterface
were"down", network communicatiorwould no longerbe possible!)

The SuSEFirewall Scriptprocedurevhichis locatedin / sbi n, canbe outlined
asfollows:

a) First, the configurationfile, /et c/rc. config.d/firewall.rc. config,
is read. Before anything can happen,the userwill first have to configure
letcl/rc.firewal | . Thesefiles will be createdautomaticallyif you are
usingFAS.

b) A searchis thenconductedor auxiliary programssuchassed, awk, grep,
ifconfig, netstat and,of coursejpchains. If ary oneof thesgprogramsannot
bedetectedanerrormessagevill abortthescript. Next, thekernelversionis
verifiedto determinewhetheripchains is supportedThe scriptwill likewise
be terminatedf a 2.0 kernelis identified, or a warningissuedif the kernel
versioncannotbeidentifiedat all.

c) Now, theinterpretatiorof theconfiguratiorfile follows,alongwith theevalu-
ationof theimportantdataat hand.In thisway, datafor all thenetwork cards
configuredn the script,suchasIP addresandnetmaskwill be scannedIf
aninterfaceis not"up" (e.g.anISDN or aPPPinterface) filter ruleswill still
be generatedaterin the scriptprocedureput only a few rudimentarysecu-
rity mechanismsvill bein place. After settingup a connectiorwith ISDN,
for example,the SuSEFirewall Scriptshouldbe startedagain.

d) Now you canbegin! First, the rulesareresetandthe default for incoming
pacletsaswell asfor pacletsfor routingthefirewall setto "discard". If, for
somereasona pacletin the scriptdoesnot have ary rules, this paclket will
alwaysbe discarded.Packetswantingto exit the firewall will be setto the
targetvalue"allow".

e) If thefirewall is setto "route”, thiswill actvaterouting.

f) The/ pr oc systemallowsyouto easilyconfigurethekernelwhile thesystem
is running. Thescriptmakesuseof thisfor the purposeof activatingsomese-
curity options.For mary of theseoptions theoptionFW KERNEL_SECURI TY
in the configurationfile mustfirst be setto "yes", sinceit could otherwise
have rathercomplex consequences.



g) Then-mostimportantly— all traffic via theinterface"localhost"is released.

h) Now, the scriptwill handletherulespertainingto "IP spoofing“and"bypass

)

prevention". Theserulesensurethat external/internakttackswhich pretend
to be from anothernetwork segementare recognizedand refused. At the
sametime, attemptdgo directly breakinto the network will beimpeded.

Theredirectingruleswhich follow canbe usedto rerouteattackson the in-
ternalnetwork or local portsto a specialfirewall port.

A userconnectedo aninternalandtrustworthy network canspecifyin the
configurationfile whetherthe firewall shouldbe protectedagainstinternal
attacksor not. If not, from this point on, ary kind of traffic on the internal
network will bereleasedo thefirewall.

Theoptionfor thisis FW PROTECT_FROM | NTERNAL .

Then,rulesfor ICMP, TCPandUDP aregenerated.

k)

0)

ICMP rulesaregeneratedn two phases.First, speciall CMP packagesre
allowedor deniedaccordingo theconfiguration:Packagesuchas'ping" to

thefirewall, "sourcequench"messagesf the next front-endrouteraswell

asresponseackagedor similar programssuchastraceroute. The second
phaseis comprisedof generalconfigurationsprohibiting dangerousCMP

packagesndallowing the essentiabnes. Theinternalnetwork canalways
accesshefirewall with "ping".

For TCPrules,theconfiguredservicesarefirst releasedo theoutside thento
trustworthy networks, andfinally, to thoseservicesdesignatedor the inter-
nal network. Subsequentlyport 113will be configuredto senda connection
resetin orderto preventunnecessaryait times(e.g. whensendinge-mails).
Now, a notevorthy automatigprocessomesnto play:

If FW AUTOPROTECT _GLOBAL_SERVI CES hasbeensetto "yes", theseser
viceswill be protectedby filter ruleswhich do not listento any specialin-
terfaces(to 0. 0. 0. 0 or | NADDR_ANY). In this way, all high portsfor in-
comingconnectionganbereleasedif necessanbut with theassurancéhat
your databasestc. which may be running (on port 4545, for instance)will
still be protected.In conclusion ruleswill be generatedcisto whetherand
how unprivileged ports (between1024 and 65535) can be accessedNot
at all; only namesenersasdefinedin / et ¢/ r esol v. conf ; only connec-
tions originating from a given port (not recommendedincethis safeguard
is easyto circumwent); all connections.Internalsystemsanalwaysaccess
unprivilegedports— with the exceptionof serviceswhich areall protected
by AUTOPROTECT.

Thesameis donefor UDP, exceptthata connectiorresetfor port113 is not
required.

Next, the scripthandleghe routing rulesfor definingon which outsidesys-
temsaccessanbe madeto aninternalnetwork. Theseroutingrulesshould,
of course not be usedfor obviousreasons!

Now the masqueradingulesareconfigured.



p) Theconfigurationof additionallog mechanismdor specialpacletsis very
important,e.g. forbiddenTCP pacletsattemptingto establisha connection,
etc.If LOG *_ALL is set,everypacketreallywill belogged,whichwill gen-
eratequite afew log entries,andshouldthusonly be usedfor troubleshoot-

ing.

q) Lastbutnotleast,afew optimizationrulesfor SSH,FTP, WWW, Syslogand
SNMP, for makingthesefasterandmoresecurgin termsof transferoverthe
network).

This completeshescript. If thereis anerror, thereturnvalueis 1, otherwisethe
returnvalueis O.

Now it is necessartoinitialize thefirewall duringthebootingprocessThename
of theactualrc scriptis/ sbin/init.d/firewall . It iscalledupin runlevel
2 with S04firewal | _init andS99firewal | _setup. S04 only generates
rudimentaryrulesand doesnot returnary errors. This is only donewhenthe
S99 scriptis run, onceall servicesaandinterfaceshave beenproperlyconfigured.
K51firewall removesall filter rulesat ("shutdavn") andallows ary paclket, while
disablingtherouting.

Thefirewall shouldalwaysbe starteddynamicallyas
/sbin/init.d/rc2.d/ S99 irewall_setup start

usingdialup scripts,sothatfilter ruleswill only be generatedf it is configured
to doso.

TRACEROUTE

To activatetraceroute andothersimilar applicationsthe following mustbecon-
figuredfor themto functionproperly

FW ALLOW FW TRACERQUTE=yes (at the very end of the expert-config)

FW ALLOW FW PI NG=yes

FW ALLOW | NCOM NG_HI GHPORTS_UDP=yes

If you only make thesesettingsandareusingthe SuSEFirewall, your systemis,
however, in still notsecureasit is!

To furtherincreasehe securitylevel of afirewall sener, you should:

< Minimize ary serviceso insecurenetworks (suchasthe Internet),only use
applicationswvhich areconsideredsafe(e.g. postfix, ssh etc.) andconfigure
thesecarefully. In addition,youwill needto ascertairthattheseapplications
arenot, in fact, exhibiting any securitygaps.If atall possible,do NOT run
ary servicesas‘ root’ anddo not run ary servicesin a "chroot" erviron-
ment.

« Do notrely onary softwarewhich you have nottestedyourselffirst.
» Checkyoursener’'sintegrity onaregularbasis.

« If youwantto usethefirewall/bastionsenerasa masqueradingr arouting
sener, whichis notrecommendedjou shouldcheckto seeif proxy services
canbeimplementednstead suchasSquid for the WWW, smtpd for e-mail



etc. Also, bewareof "chroot" hereaswell. Do notlet ary processesun as
‘root’ . Disablethis machines routing.

Below, youwill find explanationsonthe SuSEFirewall Scriptconfiguratiorfile
letc/rc.config.d/firewall.rc.config.

As alreadymentioned,you will not have to setup this file by hand. Usethe
Firewall AdministrationSystemon the SuSEFirewall Adminhost. However, if
you wantto edit this file for your own purposesby all meansreadthe Firewall
Scriptdocumentatiorand review your script thoroughlybeforerunningit. No
guarante®r supportcanbe offeredfor self-madeconfigurations.

/

Note

Please observe the following note:
Configuring these settings and using the SuSE Firewall Script will not, on its
own, make your system secure on its own. There is NOTHING which can
simply be installed all at once and guarantee full protection against security
leaks.
. J
For a“secure”systemyou shouldalsokeepin mind thefollowing:

Backupary servicegrovidedfor unreliablenetworks(suchastheInternet)with
softwarewhich hasbeendevelopedio accommodateecurityrequirementge.g.
postfix andssh). Do not implementary software originating from unreliable
sourcesMoreover, you shouldregularly checkthe securityof your sener.

In orderto beableto startthefirewall script,thevariableSTART _Fwin the/ et ¢/
rc. confi g file mustbe setto "yes". If the SuSEFirewall Adminhostis being
implementedthiswill take placeautomatically

If this seneris afirewall functioningasa proxy (no routing betweemetworks),
or if you arean end-userconnectedsimultaneousliyto the Internetandthe In-
tranet,you will needto configuretheitems?2), 3), 9) andpossibly7), 10), 11),
12),14)and18) aswell.

If the machineis functioning asa firewall andis to provide routing and mas-
queradingunctionality, you will thenneedto changeheitems?2), 3), 5), 6), 9),
andpossibly7),10),11),12),15),18).

If you know exactly whatyou wantto do, you canreconfigurgheitems8), 16),
17), 18) andthe expertoptions20) 21) and 22) in the outermostmaigin of the
file. However, SuSErecommendshatyou refrainfrom doingthis.

If you wish to implement‘diald” or “ISDN dial-on-demand”you will wantto
edittheitem 18).

To useapplicationssuchast r acer out e togetherwith your firewall, you will
have to setthefollowing options:11) (only UDP), 19) and20)to “yes”.

If youwantto startall the paclet filter rulesyourself,configurea staticlP and
netmaskor theseif they do notalreadyexist. Notethe examples), 3) and4).
Pleasebe awarethatif you useservicenamesthey will be locatedin / et c/
servi ces. Notethatthereis no service"'DNS”, the correctnameis “domain”;
for e-mail,“smtp” etc.




Every time routing takes place betweeninterfaces,with the exceptionof mas-
queradingFW ROUTE will have to be setto yes. Otherwise,usethe variables
FW FORWARD TCP and/orFW FORWARD UDP.

1. Shouldthefirewall scriptbe startedat the systemboot?
For this,thevariableSTART_Fwin/ et ¢/ r c. conf i g mustbesetto "yes".

2. Which network interfacesareconnectedo the Internetor to unreliablenet-
works?

Specifyall unreliablenetworks here. You canenteran unlimited numberof
interfacesgachseparatethy a blankspaceg.g. "eth0" or "ipppOipppl".

FW DEV_WORLD=""

You canspecifya staticlP addressanda network maskaddressandthereby
forcea pacletfilter rule to beloadedfor aninterfacewhichis not yet avail-
able.

FW DEV_WORLD [ devi ce] ="| P_ADDRESS NETMASK"

Youwill still haveto defineFw DEV_WORLDfirst! Theentrywill thenappear
asfollows:

FW DEV_WORLD i ppp0="10. 0. 0. 1 255. 255. 255. 0"

3. Which network interfacesareassociatedavith the internalnetwork? Specify
all trustworthy network deviceshere.If youarenot connectedo a trustwor-
thy network (e.g. if you only have a dialup connection}thenleave the list

blank. You canenteran unlimited numberof network devices, eachsepa-
ratedby a blankspacege.g. "eth0" or "ethOethlippp0".

FW DEV_I NT=""

You canspecifya staticlP addres&nda network maskaddresandthereby
forcea pacletfilter rule to startfor aninterfacewhichis notyet available:

FW DEV_I NT_[ devi ce] =" 1 P_ADDRESS NETMASK"

You will still have to defineFw DEV_I NT first! Seethe following example
for theinternalinterface"eth0":

FWDEV_|I NT_et h0="192. 168. 1. 1 255. 255. 255. 0"

4. Whichinterfaceis linkedto theDMZ?

Specifyall network deviceslinkedto the DMZ. Caution:Configurethevari-
ablesFw FORWARD TCP and FW FORWARD UDP which specifythe services
to beprovidedfor theInternet,andsetthe variableFw ROUTE to "yes". You
have the choiceof: "tr0", "ethOeth1"or"".

FW DEV_DMVZ=""

You canspecifya staticlP addressanda network maskaddressandthereby
forcea pacletfilter rule to startfor aninterfacewhichis notyetavailable:

FW DEV_DMZ_[ devi ce] =" 1 P_ADDRESS NETMASK"

You will still have to defineFw DEV_DM first! Seethe following example
for theDMZ interface"ethl1":

FW DEV_DWZ_et h1="192. 168. 1. 1 255. 255. 255. 0"



5. Should‘routing” beactivatedbetweerthelInternettheDMZ andtheinternal
network? For this, youwill needFw DEV_I NT or FW DEV_DMZ.

You will only needto setthe variableto "yes" if you eitherwantto mask
internalmachinesor allow accesdo the DMZ. This option overwritesthe
variablel P_FORWARDIn/ etc/ rc. confi g.

If you setthis option, nothing will happenyet. Either activate the mas-
gueradingwith the variable Fw MASQUERADE further below, or configure
FW FORWARD TCP and/orFW FORWARD_UDP to definewhatis to berouted.
You canonly specify"yes" or "no" herethedefault being"no".

FW ROUTE="no"

6. Doyouwantto maskoutgoinginternalnetworks?To dothis,useFW DEV_I NT
andFW ROUTE.
“Masquerading’meansthat all your internal machineswhich use Internet
serviceswill appearasif they were originating from the firewall. Please
notethatit is more secureto communicateover proxieswith the Internet
thanto implementmasquerading.
Options:"yes"or "no", default: "no"
FW MASQUERADE=" no"
Whichinternalhosts/netwrksshouldhave accesso thelnternet?Only these
networks cango on the Internetandwill be masled. Leave thelist blank or
specifyany numberof networks/hostseachseparatedy a blank spacea
protocoltype andservicecanbeaddedto eachnetwork/host,separatedby a
comma.
FW_MASQ_NETS=""
In addition, specify the interfacewhere the maskingis to take place,e.g.
"ippp0" or "$FW_DEV_WORLD"
FW MASQ DEV="$FW DEV_WORLD"

7. Do you want to protectthe firewall from internal networks? This canbe
accomplisheavith thevariableFw DEV_| NT. If this variableis setto "yes",
internalcomputersanonly usethe servicesyou provided.

Options:"yes"or "no", basicsetting:"yes"
FW PROTECT_FROM | NTERNAL="yes"

8. Do youwantto protectall globally runningservices?

If you specify"yes" here,all network accesattemptsdo TCP andUDP, not
associatedavith a particularlP addresr not otherwiseexplicitly permitted,
will beprohibitedonthis machine.SeeFW * SERVI CES_*. "0.0.0.0:23'will

be protectedfor example,but*10.0.0.1:53'will not. Options:"yes"or "no",
defaultis "yes".

FW AUTCPROTECT_GLOBAL_SERVI CES="yes"

9. Which serviceson the Fir ewall host areto be openedo the Internetor ary
otherunreliablenetwork, to the DMZ, or to theinternalnetwork? (SeeNr.13
& 14, if you wantto routeyour network traffic over the firewall.) Specify
all portnumbersor port namesgachseparatedthy a blank space TCP-based
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10.

services(e.g. SMTP, WWW) mustbe setin FW SERVI CES * _TCP- and
UDP servicegsyslog)in FW SERVI CES_* _UDP. For IP protocols(suchas
GREfor PPTPor OSPFor routing), FW SERVI CES_* _| P mustbespecified
by the protocol’s nameor number(seealso/ et ¢/ pr ot ocol s).

Options:blanklist or portnumberportname(see/ et ¢/ ser vi ces) or port
zones(e.g. 1024:2000) eachseparatedby a blank spacepr serviceg TCP)
whichwill bevisible from the outside hormally“smtp domain”.

FW SERVI CES_EXTERNAL_TCP=""
ServicefUDP)whichareto bevisible from the outside hormally“domain”:
FW SERVI CES_EXTERNAL_UDP=""

Serviceqall other)which areto bevisible for the DMZ, e.g. VPN/routing,
terminatingat thefirewall:

FW SERVI CES_EXTERNAL_| P=""
Services(TCP) which areto be visible for the DMZ, normally “smtp do-
main”:

FW SERVI CES_DMZ_TCP=""

ServicegUDP)which areto bevisible for theDMZ, normally“domainsys-
log™

FW SERVI CES_DMZ_UDP=""

Servicedall other)which areto bevisible for the DMZ, e.g. VPN/routing,
terminatingat thefirewall:

FW SERVI CES_DMVZ_| P=""

Services(TCP) which areto be visible for the internal network, normally
“sshsmtpdomain™

FW SERVI CES_| NTERNAL_TCP=""

Services(UDP) which areto be visible for the internal network, normally
“domainsyslog™:

FW SERVI CES_| NTERNAL _UDP=""

Serviceqall other)which areto bevisible for the DMZ, e.g. VPN/routing,
terminatingat thefirewall:

FW SERVI CES_| NTERNAL _| P=""

Which servicesshouldbe reachabldrom trustworthy networksin the Inter-
net?

Specifythe trustworthy networksin the Internetandthe TCP/UDPservices
they canuse.

Options: blanklists or ary IP addressaind/ornetworks, eachseparatedby a
blankspace.

FW TRUSTED_NETS=""

Specifyablanklist next to FW SERVI CES_TRUSTED_*, or the portnumbers
andthe known port names(see/ et c/ ser vi ces), or the port zones,each
separatedy ablankspaceg.g."25", "ssh","1:65535","1 3:5"
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Service{ TCP)whichareto bemadeavailableto trustworthy networks/hosts,
normally“ssh”:

FW SERVI CES_TRUSTED_TCP=""

ServicegUDP)whichareto bemadeavailableto trustworthy networks/hosts,
normally“syslogtime ntp”:

FW SERVI CES_TRUSTED_UDP=""

Serviceqall other)whichareto bevisibleto trustworthyhosts e.g. VPN/routing,
terminatingat the firewall:

FW SERVI CES_TRUSTED | P=""

Sometimessometrustworthy hostsare to have accesdo certainservices,
andothertrustworthy hoststo otherservices Here,youwill havethechance
to setup this optionaccordingto the pattern:"trusted_net,protocol,portso

for example,"10.0.1.0/24,tcp,800.0.1.6,tcp,21":

FW SERVI CES_TRUSTED_ACL=""

Is accesdo high, unprivileged(>1023)portsallowed?

You canallow ("yes") or dery ("no") all accesdo the high ports; or allow
ary accessriginating from a given port (specificationof port numberor
servicename,which can, however, be easily circumvented)or allow only
nameseners(DNS)—which you authorize-to have access.

If you wantto enableactive FTPR, you will have to setthe TCP variableto
"ftp-data”. For passie FTR thisis not necessaryStill keepin mind thatyou
cannotuseary rpc requests.f youwantto allow this, you will have to set
theportzone"600:1023"in FW SERVI CES_EXTERNAL_UDP.

Options:"yes","no", "DNS", port numberor portname,Defaultis "no".

Incomingconnectiongo port numbers>= 1024, TCP, normally: "ftp-data”
(unfortunately!):

FW ALLOW | NCOM NG_HI GHPORTS_TCP="yes"

Incomingconnectiongo port numbers>= 1024,UDP, normally: "DNS" or
"domainntp:

FW ALLOW | NCOM NG_HI GHPORTS_UDP="yes"

Do you have oneor moreof thefollowing servicesunning?Theserequirea
bit of caution,otherwisethey will notfunction. For servicesvhichyouwant
to provide, setthevariableto "yes" andtheothersto "no". Defaultvaluesare
"no".

FW SERVI CE_DNS="no"

If "yes",port(or domain)53 musthave FW SERVI CES_* _TCP. Thevariable
FW ALLOW | NCOM NG_HI GHPORTS_UDP mustbe setto "yes".

FW SERVI CE_DHCLI ENT="no"
If you areusingdhclientto obtainanIP address,
FW SERVI CE_DHCPD mustbesetto "yes".

FW SERVI CE_DHCPD="no"
If this hostis a DHCP sener, setFW SERVI CE_DHCPDto "yes".
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13.

FW SERVI CE_SAMBA="no"
If youwantto implementSambaasa client or seneronthis host,set
FW SERVI CE_SAMBA t0 "yes".

For aSambasener,
FW SERVI CES { WORLD, DMZ, | NT} _TCP="139" will still have to be set.
Overall,it is abadideato useSambaon afirewall host.

Which servicesto be accessibldrom the Internetmay accesshe DMZ or
internalnetwork?

With this option, you can allow accesdor your mail sener, for instance.
This hostmustpossess valid IP address.If an openconnectionis to be
establishedo your network, thenjust usethis optionto accessyour DMZ.

Thefollowing valuesarepossible:Leave thevariableempty(the bestchoice)
or usethe following syntaxfor the forwardingrules. The rulesareto be
separatedy blankspaces.

A forwardingrule consistof:

a) SourcelP/network,

b) DestinationlP (dmz/internal),

c) Destinationport (or IP protocol),separatedhy a comma

# Forward TCP connecti ons

# Beware of using this!

FW FORWARD TCP=""

# Forward UDP connecti ons

# Beware of using this!

FW FORWARD UDP=""

# Forward ot her |P protocol connections (for VPN setups)
# Beware of using this!

FW FORWARD | P=""

14. Which servicescanbe usedon masled hosts(in your DMZ or internalnet-

work)?
REQUI RES: FW ROUTE, FW MASQUERADE
With thesevariablesyou canallow accesgo your mail sener, for instance.

The hostmustbe locatedin a masled network segmentand cannothave an
official IP address.

If FW DEV_MASQis setto your externalinterface,you will likewise have to
setthevariablessw FORWARD _* from your internalnetwork to the DMZ for
theseservices.

Caution

Due to security reasons, you should not use this feature, as it opens
a security gap in your internal network. If your web server were to be
compromised, so too would your entire network become vulnerable to
attack.
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Options:Leave the entry blank (bestchoice)or usethe following syntaxfor
theforwardmasqueradeules. Therulesareto be separatethy blankspaces.

a) SourcelP/network,
b) DestinationlP (dmz/internal)

c) Destinationport, separatethy commas,
e.g. "4.4.4.4/12,20.220.20,2212.12.12.12/12,2.20.2020,22"

# Forward TCP connections to masqueraded host

# Beware of using this!

FW FORWARD_MASQ TCP=""

# Forward UDP connections to masqueraded host

# Beware of using this!

FW FORWARD_MASQ UDP=""

# it is not possible to masquerade other |IP protocols,
# hence no _|P variable

15. Which serviceshouldbereroutedto alocal portonthefirewall host?

This canbe usedto relay all your internalusersover your HTTP proxy or
to forward all incoming requestgransparentlyto port 80 on a secureweb
sener.

Option: Leavethelist blankor usethefollowing syntaxfor redirectingrules:

a) SourcelP/network,
b) DestinationlP/network,
c) original specificatiorport,

d) local portto which the network traffic is to bererouted,
e.g. "10.0.0.0/8,0/0,8(1280/0,172.20.1.1,80@30"

Redi rect TCP connecti ons
FW REDI RECT_TCP=""

Redi rect UDP connecti ons
FW REDI RECT UDP=""

16. Whichlog level shouldbeforced?

You candecideif acceptedor deniedpaclets areto be logged. You can
alsospecifythelog level, "critical", or all. Notethat* _ALL shouldonly be
activatedfor deluggingpurposes.

Optionsfor thevariable:"yes" or "no", FW LOG * _CRI T defaultis "yes".

17. DoyouwantadditionalkernelTCP/IPsecurityfeatures?f you setthis vari-
ableto "yes", thefollowing kerneloptionswill beset:
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# Log critical denied network packets
FW LOG DENY_CRI T="yes"

# Log all deni ed packets

FW LOG DENY_ALL="no"

# Log critical accepted packets

FW LOG ACCEPT_CRI T="yes"

# Log all accepted packets

FW LOG ACCEPT_ALL="no"

i cnp_i gnor e_bogus_error_responses,
i cnp_echoreply_rate,

i cnmp_destunreach_rate,

i cnp_par anprob_r at e,
icnp_tinmeexeed_rate,

i p_l ocal _port_range,

| og_marti ans,

nc_f orwar di ng,

rp_filter,

routing flush

Options:"yes"or "no", defaultis "yes":
FW KERNEL_SECURI TY="yes"

18. Shouldtheroutingremainactive if the pacletfilter rulesarereset?For this,
youwill needFW ROUTE.

If you use“diald” or “dial-on-demand’via ISDN andIP pacletsareto be

sentover the Internet,you will have to activate this function. Then, mas-
gueradingand routing will not be deactvatedwhen the script terminates.
You might needthis functionalityif you have DMZ. Note,however, thatthis

is not secure!lf you unloadthe IP filter rulesbut still have the connection,
your network couldbevulnerableto attacks.

Options:"yes" or "no", default setting:"no"
FW STOP_KEEP_ROUTI NG_STATE="no"

19. ShouldICMP echopingsto thefirewall hostor to theDMZ beallowed?The
FW ROUTE is requiredfor FW ALLOW Pl NG_DWVZ

Option: "yes"or "no", defaultis "no"

# Allow ping to firewall
FW ALLOW PI NG _FW"yes"

# Allow ping to DMZ host.
FW ALLOW PI NG _DVZ="yes"

Creating your own packet filter with ipchains

If youdo notwantto usethe SuSEFirewall Script,youwill alsohavetheoption
of configuringyour own paclet filter with ipchains. You can adjustthe filter
ruless to meetyour particularneedon a Linux hostsuchasthe SuSEFirewall
Adminhostandsave this pacletfilter setupwith ipchains-save to afile.
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root @dm nhost # ipchains-save > nyfiltersetup 2>/ dev/null

UsingFAS, you canthenloadthisfile alongwith your pacletfilter configuration
to the“SuSELinux Live CD for Firewall” configuration.Thesefilter ruleswill
besavedto the/ et c/ i pchai nsr ¢ file ontheconfigurationdisk andloadedby
the/ sbi n/init.d/ipchains scriptwhenbootingthefirewall host.

4.3.2 DNS

The namesener BIND Version8 is usedto enablenameresolutionover the
firewall. If you wish to learnmore aboutDNS, pleasereadthe chapterin the
appendixof thismanual.BIND is configuredasforwarding/caching-onlgener.
Thatmeansall requestsvill be passeanto theforwarders.

4.3.3 MAIL
postfix

A moresecureguickerandmoreflexible modularmail transportagentwhichis

utilized ontheLive CD asmail relay. Notethata built-in harddiskis absolutely
essentiafor usingthe mail relay function, becausepostfix first hasto routethe

incominge-mailsto a buffer.

4.3.4 HTTP proxy

The“SuSELinux Live CD for Firewall” utilizesa multitudeof proxiesto enable
themostrefinedaccessontrolto HTTP/HTTPSservicesaspossible . Two sepa-
rateproxy branchesreusedto governinternalaccesso the outsideandexternal
accesdo insidenetworks,respectiely.

squid

Squid is the “http-proxy” per se and offers extensie configurationoptionsas
well asaccesgontrolsfor clientsto the WWW by way of ACLs (engl.access
contmol lists).

TheinternalHTTP proxy Squid canbeconfiguredo bebothtransparenaswell
asnon-transparentln non-transpaent mode,the following protocolsare sup-
ported:

 http
* https
« FTP

The prerequisitdor this is thatthe clients(web browser)lik ewise entersthis as
aproxyin its settings.
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Note

Squid can, however, only process HTTP transparently! Transparent HTTPS
or FTP do not function with Squid.

There is currently no solution available for transparent HTTPS apart from
being guided straight through the firewall.

The proxy suite can be used for transparent FTP (internal FTP in the FAS).

More exactinformationon Squid canbefoundin theappendix.

httpf, tinyproxy

The applicationhttpf is responsibldor "contentfiltering”. It is not actuallya
proxy, asproxy functionalityis furnishedby the programtinyproxy.

It is morespecificallya filtering proxy which canpreventdownloadingand ex-
ecutingprogramcode. This occursin that only known and benignlanguage
elementsareforwardedto the webbrowser Eventhe HTTP headerentriescan
befilteredsothat,for instancenoinformationcanbepostedo thesenerviathe
clienthost’s operatingsystem.

Theconfigurationcanbe generatedisingFAS ontheadminhost.

transpr oxy

transproxy governsexternalaccesgo aninternalwebsener.

Altogether theseapplicationsoffer the option of multi-facetedfiltering: ACLs
for clients,seners,banlists, contentfiltering, webcaching.

4.3.5 FTP proxy

suse-ftp-proxy

FTP serviceis split up into two channels. First: settingup the internal con-
nectionto the outsideand secondly: settingup the external connectionto the
inside/DMZ.

Internal to external:

magic user

Enablesthe username,the host, and the destinationFTP sener’s port to be
provided (e.g. user @t p. fi r ma. com 2345). So,automaticexecutionof the
USERcommand.

default-ftp-sener
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External to internal:

default-ftp-sener

4.3.6 ssh

openssh enablesusageof a shell on a remotehostwherethe connectionis en-
crypted.

4.3.7 chroot, secumod, compar tment, kernel capabilities

To raisethe securitylevel on the firewall, run the serviceson the SUSELive
CD for Firewall in achr oot ervironment. The “secumod”kernelmoduleand
“compartment"will alsobe implemented.Settingcapability bits in the kernel
increaseshesecurityof the systemapplications.

chroot With chroot,anapplicationcanchangéts view to thefilesystemirrevo-
cablyby defininganew "root" for thefilesystem.As soonasthe application
hasapplieditself to this segmentof the filesystem this sgmentwill adopt
therole of theentirefilesystenfor this application.Therestof thefilesystem
no longerexists asfar asthis applicationis concerned Evenif the program
hassomeha crashedthe hackerwould remainin this chroot()ervironment
andthusnotbeableto damagehe actualsystem.

secumod Specialkernelmodulewhich raisedthe systemsecuritylevel. This
involvesdefining
* thetrustedpath,
 addingabanon hardlinks to files not belongingto theuser
* protectingthe procfilesystem,

* not tracing symlinksif they do not correspondo the processcurrently
running(exception:the processs runningunder: r oot ’ permissions).

* protectingfifos,
* syscalltablechecking,
« logging,
* settingcapabilities.

compar tment Enablesexecutionof applications/servicemm chrootjails, with
unprivileged users/groups.It supportsscripts which are called up before
the programactually starts(e.g. in orderto setup a chroot()ervironment.)
Supportgheusageof kernelcapabilities.

kernel caps Kernelcapabilitybits

Increasingsecurityby limiting the capabilitiesof executableprograms.The
capabilitiesaredocumentedhn

/usr/include/linux/capability.h

Using the applicationcompartmenis anotherrelatively simply option for
specifyingthe capabilitiesfor anapplication.
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The configurationdisk containsthe completesystemandapplicationlevel gate-
way configurations.

The configurationdisk mustbe accommodate@ith an ext2 filesystemandob-
tainthelabel"SuSE-FWFlopy" via thefollowing command:

Inserta disk formattedwith anext2 filesystem.
/ sbi n/ e2l abel / dev/ f dOSUSE- FWFI oppy

The configurationdisk will notberecognizedvithoutthislabel. The FAS (Fire-
wall AdministrationSystem)on the SUSELinux Firewall Adminhostwill auto-
matically generatehefilesystemandthe label.

The configurationdisk will bereadastheLive CD is beingbooted.

4.4.1 Creating the configuration disk

The configurationdisk canbegeneratedn the SUSELinux Firewall Adminhost
using the administrationdesktopFAS. The FAS on the SUSELinux Firewall
Adminhostwill generatea tar archive which will thenbe decompressedn the
disk. Thisis therecommendegrocedure Changingthe configuratiorfiles with
aneditorshouldonly beleft to expertswho really know whatthey aredoing. No
supportis offeredfor manualconfiguration.

4.4.2 The configuration files

Thefollowing overview of the configuratiorfiles locatedon the diskis for infor-
mationpurpose®nly; thefileswill alreadybe generatedby theadmindesktop:

/etc/hostgseemanhosts)

/etc/hosts.allev (seeman5 hosts_access)
letc/hosts.den(seeman5 hosts_access)
[etc/inittab(maninittab)

letcl/isdn/

letc/cipe/

/etc/live-setup.conf

/etc/passwd

letc/ppp/

/etc/localtime

/etc/modules.boot

Inthe/ et ¢/ modul es. boot file, youcanspecifyloadablekernelmoduleso be
startedalongwith the system.They will belistedwith their relative pathnames
inthe/ | i b/ modul es/ <ker nel ver si on>/ directory If necessaryadditional
optionscanbe postedto the modulesuchasirg or the IO addressesf the hard-
ware used. Lines which begin with "#" will beignored. If a"-" precedeghe
modulename,an attemptwill be madeto unloadthe module(this may be nec-
essaryif the automatichardware recognitiontries to load the wrong network
module for instance).
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Example:

In this file you can provide a |list of nodul es
and options, that have to be | oaded on system boot.
Modul e name can be used relative, i.e. net/ppp.o.

#
#
#
#
# Modul e name [options]
#

# z. B.:

#m sc/ ci pcb. o
#net /sl hc. o
#net / ppp. o

#net / ppp_defl ate. o

#net / ppp_nppe. o
-net/ de4x5. o # This nodule will be renpved

net/tulip.o # This nodule will be | oaded

letc/named/ containghezonefiles of the namesener.
letc/named/master/ containghe masterzonefiles.

letc/named/sla ve/ containgheslave zonefiles.

letc/named/r oot.hint containsthe addressesf theroot namesener.
letc/named.conf responsibldor the configurationof named.

letc/pam.d/ this directory containsthe PAM (PluggableAuthenticationMod-
ule) configuratiorfiles

letc/permissions.local  setsthe accesgpermissiorof andto applicationsfiles
etc.

letc/postfix — configurationdirectoryfor postfix; themajorconfiguratiorfile are:

e /etc/postfix/naster.cf,
e /etc/postfix/main.cf,
e /etc/postfix/virtual,
e /etc/postfix/transport,

e /etc/postfix/access.
letc/pr oxy-suite/ configurationdirectoryfor FTP proxies,
letc/rc.config  SUSELinux centralconfiguratiorfile;

letc/rc.config.d/  containsfurtherconfigurationfiles which arereadby SuSEc-
onfig;

letc/rc.config.d/ffire wall.rc.config configuratiorfile for the SuSEFirewall
Script. It is generatedby the FAS onthe SUSELinux Adminhostfor Firewall.

letc/resolv .conf configurationfor the resoher library, list of namesener as
well assearcHist.
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letc/route .conf file containingthe informationrelatedto generatinghe static
kernelroutingtable.

letc/runle vel.fire wall Thisfile is responsibléor consigningscripts/applications
to firewall runlevels. If ascriptis to be startedn acertainrunlevel, it is to be
enteredn the correspondingolumnin thisfile.

letc/securetty  list of thettyswheretheuser r oot * canlog on

letc/shado w Containsthe encryptedpassverds. Normally, thesearelisted in
theform of a“*” for eachuser thatis, nologin is possible. The deciphered
passwerds are only availablefor user root’ to see. In FAS, you do not
evenneedto giveapassverdfor ‘ r oot ’ in which caseaccesgo thefirewall
would only bepossiblevia sshandRSA key.

letc/squid.conf  configuratiorfile for the HTTP proxy Squid

letc/ssh/  Containgheconfiguratiorfilesfor openssh: ssh_confi g andsshd_
config.

letc/sul.priv. Configuratiorfile for thesul commandhatpermitsselectedisers
to run programsawith underuid=0(i.e. as‘ r oot ' ).

letc/syslog.conf  Configurationof the syslogdaemon. To this end, readthe
following manpagesan 5 sysl og. conf,man 8 sysl ogd and
man 3 sysl og.
Theloghostandthe messaget beloggedareenteredn thisfile. Theentry
for theloghostshouldappealasfollows:
** @ost nane. domain.tl (or the |IP address)

letc/syslog.soc ks The log daemonsysl ogn hasto createa writable soclet
for all servicesstartedn thechr oot ervironment;this processs associated
with thefollowing files:
/var/ naned/ dev/ | og,
/var/squi d/ dev/ | og,
/var/chroot/rinetd/dev/l og,
/var/chroot/ftp-intern/dev/l og,
/var/chroot/ftp-extern/dev/log

Isbin/, /sbin/init.d/ This directory containsself-writteninit scriptssuchasIP
pacletfilter scripts.

Iroot/, Iroot/.ssh/, /root/.ssh/authoriz ed_keys This file containsthe rsapub-
lic key of thefwadminuseron the SuSELinux Firewall Adminhost.
This enablegheuser f wadni n’ tolog in onthefirewall as‘ r oot . RSA
keys, which are protectedby yet an additionalpassphrase handleuserau-
thentication.This passphrases generatediuring the installationof the ad-
minhostby way of the YaST2module“Firewall Admin Host".
Youcanalsogeneratehe RSAkeys atthecommandine usingthecommand
ssh- keygen( 1) . You canreadmoreaboultit in themanpage
(man ssh-keygen).

It is highly recommendedo usethe administrationdesktopFAS on the SuSE
Firewall Adminhost for creatingconfiguratiorfiles.
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4.5 Boot Parameters

You cangive bootparameterat thelinuxrc bootpromptasusual(seereference
manual kernelbootparameters).

Thefollowing restrictionsapply:

Dueto securityreasonsj ni t =/ bi n/ bash or thelike cannotbe enteredat the
bootpromptfor obtainingprivilegedpermissionsn a shell.

Boot parameterbeginningwith "init=" will beignored.
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5 Implementing the Firewall

Requirements for successful implementation:

You have manuallycreateda configurationfor the SUSE Linux Live CD for Fire-

wall by way of the SUSE Firewall Adminhost, or a configurationfloppy. Or you

have enlistedthe servicesof the SUSELinux SolutionsAG for settingup a fire-

wall and you now want to begin operatingthe firewall host. Startingup the

firewall shouldproceedn several steps. First, checkto seeif your hostboots
usingthe configurationyou have setup, andalsoto seeif the selectedservices
startandareavailablefor use. Next, checkto seeif the IP filter of the kernelis

working theway you have configuredit.

5.1 Booting the Firewall Host

1. Startthehostandthenopenthe BIOS setupprogram.Checkthe settingsfor
thetime anddate.

2. Configurethe boot sequenceso that the hostbootsfrom the CD first — if
possible pnly from the CD.

3. Youmustassigna BIOS passverd in orderto prevent,for instancechanges
to thebootsequencegr to preventthefirewall from beingbootedfrom disk.

Save the BIOS configuration.
Insertthe SUSELinux Live CD for Firewall.
Insertthe configurationfloppy.

Rebootthe host.

© N o o &

Note ary errorswhich may appeawhenbootingandrevise the respectre
configurationfiles if needbe. If servicesdo not start(message:'<Service
xyz> failed/skipped"),the correspondingconfigurationfile for the service
<xyz> containsan error. If this is the case recreatethe configurationdisk
usingthe FAS tool onthe adminhosbr revise the configurationsaved there
andrewrite this to the configurationdisk.

You have, of course,alreadydefinedthe configurationof the hard disk using
FAS, but if the partitions1 (swap)and?2 (var) of thefirewall hostdo not corre-
spondto the settingsin the/ et ¢/ | i ve- set up. conf file, adialogscreenwill
appearlf youwantto reconfigurehe harddisk,answeryes’.

85



5 Implementing the Firewall

5.2 Testing the Firewall

Beforeemploying thefirewall for daily use testingshouldbedoneto ensurehat,
firstof all, thepacletfilter is configuredcorrectlyandthatseconabf all, the(con-
figured) proxiesall startandrequestsare processegbroperly Adminhosttools
areavailableonthe SuSEFirewall for thesepurposegsee3 onpagel?), suchas
nmap,nessusxlogmasterlogsurfer http clientsetc. Detaileddocumentatiorior
theseprogramsis availablein the/ usr/ shar e/ doc/ packages/ directoryon
the SuSEFirewall Adminhost.Manpagesrealsoavailablefor eachprogram.

Only whenevery singletesthasbeensuccessfullycompletedwill you beableto
startup thefirewall. Pleasedlocumentll testsyou carryout.

5.3 Operation

To operateyour SUSELinux firewall, first connectthe internal network only
to the firewall andfurnish yourselfa laptopto be usedasan externalnetwork.
Then,closethe connectiorto theinternalnetwork andestablisha connectiorto
thelnternet.If possibletestyour firewall externally.

Checkyour setup.TestEVERYTHING!

5.3.1 Internal testing
Testsyou shouldcarryout:

« Are all servicesvailable?

 Testif the permittedservicesareworking from theinternalclients. Canyou
accesdttp/s,sende-mails,transferdatavia FTP?

» Are yourrestrictionseffective?

» Testyour paclet filter. You cando this with a port scanneisuchasnmap.
Follow the log messagesf your firewall on the loghostor on your firewall
itself. Let a packet sniffer run simultaneouslyo detectrestrictedpacketsor
to seeif responseaclketsarenot beingsent.

» Arethelog files beingwrittento theloghost?

Fixing errors:

Determinethesourceof theproblem.Searctfor thelogfilesaccordingo process
name e.g. postfixor named:

# grep postfix /var/log/ messages

or

# grep naned /var/l og/ messages

Many programsanbe switchedto “verbosemode”. In thisway, you canobtain
detailedinformation(which can,however, be quite extensie...).
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5.3.2 External testing

Testexternally to seeif the available servicesare working. For instance,you
cansende-mailsto the internalnetwork. You shouldbe ableto seethe postfix
messagem / var / | og/ mai | onthefirewall host,asto whetherthee-mailswere
acceptecandwereableto be deliveredto theinternalmail sener. Checkto see
if the pacletfilter is working. This canbeverifiedby a portscannerAt thesame
time,youwill find thekernelpacletfilter messagei / var /| og/ nessages as
well asin thelog directoriesof theloghost. Thesemessagewill bereflectedin
the"DENY" and"ACCEPT"messagesTry to setup connectiongo explicitly
restrictedportsandattemptto find the correspondindpg entriesandmatchthem
to their correspondingvents.

If you areusingaloghost,checkto seeif thelog messagearebeingtransmitted
in their entirety
5.3.3 “Really” going online

Only after you have completedall thesetests,connectthe firewall hostto the
Internetandto your Intranetandbegin productive operation.

Note
Constantly monitor your log files. This is the only way you can ensure a
timely response to attacks or failures. If unusual events occur, react imme-
diately. Raise the log level (if possible) and refine your log analysis.
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6 Help

6 Help

In this chapteryou will find informationasto how you cancreatea setupcon-
ceptfor afirewall solutionin your network usingthe “SuSELinux Firewall on
CD". You alsohave the option of makinguseof the servicesof the SUSELinux
SolutionsAG to have aplandrawvn up whichis tailoredto your specificneeds.

6.1 Troubleshooting

Youwill find helphereif theadminhosis notableto beinstalledor if the SUSE
Linux Live CD for Firewall is not booting.

6.1.1 Problems Installing the Adminhost

If you havetroubleinstallingthe SUSELinux Firewall Adminhost,SuSELinux
Installation Supportis available to you free of chage. First, it is worth your
while to take a glanceat the supportdatabase Here, you will find a realm of
information on a variety of installationproblems— a keyword searchwill help
you here:

http://sdb. suse. de

6.1.2 Problems Booting the Live CD
To simplify your troubleshootingyou shouldobsene andnotethefollowing:

* Whathappensvhenyou boot?

 Are servicemnot beingstartedwhich have alreadybeenconfigured
(skipped/ailedmessages)?

+ Do errormessageappeaion the console?

* Are there kernel error message®n tty9/tty12? To seethesemessages
changeto this consoleusing(ai t) + or(at) +(F12).

Problems integrating the network:

Obsenre andnotethe natureof the problems.For example,on the firewall, test
whetherthe network interfacesareconfiguredcorrectly(log in to thefirewall as
user root ' ):
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root@irewall: # ifconfig

This commandwill shav you which interfacesare configuredandwhich IP ad-
dressesnetwork masks,etc. aresetup. If necessarycorrectthe configura-
tion using FAS andcreatea new configurationfloppy. The hostwill have to be
restartedo committhe new configuration.

* Whichservicedunctionfrom theclientside(Intranet)?Shouldthey befunc-
tioning? Thelog files canhelpyou determinewhetherit is a probleminvolv-
ing unauthorizedccess.

Try reproducingheerrors.

* |s externalaccesgo availableresourcesotfunctioning?Which servicesare
affected?Shouldtheresourceseally beaccessible?
Testusingps(1)whethertheprocesss available;thatis, whethertheprocess
is accessible If servicesarenot accessiblecheckyour logfiles. Hereyou
will find messageaboutwhy a particularservicewasnot startedor whether
anunauthorizedeally hasbeenattemptingto make useof theservice.

Testfrom several clientswhetherthe firewall hostis accessiblendwhether
the proxiesareresponding.

6.2 Security Policy and Communication Analysis

To ensurethatthe internalnetwork’s connectiorto the Internet(or to ary other
“unprotectednetwork) is secureafew thingswill needto beclarifiedfirst. This

includesoutlining a securitypolicy for your own network aswell asundertaking
acommunicatioranalysis.

6.2.1 Security Policy

The securitypolicy providesthe basisfor working with all programshostsand
data.In addition,it outlineshow to guarante¢he monitoringof securityguide-
linesandhow (internalor external)breache®f this policy areto be handled.In
orderto draft a securitypolicy, it is bestto producea communicatioranalysis.
To this end,thefollowing topicsareof utmostimportance:

< An analysisof your securityrequirementss necessary What needsto be
protected?

 Are thereareasof the Intranetwhich containespeciallysensitve data(e.g.
personelldepartmentdatacritical of the compaly etc.). Whereis this data
located?

+ Who canaccesshedata?Are therevariouslevelsof authorization?
* Shoulddatabe availableover the network?

« Which servicesshouldbe accessiblénternally? Which servicesshouldbe
accessiblérom internalto external(e-mail,surfing,datatransfer)andwhich
servicesgxternalto internal(e-mail, webservicesdatatransfer)?



Thelist of questiongo be clarified for a securitypolicy mustbe dravn up indi-
vidually andanswered.

6.2.2 Communication Analysis

The mostimportantaid for carryingout a communicatioranalysisis acommu-
nicationmatrix.

The servicesavailablefor client hostsandusersarerepresentedierein atable
format. This matrix is thenmappedo the proxies/IPfilter rules.

Setting up a comm unication matrix:

Make a list of all clients/sererson your network. Thendefinewhich protocols
may be usedby which clients. Also, statein which directioneachpacketcanbe
sentor receved.

An examplefor HTTP protocol: The client hostlneedso accessa web sener
in the internal network, but shouldnot be ableto establisha connectionto an
externalwebsener. Theentryin the communicatiormatrix will thenappearas
depictedn the exampleshovn below.

Exampleof acommunicatiormatrix:

Protocol icmp ftp ssh || smtp || http || https
Client internal| external || i. | e. i. | e. i. | e. i. | e. i. | e.
hostl X - X =[=1=1Ix|=x]|=1 =
host2 X - - =l x|={x|==-1=-1-1-
host3

hostn

With thehelpof suchacommunicatiommatrix, youwill alwaysobtainanoverview
of thecommunicatiorconstellationsvithin the network. Thiswill notonly sim-
plify the configurationof your network, but alsoerroranalysis.

6.3 Services Offered by SUSE Linux Solutions AG

SuSELinux SolutionsAG offersits servicego youin theareaf:

» Consulting:
Clarificationof securityneedscommunicatioranalysis

* Planning:
— Hardwarerequirements
— Network planning/intgration
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« Installation:

— On-siteinstallationof thefirewall solution
— Conductingtestson-site/remote
— Documentation

* Maintenance:

— Businesssupport(availableat cost)

— Online maintenancevia modem/call-backby consulting/lusinesssup-
port)

6.4 Updates

One of the mostimportantaspectf operatinga firewall is constantmainte-
nanceof theimplementedsoftware. As soonasa securitygapis discoveredand
remediedtherespectie softwaremustbe updated.

If sucha securityupdateaffectsthe"SuSELinux Live CD for Firewall", a nen
Live CD will besentto you. ThisupdateCD cansimply beinsertednto theCD
drive of thefirewall hostandthefirewall thenrestarted.
Security-relatecupdatesfor the SUSELinux Adminhostfor Firewall will be
madeavailable on the SUSEFTP sener. This packagecan be loadedto the
adminhostandinstalledby giving acommandasexemplifiedbelow:

root @dm nhost: # rpm - Uhv newpackage. rpm

Also, pleasefollow theinstructionspostedon the securitymailing lists andthe
SuSEwebsener:

http://1ists2. suse.cont archi ve/ suse- security
http://ww. suse. de/ de/ support/security/index. htm
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6.5 Whatto Do lf...

6.5.1 Intrusion Detection and Event Display

A “properly” configuredLinux/UNIX systemcan,in andof itself, beconsidered
quite secure. System-immaneniiazardswhich are associatedvith a complec
systemsuchasLinux or UNIX aremoreeasilyrecognizedhanon otheroper
ating systemsbecausdJNIX hasbeenusedandfurther developedfor over 30
years.UNIX alsoformsthebasisof theInternet.Neverthelessconfiguratiorer-
rorscanoccurandsecurityholescanturn up time andagain. Therewill always
besecurityflaws. Securityexpertsandhaclkersarein perpetual'competition”to
be onestepaheadof the other What qualifiestoday assecuremay alreadybe
vulnerabletomorrow.

Signs of intrusion into your system

Any abnormalbehaior on your firewall systemcanbe considereda signthata
you systemis beingcompromisede.g.:

* increasegrocessotoad,
 unusuallyheary network traffic,
* unusuabrocessesr

« processearebeingstartedby non-&istentusers.

Indications in the system lodfiles, in the system configuration — How can
an intrusion be recogniz ed?

First, you shouldbe clearasto which actionsare to be definedas intrusions.
Unfortunately it is normalthesedaysthata hostconnectedo the Internetwill
be scannedor openandvulnerableports. It is justascommonthatportshaving
beenrecognizedsomevherealongtheway, asbeingvulnerable(pop3/gpopper
rpc-mountd smtp/sendmailpreattacled. Most of theseattacksare carriedout
by “script kids”. Pre-fabricated'exploits” which are publishedon relevantweb
sites(e.g. ht t p: / / www. r oot shel | . com) areused.Theseweb pagesalsoex-
ist asvaluableinformationsourcedor network andsystemadministratorsThey
canusuallybeidentifiedby the factthatthe hackis only carriedout onceandis
not repeatedf theactionfails in thefirst attempt. The first measureyou should
take in caseof suchaneventis to checkthata break-inreally did happen.Fur-
thermoreyoushouldraisethelog level andrefinetheevaluation(e.g. aselectve
searchaimedat anintruding IP addressn thelogfilesor ary unusualport num-
bers).

Whatyou considerto be a dangerousttackon your systemremainsup to your
discretion.But atleastyou shoulddeterminehow you aregoingto reactto such
anevent.

Whatto doif yoususpectanintrusion?Thefollowing literatureis recommended
for suchcases:



“Stepsfor Recwering from a Unix Root Compromise”(ht t p: / / www. cert .
org/tech_tips/root_conpronise. htm)

RFC2196
Site SecurityHandbook

Bothpublicationslescribgproceduresvhichshouldfollow any successfubreak-
in. Thedocumentgrovide a formal startingpoint asto how a compalry, ageny
or educationainstitution mayreact. The procedurediscussedherenecessitates
a certainamountof memoryto be ableto take “snapshots’of the system,as
well asrequirescolleaguego carry outthe analysisandto examinethe security
problem. Situationsaredescribedvhich may necessitatéhat punitive actionbe
taken.

Whatto doif you suspect successfulttack:

« It isimportantto staycalm. Hastyactionscandestry importantinformation
(e.g. processesnitiated by the hacler).

» The courseof action aswell aswho to inform should be outlined in the
securitypolicy. Thecommunicatiorshouldnot take placeby e-mail, but by
telephoneor by fax.

» Physicallycutthe network connectiorto thefirewall. It is notagoodideato
shutdown thecomputer Importantinformationcouldbelost, e.g. programs
whichweremanuallystartedby the hacler.

« List all running processesvith ps and searchfor processesvhich do not
typically occurin normalfirewall operation.

« Draw up aprocesdablewhensettingup thefirewall which canlatersene as
abasisfor comparison.

e Checktherunningprocessefor tiesto unusuallCP or UDP ports.
* Werethe pacletfilter ruleschanged?

» Compareall configurationfiles with the original configuration.This is very
easywith the “SuSE Linux Firewall on CD”, sincethe configurationis al-
readysaved on the adminhost. In doing so, however, it is essentiahot to
restartthefirewall host,sinceotherwise ary changeso thefilter rulescould
belost!

 Also backup all logfiles. Thelogfiles could be legally admissiblesvidence.
Documentall stepsyou have taken. If you save the logfiles locally to the
harddisk, you shouldmake a 1:1 copy of the harddisk for documentation
purposes.

« Saveyourdatato CD or to anothemedium(tapedrive, ZIP drive).

* Analyzethelodfiles: Who tried whenandfrom where(IP addressdomain
name,possiblyeven usernamejo accesswhich services/portsVasan at-
temptmadeto uncover passverds (multiple failed login attemptswith the
sameusername)?



Make surethatyou areusinga uniformandexacttime source It is important
thatthe hardwareclock of thefirewall hostandthelog hostareascloselyin

syncaspossible.Usea commontime sourcefor all your senerswheneer
possible.Only in this way caneventsbe kepttrack of accurately

Which partsof thesecuritypolicy wereviolated?Thisis especiallyimportant
in regardto internalintrusions.

You may wantto deactvatethe useraccountin your network, the account
which carriedout the attack. The relevant procedurepertainingto internal
violationsshouldalsoberegulated(securityor compaly policy).

6.5.2 External Attac ks

Inform the systemadministratoresponsibldor the addresslock (via postmas-
teror thedomains aluseaddress).

The questionis raisedasto whatinformationneedgo be passedn. Thereport
of anincidentor attackshouldcontainenoughinformationto ensurethat the
other party caninvestigatethe problem. However, considerthat your contact
personcouldbetheonewho hascarriedout the attack.Hereis alist of possible
informationyou canprovide. You candecidewhich of the following piecesof

informationyou wantto give:

Your e-mailaddress,

Telephonenumber

Your IP addresshostnamegdomainname,

the IP addressedjostnamesjomainnamesaffectedby the hackingincident

thedateandtime of theintrusion,preferablywith thetime zonesn relation
to the GMT,

adescriptionof theattack,

how the attackwasrecognized,

excerptsof thelogfilesrelatingto the attack,
adescriptionof thelogfile format,

statemenbf advisoriesandsecurityinformationwhich describeghe nature
andseverity of the attack,

whatyou wantthe contactpersonto do: Closean account,confirmthe oc-
curenceof anattack,issueareportfor informationpurpose®nly, requestor
furtherobsenation.

Onceyou have gonethroughall the datasecurityanddocumentatiomprocedures,
setupyourfirewall again.Raisethelog level of eachapplicationif possible.You
canbequitesurethatthehaclerwill try to infiltrate your systemagain. This will
betheopportunityto catchtheintruderred-handed.



Examples:

Login to theconsole.

Examinethe logfiles.

For example:

# grep DENY /var/l og/ messages | |ess

With this commandyou will seeall the lines containedin a DENY, thatis, the
lines which werelisted by the kernel’s paclet filter. For instanceyou cannow
searchfor certainunusuallP addresseg¢frequentlyoccurringDENY messages
which correspondo IP addressesn oneor more port numbers).Find out ex-
actlywhathappenedUsingthetoolspreviously mentionedexaminethelogfiles
accordingto definablecriteria. Problem: Sometimest is unclearwhatto look
for until youfind it ... It is alsopossiblethat a systemadministratorfrom an-
other network is reportinga complaint,via postmasteor abusemail address,
thatattackshave beenoccurringfrom your network to remotehosts. Take such
complaintsseriously Requesthatlogsof all intrusionsaresentsothatyou may
have aclueasto thedateandtime aswell asthemethodof attackontheexternal
system.Attemptto verify thecircumstancesurroundingheincident. A hacler,
intruder or attacler may have alreadyoversteppedhe securityboundariesand
misusedyour network for hisintentions.In respecto this, thereputatiorof your
businesdik ewise hangsin thebalance.

Onceyou have bacled everythingup and documentedt, review your firewall

configuration. After remedyingpossibleerrorsor after shuttingdown services
you deemat risk, restartyour firewall. This shavs the clearadwantageof the
“SuSELinux Firewall onCD”": Theoriginal statusof thefirewall will berestored
simply by rebootingthe firewall host,makinga complicated-einstallationof the
operatingsystemandbringingin thebackupswholly unnecessary

6.5.3 Advantage of the Live Filesystem of the “SuSE Linux
Firewall on CD”

Oneof thegreatesadwvantage®f the SuSEFirewall is thatits initial statecanbe
restoredsimply by bootingit. In arny caseyou should,of course keepin mind
thatary possibleconfigurationerrorsmayreappear

If thefirewall hasbeenbreachedthe methodof intrusionshouldbeinvestigated
in orderto be ableto correctconfigurationerrors. If securityholesarefound

in applications SUSELinux AG providesupdatedor the affectedapplications-

meaningn the caseof the“SuSELinux Live CD for Firewall”, anew CD.

You canfind moreinformationhere:
http://ww. cert.organd

http://ww.first.org



6.6 Professional Help and Support

6.6 Professional Help and Suppor t

If you suspectan attack,but are uncertainasto whetherthe attackhasled to
damageto your network, despitehaving carriedout the review proceduresas
describechbore, you shoulddefinitely introduceinitial securitymeasuresThat
meansfirst andforemost physicallydisconnectinghe network .

Direct your inquiriesto the vendorwhereyou purchasedhe SuSEFirewall on

CD or consultSuSEdirectly. In suchcasesyou canalsocall the professional
supportat SUSELinux GmbH or enlistthe servicesof SUSELinux Solutions
AG.

6.6.1 Suppor t Regulations
Installation suppor t coverage
Theinstallationsupportis thereto assistyouin installingyour SUSELinux Sys-
tem, readyfor operation. This also appliesto the central systemcomponents
which allow for fundamentabperation.It includes:

» Supportrangingfrom the installationof the SUSELinux basesystemon a

hostfrom the“Admin CD for Firewall” to thesuccessfustartupof the“Fire-
wall AdministrationSystems’(FAS).

» Theconfigurationof thebasishardwareof this hostwith the graphicalinstal-
lation tool YaST2,i.e. the centralcomponent®f the PC, excluding periph-
eraldevicesbut includingthe configurationof anethernetard.

All thetopicsnot mentionecherearenot coveredby installationsupport.

Time period of installation suppor t

The installationsupportfor the Admin CD for Firewall lastsfor a periodof 30
daysfollowing theregistrationdate.

How do | reach the SUSE Suppor t Team?

You canreachour supportteamby e-mail, fax or postalmail:

e E-mail:
Address: fw-support@suse.de
Processing: weekdays

* Fax:
Fax number: (09 11) 74 05 34 77
Processing: weekdays
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* Postal mail:
Address: SuSEGmbH
— Support-
Schanzacérstr 10
D-90443Nirnbeg

Processing: weekdays

6.6.2 Professional Services

Evenif anoperatingsystemcomeswith all the necessaryacilities: it will only
be aviablealternatve for usein the corporatesrnvironmentin combinationwith
professionahndqualifiedsupportservices SuSEguaranteethiskind of service
for Linux. All informationon this canbefound at the centralsupportportal for
SuSELinux:

http://ww. suse. de/ en/ support/

Individual Projects and Consulting

You'd like to use SUSELinux at your placeof business.We offer competent
consultatiorandsolutionsenablingyouto optimizethe performancef Linux in
your field of computing.

We have a large amountof experiencein the deploymentof Linux senersbe-
causewe've beendealingwith Linux sincethe early days. This is wherethe
experienceof our consultant€omesnto play; you canusethe know-how of our
expertsto successfullyrealizeyour projects. Our strengthlies in our versatil-
ity; Databasessecurityissues)nternetconnectionor compary-wide networks,
Linux is, with theright software,a powerful platformfor your applications.
Our servicesrangefrom the conception,implementationand configurationof
sener systemso a completenfrastructureconsultation.

You may want, for instance,to implementyour Internetpresenceon a SUSE
Linux basisandarethereforelooking for web sener, e-mail and securesener
solutions? Our consultantscan help you to conceptualizeand implementthe
right solution.

Are you managinga complex heterogenousetwork in which you'd like to in-
tegrateLinux? We offer consultationand supportfor the designandrollout of
comple sener solutions.

Do you have specialrequirement®r needghatarent fulfilled by standardsoft-
ware?We canassistyou furtherin individualizedsystemdevelopment.

On-sitesupportis providedby thecompaly SuSELinux SolutionsAG:

SuSELinux SolutionsAG
Mergenthaleralled5-47
D-65760Eschborn

Tel: + 49/6196/509510
Fax: + 49/6196/ 409607
E-Mail: solutions@suse.de



6.6 Professional Help and Support

Representelly our RegionalServiceCentersn Hamhurg, Berlin, Bonn, Stuttgart,
Frankfurt, Munich and Nurembeg, aswell as our Supportand Development
Centerin Nurembeg.

« RolloutandimplementatiorServices

* InfrastructureConsultation

* IntranetSener Solutions

* InternetSener Solutions

» Developmenif Client-specificRequirements
» CompleteSolutions

e E-Commerce

6.6.3 Training

Our specialistdrain systemadministratorand programmersn sucha way that
they areableto make useof thewide rangeof possibilitiesin Linux asquickly
as possible— and thus be able to work productively. For more information
on a training courseshave a look at htt p: / / ww. suse. de/ en/ support/
training/.

6.6.4 Feedback

We always appreciateyour tips, hints and problemdescriptions.We will help
you if your problemis a straightforward one,or if we alreadyhave the solution
athand.Yourfeedbacknay provide uswith usefulinformationto helpusavoid
this problemin our next releasethushelpingother SUSELinux customersvia
our WWW sener or the SupportDataBase.

We malke every effort to constructa SUSELinux systemwhich meetshewishes
of our customersascloselyaspossible.We thereforemuchappreciateary crit-

icism of our CD or of this book. We think that this the bestway to correct
significanterrorsandto maintainour high standardf quality.

Sendfeedbackary time to feedback@suse.dga electronicmail, or you can
sendusalletteror fax.

6.6.5 Further Services

We would also like to draw your attentionto our servicesthat are available
aroundtheclock, free of chage:

¢ SUSEWWW Server

http://ww. suse. com

Up-to-dateinformation, catalogs,ordering service, supportform, support
database
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SuSEMailing Lists (informationanddiscussionsia electronicmail):
— suse-announce@suse.cer@nnouncementsoncerningSUSEGmbH
(German)

— suse-announce-e@suse.cemnnouncementsoncerningSUSEGmbH
(English)

— suse-linux@suse.com Discussionsconcerningthe SUSELinux Distri-
bution (German)

— suse-linux-e@suse.corDiscussionall aboutSuSELinux (English)

— proxy-suite@suse.comDiscussiorconcerninghe SuSEproxy suite(En-
glish)

— suse-adabas@suse.cetmformationanddiscussiorconcerningAdabas-
D in SUSELinux (German)

— suse-applix@suse.comDiscussionconcerningthe Applixwar e pack-
ageof SUSEGmbH (German)

— suse-axp@suse.corSUSELinux on alphaprocessor¢English)

— suse-domino@suse.cominformation and discussionconcerningSuUSE
Linux andLotusDomino (German)

— suse-ham@suse.corBuSELinux andamateuradio (German)

— suse-ham-e@suse.cenBSuSELinux andamateurradio (English)
— suse-ibm-db2@suse.ceABuSELinux andIiBM DB2 (English)

— suse-isdn@suse.coriSDN with SUSELinux (German)

— suse-informix@suse.com Information and discussionconcerningln-
formix in SUSELinux (English)

— suse-laptop@suse.corBSuSELinux onlaptops(German)
— suse-motif@suse.comSuSELinux on Motif (English)

— suse-oracle@suse.cominformation and discussionconcerningOracle
in SUSELinux (English)

— suse-ppc@suse.corSuSELinux on Pover PC processorgEnglish)

— suse-security@suse.conabDiscussionof securityissuesin SUSELinux
(English)

— suse-security-announce@suse.cerAnnouncemenof security-related
errorsandupdategEnglish)

— suse-sparc@suse.cenSuSELinux on Sparcprocessor¢English)
To subscribdo alist, sendan electronicmail messagéo:
<LISTNAME >- subscri be@use. com

An automatiaesponsevill besentbackwhichyouwill needto confirm.

For <LISTNAME >, substitutethe nameof the mailing list you want to
subscribeo; e.g.suse-announce-subscribe @suse.tomeceve regularan-
nouncements.

Theproceduras similar for unsubscribindrom alist:



<LISTNAME >- unsubscri be@use. com

Pleasdesureto sendtheunsubscr i be mail with theproperelectroniomail
address.

e SUSEFTP Sewer
ftp://ftp.suse.com
currentinformation,updatesandbug fixes
Login tothesystemasuser ftp’ .

6.7 Bibliograph y
» D.BrentChapmar& ElizabethD. Zwicky: Einrichtenvoninternet-Frewalls,
O'Reilly 2000.
» WolfgangBarth: SuSH-irewall Book SuSEPres2001.
e MaximumLinux Security SAMS 1999.
* RobertL. Ziegler: Linux Firewalls, New Riders1999.
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A DNS — Domain Name System

DNS (DomainNameSystem)is neededo resohe the domainandhostnames
into IP addressedn this way, the P addresd.92. 168. 0. 20 is assignedo the
hostnameear t h, for example.

A.1 Starting the Name Server BIND

The namesener BIND8, aswell asthe new versionBIND?9, is alreadypre-
configuredin SUSELinux, sothatyou can easily startit right after you have
installedthe Linux distribution.

If you alreadyhave a functionallnternetconnectiorandhave entered127.0.0.1
asnamesener for thelocalhostin / et c/ r esol v. conf , you shouldnormally
alreadyhave a working nameresolutionwithout having to know the DNS of the
provider. BIND thuscarriesout the nameresolutionvia the root namesener,
a notablyslower process.Normally, the DNS of the provider shouldbe entered
with its IP addressn the configuratiorfile /etc/named.condinderf or war der s
in orderto ensureeffective and securenameresolution. If this works so far,
thenamesenerwill runasa pure“caching-only” namesener. Only whenyou
configureits own zoneswill it becomea properDNS. A simpleexampleof this
canbefoundin thedocdirectoryundet/ usr / shar e/ doc/ packages/ bi nd8/
sanpl e- confi g. However, youshouldnotsetup ary official domainsuntil you
have actuallybeenassigneanefrom theinstitutionresponsibldor ".de’ it is the
DENIC eG,for instance Evenif you have your own domainandit is managed
by the provider, you are betteroff not to useit, asBIND would otherwisenot
forward any more requestdor this domainandthusthe provider's webserer,
for example,would not be accessibldor thisdomain.

In orderto startthe namesener, the following is enteredat the commandine
(asroot):

rcnaned start

If “done” appeardo theright in green,this meansnaned, asthe namesener
processs called, hasbeenstartedsuccessfully You canimmediatelytestthe
functionalityof thenameseneronthelocal systemwith thens| ookup program.
Thelocalhostshouldshav up asthedefault senerwith theaddres427.0.0.1If
thisis not the case the wrongnamesener hasprobablybeenenteredn / et ¢/
resol v. conf or this file doesnot exist. For the first test, you shouldenter
nsl ookup “localhost” or “127.0.0.1"at the prompt,which shouldalwayswork.
If yourecevve anerrormessagénsteadsuchas“No responsdérom sener”, you
shouldcheckto seeif named is actuallyrunningusingthefollowing command

rcnaned status



If thenamesenerdoesnotstartor is exhibiting faulty behaior, you canfind the
possiblecause®f thisloggedin “/var/log/messages”.

If you have a dial-up connectionyou will have to be surethat BIND8, onceit
startsup, will checktheroot namesener. If it doesnot managehis, becausean
Internetconnectiorhasnot beenmade,this cancausethe DNS requestshot to
beresoledotherthanfor locally definedzones BIND9 behaesdifferently, but
requiresquite considerablymoreresourceshanBINDS.

In orderto implementthe namesener of the provider, or onethatyou already
have runningon your network as “forwarder”, you mustenterone or more of
thesein theopt i ons sectionunderf or war der s:

options {
directory "/var/named";
forwarders { 10.11.12.13; 10.11.12.14; };
listen-on { 127.0.0.1; 192.168.0.99; };
al | owquery { 127/8; 192.168.0/24; },;
notify no;

The IP addressesisedin the exampleare arbitrary andtherefore,mustbe ad-
justedto your personaknvironment.

After opt i ons follow the zones.Thereshouldat leastbe the entriesfor “local-
host”,“0.0.127.in-addiarpd, and“.”. Theentriesfor “type hint” do not needto
be modified,asthey functionin their presenstate.

Also, pleasebesurethata“;” followseachentryandthatthebracesareproperly
set.

If youhave madechangedo the configuratiorfile / et ¢/ nanmed. conf orto the
zonefiles, youwill haveto adjustBIND to rereadthesefiles. You cando this by
enteringr cnaned r el oad.

Otherwise ,you cancompletelyrestartthe namesener by giving the command
rcnamed restart . If youneedo stopthenamesener, enter:r cnaned st op.

If named shouldbealreadystartedvhenbooting,youwill only haveto resetthe
entryin/etc/rc. confi g, START_NAMED=no, t0 START_NAMED=yes.

A.2 The Configuration File /etc/named.conf

All the namesener settingsBIND8 and BIND9 areto be madein the/ et ¢/
naned. conf file. Thezonedataitself, however, is thehostnames|P addresses,
etc. For the domainsto be administeredseparatdiles areto be storedin the
/ var / named directory but moreonthisin the next chapter

The/ et ¢/ naned. conf isroughlydividedupinto two areasoneistheopt i ons
sectionfor generalsettingsandthe otherconsistsof zone entriesfor the indi-
vidual domains. Additional sectionsfor | oggi ng andac! type entriescanbe
added.Commentinesbegin with a* # signora‘//’ .

A minimalistic/ et ¢/ named. conf lookslike exampleA.2.1 onthenext page.



options {
directory "/var/named";
forwarders { 10.0.0.1; };
notify no;

}s

zone "local host" in {
type naster;
file "local host.zone";

}s

zone "0.0.127.in-addr.arpa" in {
type master;
file "127.0.0. zone";

IE
zone "." in {

type hint;

file "root.hint";
IE

File contentsA.2.1: Exampleof anamed.conf

This exampleworks for both BIND8 and BIND9, sinceno specialoptionsare
usedwhich areonly understoody oneversionor the other BIND9.1.1accepts
all BIND8 configuration@andmakesnoteof optionsnotimplementedt start-up.
SpecialBIND9 optionsare,however, not supportedy BINDS.

A.2.1 Impor tant configuration options in “options”

director y "/var/named"; specifieghedirectorywhereBIND canfind thefiles
containingthezonedata.

forwar ders 10.0.0.1; ; is usedto specify the namesener(s) (mostly of the
provider) to which DNS requestswhich cannotbe respondedo directly,
areforwarded.

forwar d first; causedDNS requestdo be forwardedfirst beforean attemptis
madeto resohe themvia therootnamesener. Insteadof f orward first,
forward only canbewritten to have all requestdorwardedandthe root
namesenerswill nolongerrespond.This makessensdor firewall configu-
rations.

listen-on port53 127.0.0.1; 192.168.0.1; ; tells BIND which network inter
faceand which port it is listeningto. The port 53 specificationcan be
left out, since53is still the default port. If this entryis completelyomitted,
usuallyall interfaceswill beimplemented

query-sour ce address * port 53; Thisentryis necessarif afirewall is block-
ing external DNS requestsThis tells BIND to postrequestexternallyfrom



port53 andnotfrom ary of theportsgreaterthan1024.

allow-query 127.0.0.1; 192.168.1/24; ; defineghenetworksfromwhichclients
canpostDNS requests/ 24 atthe endis anabbreviatedexpressiorfor the
netmaskjn this case255.255.255.0.

allow-transf er ! *; ; controlswhich hostscanrequestzonetransfers this ex-
amplecutsthemoff completelydueto the! *. Without this entry, zone
transferscanbe requestednywherewithoutrestrictions.

allow-update ! *;; this option controlsthe external write-accesgo the zone
data. This makesit possiblefor clientsto registerthemselesin the DNS,
which is not recommendedor securityreasons. Without this entry, zone
updatesare generallyprohibited, this examplewould not changeanything,
since!  * likewiseprohibitsary action.

statistics-inter val 0; In the absenceof this entry, BIND8 generateseveral
lines of statisticalinformationin / var /| og/ nessages. Specifying0 sup-
presseshesecompletely otherwisethetime in minutescanbegivenhere.

cleaning-inter val 720; ThisoptiondefinesatwhichtimeintervalsBINDS8 clears
its cache.Thisactvity triggersanentryin /var/log/messagesachtimeit oc-
curs. Thetime specificationis in minutes.The defaultis 60 minutes.

interface-inter val 0; BINDS regularly searcheshe network interfacesfor new
or no longer existing interfaces. If this valueis setto 0, this will not be
carriedoutandBINDS8 will only listenatthe interfacesdetectecht start-up.
Otherwisetheinterval canbe definedin minutes.The defaultis 60 minutes.

notify no; no preventsothernamesenersfrom beinginformedwhenchanges
aremadeto the zonedataor whenthenamesener is restarted.
A.2.2 The Configuration Section “Log ging”

What, how and wherearchiving takes place can be extensiely configuredin
BIND8. Normally, thedefaultsettingsshouldbesufiicient. Thefollowing exam-
pleis thesimplestform of suchanentryandwill completelysuppresslogging”:

I oggi ng {

category default { null; };

A.2.3 The Structure of Zone Entry

After zone, the nameof the domainto be administereds specified arbitrarily
ny- domai n. de followedbyi n andablock of relevantoptionsenclosedn curly
braclets. If youwantto definea “slave zone”, thet ype is simply switchedto



zone "ny-domain.de" in {
type master;
file "ny-domain. zone";
notify no;

zone "ot her-domain.de" in {
type sl ave;
file "slave/ ot her-domai n. zone";
masters { 10.0.0.1; };

sl ave anda namesener hasto be specified,which administersthis zoneas
mast er (butwhichcanalsobea“slave”).

Theoptions:

type master; nast er indicatesthat this zoneis administeredon this name
sener. Thisassumesthatyourzonefile hasbeenproperlycreated.

type slave; This zoneis transferredrom anothemamesener. Must be used
togethemwith nast er s.

type hint; Thezone. of thetypehi nt isusedfor specificatiorof therootname
seners. This zonedefinitioncanbeleft alone.

file “my-domain.zone” or file “sla ve/other -domain.zone”;  Thisentryspeci-
fiesthefile wherezonedatafor thedomainis located.Thisfile is notrequired
by sl aves, sinceits contentsarereadby anothemamesener. In orderto
differentiatebetweemmasterandslave files, thedirectorysl ave is specified
for theslave files.

masters { 10.0.0.1; }; This entry is only neededfor slave zones. It specifies
from whichnamesenerthe zonefile is to betransferred.

A.2.4 Structure of Zone Files

Two typesof zonefiles are needed:one senesto assignlP addresse$o host
namesand the other doesthe reverse: suppliesa given IP addresswith an IP
address.

' hasan importantmeaningin the zonefiles here. If hostnamesare given
without endingwith a’.’, the zonewill alwaysbe appended.Thus,complete
hostnamesspecifiedwith a completedomainmustendwith a’.’ so thatthe
domainis not addedto it again. A missingpoint or onein the wrong placeis
probablythe mostfrequentcauseof namesener configuratiorerrors.

Thefirst caseto consideris the zonefile "world.zone"which is responsibldor
thedomain’world.cosmos’.

Line 1: $TTL definesthe standardl' TL which appliesfor all the entriesin this
file, here2 days.TTL standdgor “time to live”.



1. $TTL 2D

2. world.cosnpbs. | N SOA gateway root.world.cosnos. (
3. 2001040901 ; serial

4 1D ; refresh
5. 2H ; retry

6. 1w ;o expiry

7 2D ) ; moni mum
8.

9. I'N NS gat eway

10. I'N MX 10 sun

11.

12. gat eway IN A 192.168.0.1
13. IN A 192.168.1.1
14. sun IN A 192.168. 0. 2
15. noon IN A 192.168.0. 3
16. earth IN A 192.168.1. 2
17. mars IN A 192.168.1.3

Line 2: TheSQOA control record beginshere:

» Thenameof thedomainto beadministereds wor | d. cosnos in thefirst
position. This endswith a’.’, sinceotherwise,the zonewould have to
be appendedh secondtime. Alternatively, a‘ @ canbe enteredhere.
Then,thezonewould beextractedfrom thecorrespondingntryin / et ¢/
naned. conf .

« After I N SQA is thenameof thenamesenerin chageasmasteffor this
zone.In this casethenameis extendedrom gat eway to
gat eway. wor | d. cosnos, sinceit doesnotendwith a‘ .’ .

« Afterwards,ane-mailaddres®f the personin chaigeof this namesener
will follow. Sincethe‘ @ sign alreadyhasa specialsignificance, .’
is to be enteredhereinstead,for r oot @wr | d. cosnos, consequently
root.worl d.cosnos.. The*.’ signatthe endcannotbe neglected,
otherwisethezonewill still beaddedhere.

* A (" followsattheendhere,includingthefollowing linesupuntil * )’
into the SOA record.

Line 3: Theserial nunber is anarbitrarynumberwhich is increaseceach
time this file is changed It is neededo inform the secondarynameseners
(slave seners)of changes.For this, a ten-digitnumberof the dateandrun
numberwrittenasYYYYMMDDNN, hasbecomehecustomaryformat.

Line 4: Therefresh rat e specifieghetime interval at which the secondary
namesenersverify the zoneseri al nunber. In thiscase,1 day(1D=1
day).

Line 5: Theretry rat e specifieghetimeinterval, atwhichasecondarpame
sener, in caseof error, attemptgo contactthe primary sener again.Here2
hours(2H = 2 hours).

Line 6: The expiration time specifiesthe time frame after which a sec-
ondarynamesener discardsthe cacheddataif it hasnot regainedcontact



to the primary sener. Here, it is aweek(1W = 1 week).

Line 7: Theninimumtine to |ive stateshow longtheresultsof the DNS
requestdrom other senerscanbe cachedbeforethey becomeinvalid and
haveto berequestecgain.

Line 9: Thel N NS specifieghe namesener responsibldor this domain. The
sameis true here,that gat eway is extendedto gat eway. wor | d. cosnos
becauset doesnot endwith a“ .’ . Therecan be several lines like this,
onefor the primary andonefor eachsecondarynamesener. If notify is
notsetto no in / et ¢/ naned. conf , all thenamesenerslisted herewill be
informedof the changesnadeto the zonedata.

Line 10: TheMX recordspecifieshemail senerwhichacceptsprocesseand
forwardse-mailsfor the domainwor | d. cosnos. In this example,this is
thehostsun. wor | d. cosnos. The numberin front of the hostnameis the
preferencevalue. If thereare multiple MX entries,the mailsener with the
smalleswalueis takenfirstand,if mail deliveryto thissenerfails, anattempt
will bemadewith thenext highestvalue.

Line 12-17: Theseare now the actualaddressecordswhereone or more IP
addresseareassignedo the hostnames.The namesarelisted herewithout
a., sincethey areenteredwithout adomainaddedandcanall be appended
with wor | d. cosnos. Two IP addresseareassignedo the hostgat eway,
sinceit hastwo network cards.

The pseudo-domaim n- addr . ar pa is usedto assistthe reverselookup of 1P
addressemto hostnames.This will be appendedfor this purposeto the net-
work componentslescribecdherein reverseorder 1. 168. 192. i n- addr . ar pa
thusresultsfrom 192. 168. 1.

1. $TTL 2D
2. 1.168.192.in-addr.arpa. |IN SCA gateway.worl d. cosnos.
root.wor | d. cosnos. (

3 2001040901 ; serial

4. 1D ; refresh

5. 2H ; retry

6 1w ;oexpiry

7 2D ) ; moni mum

8.

9. IN NS gat eway. wor | d. cosnos.
10.

11. 1 IN PTR gat eway. wor | d. cosnos.
12. 2 IN PTR earth. worl d. cosnos.
13. 3 IN PTR mar s. wor | d. cosnos.

Line 1: $TTL defineshestandardl TL which appliesto all entrieshere.

Line 2: 'Reverselookup’ shouldbe activatedwith thisfile for the network
192.168.1.0. Sincethe zoneis called'1.168.192.in-addampa’ here, it is,
of course,undesirabldo addthis to the hostname;therefore theseareall
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enteredcompletewith domainandendingwith '.". The restcorrespondso
the previousexampledescribedor world.cosmos.

Line 3-7: Seethe previousexamplefor world.cosmos.

Line 9: This line also specifiesthe namesener herewhich is responsibléeor
this zone.Thistime, however, thenameis enteredjncludingthedomainand
endingwith ".".

Line 11-13: Thesearethe pointerrecordswhich point to an IP addressat the
relevanthostname.Only thelastpartof the IP addresss enterechereat the
beginningof theline, andthelast’.” omitted.Now, if thezoneis appendedo
thisandthe'.in-addr.arpa’is ignored theentirelP addressvill bebackwards.

In thisform, thezonefilesareusablgor bothBIND8 andBIND9. Zonetransfers
betweerdifferentversionsshouldalsonotnormallybeanissue.

A.3 DNS Sample Configuration

In the sampleconfigurationof a namesener illustratedhere,we will make the
following assumptionsiYour domainnameis world.cosmosyou have a gate-
way hostwhich establisheghe Internetconnectionand two compary internal
networks connectedo oneanother This hostwill be our namesener andwill
recevvethe name“gateway”. Your network appearssfollows:

Network 1 includesthe hosts:

e gatevaylP 192.168.1.1
 earthlP 192.168.1.2
e marslIP 192.168.1.3

Network 2 includesthe hosts:

e gatevaylP 192.168.0.1
e suniP 192.168.0.2
e moonlP 192.168.0.3

The hostsearthand marsare only connectedvia gatevay with sunandmoon,
justasall hostscanonly accesshe Internetvia gatevay.

Thefollowing files arenecessarjor configuringthe namesener:
named.conf thecentralconfiguratiorfile,

world.zone containghehosttable,

192.168.1.zone for the subnetwith the hostsearthandmars,

192.168.0.zone for thesubnetwith thehostssunandmoon,
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localhost.zone containsthelP addres®f thelocalhost,
127.0.0.zone loopback,

root.hint containsgthelnternetrootseners.

Thel ocal host . zone, 127. 0. 0. zone andr oot . hi nt filesareautomatically
createdduringinstallationof BIND 8.

Thefile / et ¢/ naned. conf will haveto beadjustedasshovnin thefile A.3 on
thefollowing page.

acl is theaccessontrollist which definesfrom which IP addresseaccessan
bemadeto thedDNS sener.

Thedi r ect ory entry specifieswherethe otherconfigurationfiles arelocated.
/ var/ named/ isthedefault.

TheprocesdD of named is storedin thepi d-fi | e.

li sten-on Port definesthe port from which the namesener receves re-
quests.

zone entriesspecifiesthe configurationfiles to which IP addressesnd host
namesare assignedo oneanother This files will have to be setup in the next
stepin the/ var / named/ directory

The completehost table is enteredin the wor | d. zone file (seefile A.3 on
pagell3).In our example thislookslik e thefollowing:

The option ‘$TTL’ specifiesthe “time to live”. ‘SOA’ standsfor “start of au-
thority” andintroduceghe pre-setrecord: hostname e-mailaddresswherethe
“@” signis substitutedby a “.”, serialnumber(dateand double-digitversion
number)andTTL. ‘NS’ marksthenamesener. ‘A’ signalsthatthe I[P addresses
of the hostswill follow in thedomain. The namesener “gateway” hastwo IP
addressesinceit belonggto two subnets.

In the next two zonefiles, thereverselookuptakesplacefor bothsubnets.

Now, beforeyou cantestyour namesener, theentryin the/etc/rc. config
file will have to be setto START_NAMED=yes. Subsequentlythe otherhosts
canbeinformedof the IP addresof the namesener aswell, for example,via
YaST1 (‘Syst em admi ni stration’->‘Configure network’->‘Confi g-

uration name server’).

Now, if you enternsl ookup eart h in aconsoleyou shouldseean outputof
the namesener with IP addressaswell asthe IP addresof the hostearth. If
the namesener is not functioning, you will find the causein the/ var/ | og/

messages file.

A.4 Further Information
* Documentatiomnbind8: fi | e: / usr/ shar e/ doc/ packages/ bi nd8/ ht ni /
index. htm .

» A sampleconfigurationcanbefoundat:
/ usr/ shar e/ doc/ packages/ bi nd8/ sanpl e- confi g
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File contentsA.3.1: File named.conf
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A.4 Further Information

File contentsA.3.2: File world.zone

File contentsA.3.3: Thefile 192.168.0.zone
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File contentsA.3.4: Thefile 192.168.1.zone

* manpagdor named (man 8 naned), in whichtherelevantRFCsarenamed
alongwith themanpagdor naned. conf (man 5 naned. conf) in particu-
lar.
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B DHCP

B.1 The DHCP Protocol

The purposeof the “Dynamic Host ConfigurationProtocol”is to assignnetwork
settingscentrallyfrom asenerratherthanto configurethemlocally on eachand
every workstation. A client configuredto useDHCP doesnt have control over
its own staticaddresshut is enabledto fully auto-configurdtself in line with
whatthe senersideis telling him.

Oneway to useDHCP s to identify eachclient usingthe hardware addresof
its network card (which is fixed in mostcases)andthento supplythat client
with identical settingseachtime it connectdo the sener. But DHCP canalso
be configuredsuchthat the sener assignsaddresse$o each“interested”host
“dynamically” from an addresgpool which is setup for that purpose. In the
lattercasethe DHCPsenerwill try to assigrthesameaddresso theclienteach
time it recevesarequesfrom it (andevenoverlongerperiods).This of course
won't work if therearemoreclienthostsin the network thannetwork addresses
available.

With thesepossibilities DHCP canmake life easielfor systemadministratorsn

two ways. Any changegevenlargerones)relatedto addresseandthe network
configurationin generalcan be implementedcentrally by editing the sener’s
configurationfile, which is much more corvenientthan reconfiguringlots of

clientmachinesAlso it's mucheasierto integratemachines- andin particular
nev machines- into the network, asthey canbe givenan IP addresfrom the
pool. Thepossibilityof retrieving theappropriatenetwork settings§rom aDHCP
sener canbe especiallyusefulin the caseof laptopsregularly usedin different
networks.

A DHCP sener not only suppliesthe IP addressandthe netmaskbut alsothe
hostnameand the domainname,aswell asthe gatevay andthe namesener
addresse® beusedby theclient.

In additionto that, DHCP allows for a numberof otherparameters$o be config-
uredin a centralizedvay, suchasatime senerfrom which clientsmay poll the
currenttime, or evena print sener.

In the following section,we will give you an overview of DHCR, without de-
scribingtheservicein everydetail. In particulay we wantto shav you, usingthe
DHCP sener dhcpd,how simpleit canbe, evenin your own network, to carry
outtheentiresetupby DHCR from onecentralpoint.



B.2 DHCP Software Packages

SuSELinux 7.2 comeswith three packagegelatedto DHCR all includedin
seriesn.

Thefirst of theseis the DHCPsenerdhcpd distributedby theInternetSoftware
Consortium,or ISC. This is the programwhich assignsandmanageshe corre-
spondinginformationfor the network. Normally with SUSELinux thereis only

this oneprogramavailableasfar asthe seneris concernedbut you maychoose
from two differentDHCP client programs.SuSELinux includesboththe dhcp-
client—which is alsofrom the ISC — andthe “DHCP client daemon”which is

providedin the packagelhcpcd.

SuSELinux 7.2installsdhcpcd by default. The programis very easyto handle
andis launchedautomaticallyon eachsystemstartupto look out for a DHCP
sener. It doesnot needa configurationfile to do its job andshouldwork out of
theboxin moststandardsetups.

If you administera morecomplex network, you might needthe ISC’s dhclient
which canbe controlledvia the configurationfile / et ¢/ dhcl i ent . conf. No
matterwhetheryou wantto include an additionaldomainin the searchlist, or
evento emulatethebehaior of aMicrosoft DHCPclient—if youareknowledge-
ableaboutnetworksyou’ll find thatthe dhclientgivesyou numerougpossibilities
to customizat to your needsdown to thelastdetail.

B.3 The DHCP Server dhcpd

The coreof any DHCP systemis the dynamichostconfiguiation protocol dae-
mon Whatthis sener doesis to “lease” addresseandto watchhow they are
used,in line with the settingsasdefinedin the configuratiorfile / et ¢/ dhcpd.
conf . By changingheparameterandvaluesin thisfile, asystemadministrator
caninfluencethe programsbehaior in numerousvays.

Let'shave alook atabasicsample et ¢/ dhcpd. conf file:

This simple configurationfile shouldbe sufficient to get the DHCP sener to
assignP addresset thehostsof your network. Onethingto rememberthough,
is to includea semicolon(;) attheendof eachine. Withoutthatcharacteryou'll

find thatdhcpdwon'’t evenstart!

As you might have noticed,the abore samplefile canbe divided into threedif-
ferentsections.

In the first one,we've definedhow mary secondsan IP addresss “leased”to
a requestinghost by default (def aul t - | ease-ti me) beforeit shouldapply
for renaval. The sectionalsoincludesa statemenbn the maximumperiodfor
which a machinemaykeepan IP addressassignedy the DHCP sener without
applyingfor renaeval (max- | ease-ti ne).

In the secondpart,somebasicnetwork parametersredefinedon a global level:

e Thelineopti on donai n- nane defineghedefaultdomainof yournetwork.



defaul t-1 ease-tine 600; # 10 m nutes
max- | ease-ti me 7200; # 2 hours

opti on donmi n-name "kosnos. all";

opti on dommi n- nane-servers 192.168.1.1 192. 168. 1. 2;
opti on broadcast-address 192. 168. 1. 255;

option routers 192. 168. 1. 254;

opti on subnet-mask 255.255. 255. 0;

subnet 192.168. 1.0 net mask 255. 255.255.0

{
range 192.168.1.10 192. 168. 1. 20;
range 192.168. 1. 100 192. 168. 1. 200;

}

File contentsB.3.1: The configuratiorfile / et ¢/ dhcpd. conf

* With the entry opti on domai n- name- servers, you can specify up to
threevaluesfor the DNS senersusedto resole IP addresset hostnames
(andvice versa).ldeally, you shouldhave configureda namesener on your
machineor somavhereelsein your network beforesettingup DHCR This
namesener shouldalsodefinea hostnamefor eachdynamicaddressand
vice versa. If you wantto learnhow to configureyour own namesener,
pleasaeadchapterA on pagel03.

e Thelineopti on broadcast - addr ess defineshebroadcasaddresso be
usedby therequestinghost.

« With opti on routers you cantell the sener whereto senddatapaclets
which cannotbe deliveredto a hoston the local network (accordingto the
sourceandtargethostaddresandthe subnetmaskprovided). In mostcases,
andespeciallyin smallernetworks, this routerwill beidenticalwith the In-
ternetgatavay.

< With opti on subnet - mask, you specifythe netmaslkassignedo clients.

Beneaththesegeneralsettings,a network, including a subnetmask,is defined.
To finish off, we specifytheaddressangethatthe DHCP daemorshoulduseto
assignlP addresseto interestedcclients. In our example,clientsmay be given
ary addresdetweeni92. 168. 1. 10 and192. 168. 1. 20, aswell as
192.168. 1. 100 and192. 168. 1. 200.

If yoursenerhasmorethanonenetwork card,youshouldeditthefile / et ¢/ rc.
confi g. d/ dhcpd. r c. confi g andspecifytheinterfaceghatdhcpdis intended
to use,underDHCPD_| NTERFACE.

After editingthesdew lines,you shouldbeableto activatethe DHCPdaemorby
issuingthecommand cdhcpd st art. Theseneris readyfor useimmediately
afterthat. You could alsodo a basiccheckto seewhetherthe configurationfile
is syntacticallycorrect,by enteringthecommand cdhcpd synt ax- check. If
you encounte@ary unexpectedproblemswith your configurationj. e.the sener
abortswith anerror or doesnt return“done” uponstartup,you shouldbe able



to find out what hasgonewrong by looking for informationeitherin the main
systemlog,/ var/ | og/ nessages, or onconsolel0 ((strg) + + (F10)).

If youwantdhcpdto beenablecautomaticallyon systenstartup,you shouldedit
thefile / et c/ rc. confi g, to setthevariableSTART_DHCPDto yes. Naturally,
you canalsousetherc.configeditorof YaST2to do this.

Congratulationsyou'vejust setup your own DHCP sener!

B.4 Assigning Fixed IP Addresses to Hosts

Now thatwe're donesettingup the senerto assigndynamicaddressest’ stime
to have a closerlook at static addressesind the way to configurethem. As
mentionedabove, with DHCP it's also possibleto assigna predefined fixed
addresdo onehosteachtime the lattersendsarequesto thesener.

As might be expected,addressethat have beenassignedxplicitly will always
take priority over addressefrom the pool of dynamicaddressesFurthermore,
a staticaddresswill never expire in the way a dynamicaddressvould (i. e. in
casetherearent enoughaddresseavailableanymoresothatthe sener needso
redistributethemamonghosts).

To identify a hostconfiguredto geta static addressthe DHCP daemorfetches
the hardware addressof that host. This is a numericalcode consistingof six
octet pairs, which is uniqueto eachnetwork device sold in the world, e.g.
00: 00: 45: 12: EE: F4.

If the appropriatelines, like the onesin B.4, are addedto the configuration
file B.3.1 on the precedingpage,the DHCP daemonwill assignthe sameset
of datato the correspondindnostunderall circumstances.

host earth
har dwar e et hernet 00: 00: 45: 12: EE: F4;
fi xed-address 192.168. 1. 21;

File contentsB.4.1: Entry addedo the configuratiorfile

Thestructureof this entry shouldbe almostself-explanatory:

Thefirst line setsthe DNS nameof the newly definedhost(hosthostnams,
and the secondone its MAC address. On ary network-enabledLinux host,
this addressanbe determinedvery easilywith the command f confi g (look
for HWaddr in the output). Windows machinestoo, have commandsgo elicit
this kind information from the system: on Windows 95/98/ME, you'd enter
wi ni pcf g andonWindows NT/2000i pconfig /all.

In the above example, a hostwith a network card having the MAC address
00:00:45:12:EE:F4is automaticallyassignedthe IP address192. 168. 1. 21
andthehostnameeart h.

The type of hardwareto be enteredshouldbe et her net in nearlyall cases,
thought oken-ri ng (whichis oftenfoundonIBM systems)s alsosupported.



B.5 The Finer Points

B.5 The Finer Points

As we've saidat the beginning of this chapterthesepagesareonly intendedto
provide a brief surwey of whatyou cando with DHCR If you areinterestedn
furtherinformation,the pageof the InternetSoftwae Consortiumon the subject
(http://wwisc. org/ products/DHCP/ ) will prove a goodsourceto read
aboutthedetailsof DHCR, includingaboutversion3 of theprotocolwhichis cur-
rently in betatesting.Apartfrom that,you canalwaysrely onthe manpagedor
further help, expecially man dhcpd, man dhcpd. conf, man dhcpd. | eases
andman dhcp- opti ons. Also, if youlook aroundyou’ll beableto find oneof
the several bookson the DynamicHost Configuation Protocol that have been
publishedovertheyearsandwhich take anin-depthlook at thetopic.

Incidentally dhcpd canevensupplyrequestindhostswith afile which contains
a bootableoperatingsystemkernel, and which is definedin the configuration
file by the parametefilename This allows youto build clienthostswhich don't

needaharddisk, i. e.they’reenabledo loadboththeiroperatingsystemandtheir

network dataover the network (disklessclients. Which couldbe aninteresting
optionfor both costandsecurityreasonsNow addthe packagealiceto all this,

andyou’ll beableto do somereally amazingthings. But that's anotherstory.. .
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C Proxy Server: Squid

C Proxy Server. Squid

Thefollowing chapteidescribefiow cachingwebsitesassistedby aproxy sener
works,andwhatthe advantagesreof usingSquid.

The most popular proxy cachefor Linux/UNIX platformsis Squid. We will
discussits configuration,the specificationgequiredto getit running, how to
configurethe systemto do transparenproxying, how to gatherstatisticsabout
thecaches usewith thehelpof programdik e Calamaris andcachemgr andhow
to filter web contentswith squidgrd.

C.1 What is a Proxy Cache?

Squid actsasa proxy cache. It behaeslike an agentwhich recevesrequests
from clients(in this caseweb browsers)andpasseshemto the specifiedsener
provider. Whentherequesteabjectsarrive attheagent,t storesacopy in adisk
cache.

Benefitsarise when different clients requestthe sameobjects: thesewill be
sened directly from the disk cache,which is muchfasterthanobtainingthem
from the Internetand, at the sametime, saving overall bandwithfrom the sys-
tem.

-

Tip
Squid covers a wide range of features, such as defining hierarchies of proxy
servers to distribute the load, defining strict access control lists to all clients
willing to access the proxy and, with the help of other applications, allowing
or denying access to specific web pages. It can also obtain statistics about

the most visited web sites, user usage of the Internet, and much more.
. J

Squid is notagenericproxy. It normallycommunicate®etweerHTTP connec-
tions. It alsosupportghe protocolsFTR, Gopher SSLandWAIS, but it doesnot
supportother Internetprotocolssuchas Real Audio, news or videoconferenc-
ing. Becausesquid only supportghe UDP protocolto provide communication
betweerdifferentcachesmary othermultimediaprogramsarenot supported.
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C.2 Some Facts About Cache Proxying

C.2.1 Squid and Security

It is alsopossibleto useSquid togetherwith a firewall, to secureinternal net-
works from the outside,usinga proxy cache. The firewall deniesall external
servicesxceptfor Squid, forcing all World Wide Web connectiongo be estab-
lishedby the proxy.

If thefirewall configurationincludesa DMZ, setthe proxy there.In this case,t
is importantthatall computersn the DMZ sendtheirlog filesto hostsinsidethe
securechetwork.

Oneway to implementthis featureis with the aid of a so-called“transparent”
proxy. Thisis coveredin SectionC.6on pagel30.

C.2.2 Multiple Caches

“Multiple Caches’'meansonfiguringdifferentcachesothatobjectscanbe ex-
changedetweerthem,reducingthe total systemload aswell asincreasinghe
chancef finding an objectalreadyin thelocal network. It enableghe config-
urationof cachehierarchiesothata cacheis ableto forward objectrequestdo
sibling cacheor to a parentcache.lt cangetobjectsfrom anothercachein the
local network or directly from the source.

Choosingthe appropiatg¢opologyfor the cachehierarchyis very important,be-
causewe do notwantto increaseheoveralltraffic onthenetwork. For example,
in avery large network it is possibleto configurea proxy sener for every sub-
network andconnecit to a parentproxy, connectedn its turnto the proxy cache
from the ISP

All this communicationis handledby ICP (Internet CacheProtocol) running
on top of the UDP protocol. Datatransfersbetweencachesare handledusing
HTTP (HyperText TransmissiorProtocol),whichis basecdn TCR but for these
kinds of connectionst is preferableto usefasterandsimplerprotocolscapable
of reactingto incomingrequestsvithin a maximumof oneor two seconds.

In orderto find the bestsener from which to getthe desiredobjects,onecache
sendsan ICP requestto all sibling proxies. Thesewill answerthe requestssia
ICPresponsewith aHIT codeif theobjectwasdetectedr aMISSif it wasnot.
If multiple HIT responsewerefound,the proxy senerwill decidewhich sener
to from, download dependingon factorssuchas which cachesentthe fastest
answeror which oneis closer If no satishctoryresponsesave beensent,the
requestvill besentto the parentcache.

To avoid duplication of objects in different caches in our network, other ICP
protocols are used such as CARP (Cache Array Routing Protocol) or HTCP
(Hyper-Text Cache Protocol). The more objects maintained in the network,
the greater the possibility of finding the one we are looking for.




C.2.3 Caching Internet Objects

Not all objectsavailablein our network arestatic. Therearealot of dynamically
generatedCGI pages,visitor counters,or encryptedSSL contentdocuments.
Thisis thereasorsuchobjectsarenot storedin thecache:everytime you access
oneof theseobjects,t will alreadyhave changedagain.

But the questionremainsasto how long all the otherobjectsstoredin the cache
shouldstaythere. To determinethis, all objectsin the cacheareassignedhree
differentstates:

1. FRESH: Whenthis objectis requestedit is sentwithout comparingt to the
theoriginal objectonthewebto seeif it haschanged.

2. NORMAL: The original seneris queriedto seeif the objecthaschanged.
If it changedthecachecopy is updated.

3. STALE: Theobjectis no longerconsideredalid, andwill be downloaded
againfrom thesener.

Webandproxy senersfind outthe statusof anobjectby addingheaderso these
objectssuchas“Last modified” or “Expires” andthe correspondinglate. Other
headerspecifyingthatobjectsmustnotbe cachedareusedaswell.

Objectsin thecachearenormallyreplaceddueto alack of free harddisk space,
using algorithmssuchas LRU (Last RecentlyUsed), which sene to replace
cacheobjects.Theessentiaprincipleis to replacelessrequesteabjects.

C.3 System Requirements

Themostimportantthing is to determinghe maximumloadthatour systemwill
have to bear It is thereforeimportantto pay more attentionto the load peaks
becaus¢hesemight be morethanfour timestheday’s average.Whenin doubt,
it would be betterto overestimatethe systems requirementspecausehaving
Squid working closeto the limit of its capabilitiescould leadto a severelossin
thequality of service.

In the following sections,several systemfactorswill be presentedn order of
importance.

C.3.1 Hard Disk

Speedplays an importantrole in the cachingprocessso shouldbe of utmost
concern. In hard disks, this parameteiis describedas “random-seekime” in
milliseconds;asarule of thumb:the lower this value,the better

Accordingto the Squid Users Guide(ht t p: / / ww. squi d- cache. or g),fora
systemusingonly onedisk, the formulafor calculatingthe numberof requests
persecondrom the seektime of thedisksis quiteeasy:

requestpersecond= 1000/ seektime



Squid enablesnultiple disksto be usedsimultaneouslyincreasinghe number
of requestpersecond.For instancejf you have threediskswith the sameseek
time of 12 millisecondsusingthefollowing formulawill resultin:

requestpersecond= 1000/ (seektime / numberof disks)== 1000/ (12/3)=
250requestpersecond

In comparisorto usingIDE or SCSIdisks,SCSlis preferablenewer IDE disks,
however, have similar seektimesto SCSland,togetherwith DMA- compatible
IDE controllersjncreasahe speedf datatransfewithoutconsiderablyncreas-
ing thesystemload.

Size of the Disk Cache

In a smallcache the probability of a HIT (finding the requestedbjectalready
locatedthere)will be small becausehe cacheis quickly filled up and, in this
case,the lessrequestedbjectswill be replacedby newver ones. On the other
hand,if 1 GB is availablefor the cacheandthe usersonly need10 MB adayto
surf, it will take morethan100daysto fill thecache.

Probablythe easiestvay to determinethe cachesize neededs to considerthe
maximumtransferrateof our connectionWith a1 MB/ s connectionthe max-
imum transferratewill be125 KB/ s. If all this traffic endsup in the cache,in
onehourit will addupto450 MB, and,assuminghatall thistraffic is generated
in only 8 working hours,it will reach3. 6 GBin oneday. Sincethe connection
was not usedup to its maximumcapacity(otherwisewe would have procured
a fasterone), we could assumehat the total amountof datagoing throughthe
cacheis about2 GB. In the example,to keepall the browseddataof onedayin
thecachewe will require2 GB of disk spacefor Squid.

Summingup, Squid tendsto readandwrite smallerblocksfrom or to the disk,
sothathow quickly it detectstheseobjectson the disk is moreimportantthan
having afastdisk.

C.3.2 RAM

The amountof memoryrequiredby Squid directly correlateso the amountof
objectsallocatedin the cache. Squid also storescacheobjectreferencesand
frequentlyrequestedbjectsin memoryto speedup retrieval of this data. The
memoryis onemillion timesfasterthana harddisk! (Comparethe searchtime
of a harddisk, about10 milliseconds,with the 10 nanosecondaccesgime of
thenewver RAM memories)

Every objectin RAM memoryhasasizeof 72 byt es (for “small” pointerar
chitecturedike I nt el , Sparc, M PS, etc. For Alphait is 104 bytes. If the
averagesize of anobjecton the Internetis about8 KB andwe have 1 GB disk
for the cache,we will be storing about130,0000bjects,resultingin closeto
10 MB RAM for meta-datalone.

Squid alsostoresotherdatain memory suchasatablewith all usedIP adresses,
afully qualifieddomainnamescache hot objects(the mostrequested)buffers,
accesgontrollists, etc.



It is very importantto have more thanenoughmemoryfor the Squid process,
becausef it hasto be swapped,the systemperformancewill be dramatically
reducedIn orderto assistusin cachememorymanagementye canusethetool
cachemgr.cgi, asdiscussedateronin SectionC.7.1onpagel33.

C.3.3 CPU

Squid is notaprogramthatrequiresntensive CPUusage Theloadof theproces-
soris only increasedvhile the contentof thecachearebeingloadedor checled.
Usingamulti-processomachinedoesnt increaseheperformancef thesystem.
To increaseefficiengy it is betterto buy fasterdisksor addmorememory

Someexamplesof configuredsystemsunningSquid areavailableatht t p: //
wwacache. j a. net/servers/squids. htn .

C.4 Starting Squid

Squid is alreadypreconfiguredn SuSELinux sothatyou caneasilystartit im-
mediatelyafterinstallation.A prerequisitdor asmoothstartis analreadyconfig-
urednetwork, atleastonenamesener and,of course InternetaccessProblems
canariseif a dial-up connectionis usedwith dynamicDNS configuration. In
casesuchasthis, atleastthenamesener shouldbeclearlyenteredsinceSquid
will only startif it doesnotdetecta DNSin the/ et c/ resol v. conf .

To startSquid, enteratthe commandine, as‘ r oot ’ :

rcsquid start

For the initial start-up,the directory structurewill first have to be definedin
/ var / squi d/ cache. Thisis doneautomaticallyby thestartscript/ et c/i ni t .
d/ squi d andcantake a few secondr even minutes. If done appeargo the
right in green,Squid hasbeensuccessfulljjoaded. You cantestSquid’s func-
tionality onthelocal systenby entering ocal host andPort 3128 asproxyin
thebrowser In orderto allow all usergo acces$squid andthustheInternet,you
will only needto changethe entryin the configuratiorfile / et c/ squi d. conf
from http_access deny all tohttp_access allow all. However, in
doing soyou shouldbe awarethat Squid is madecompletelyaccessibldo ary-
oneby thisaction. Thereforeyoushould whatererthecasedefineACL swhich
controlaccesdgo the proxy. But moreonthisin the next chapter

If you have madechangesn theconfiguratiorfile / et ¢/ squi d. conf , youwill
have to instructSquid to loadthe changedile. You cando this by entering:

rcsqui d rel oad

Or you canrestartSquid:

rcsquid restart

Also, thefollowing commands important:

rcsqui d status

With this, you candeterminewhetherthe proxy is runningandwith
rcsquid stop



you canhalt Squid. The latter cantake a while since Squid waits up to half a
minute (shut down_1I i f et i ne) beforedroppingthe connectiongo the clients
andthenit still asto write its datato the disk. If Squid is haltedwith ki | | or
ki Il al I, thiscanleadto thedestructiorof thecachewhichwill thenhaveto be
fully removedin orderto be ableto restartSquid.

If Squid diesafter a shortperiod of time, even thoughit hasseeminglybeen
startedsuccessfullythis could be the resultof a faulty namesener entry or a
mssing/ et ¢/ resol v. conf file. The causeof the startfailure would thenbe
loggedby Squid in the/ var/ squi d/ | ogs/ cache. | og file.

If Squid shouldbe loadedautomaticallywhenthe systemboots,you will only
needto resetthe entry START_SQUI D=no to START_SQUI D=yes in the/ et c/
rc. configfile.

An uninstallof Squid will neitherremovethecachenorthelog files. Youwould
have to manuallydeletethe/ var / squi d directory

Local DNS Server

Settingup alocal DNS sener suchasBI ND- 8 or Bl ND- 9 makesabsolutesense
evenif the sener doesnot managdts own domain. It will thensimply actasa
“caching-onlyDNS” andwill alsobe ableto resole DNS requestwia theroot
namesenerwithoutrequiringary specialconfigurationsl!f you enterthisin the
/ etc/resol v. conf with the IP addressi27. 0. 0. 1 for | ocal host, Squid
will detectavaild namesener whenit startsup. Configuringa namesener is,
however, a chapteiin itself andwill thereforenotbedescribechereatlength. It
is sufficient, however, to install the packageandto startBIND. The namesener
of the provider shouldbe enteredin the configurationfile / et ¢/ naned. conf
underf or war der s, alongwith its IP address.If you have a firewall running,
evenif it is just the personafirewall, you will have to make surethatthe DNS
requestsvill beallowedthrough.

C.5 The Configuration File /etc/squid.conf

All HTTP proxy sener settingsareto be madein the/ et ¢/ squi d. conf file.

To beableto startSquid for thefirst time, no changesrenecessann thisfile,

but externalclientswill initially be deniedaccessThe proxy needso be made
availablefor thel ocal host and,usually with 3128 asport. Theoptionsareex-

tensive andampledocumentatiorandexamplesareprovidedin the preinstalled
/et c/squid. conf file. Nearlyall entriesbegin with a # sign (the lines are
commentedut) andtherelevantspecificationsareto be found atthe endof the
file. Thevaluesgivenalmostalwayscorrelatewith the defaultvalues sothatre-

moving the commentsignswithout changingary of the parametersictuallyhas
little effectin mostcases.lt is betterto leave the sampleasit is andto reinsert
the optionsalongwith the modified parametersn the line below. In this way,

you caneasilyinterpretthedefault valuesandthechanges.

If you have updatedanearlierSquid versionjt is recommendethatyou editthe
new / et ¢/ squi d. conf andonly applythe changes/ou madein the previous



file. If youtry to implementthe old squi d. conf again,you arerunninga risk
that the configurationwill no longer function, since optionsare always being
modifiedandnewn changesdded.

General Configuration Options

http_por t 3128 This is the port where Squid listensfor client requests.The
defaultportis 3128, but 8080 is alsocommon.You have the option hereof
specifyingseveralportnumbersseparatetby blankspaces.

cache_peer <hostname> <type> <proxy-por t> <icp-por t> Here,youcanen-
ter a parentproxy as“parent”, for example,if youwantto, or usethatof the
provider. As <host name>, thenameand|P addres®f the proxyto be used
areenteredandas<t ype>, par ent . For <pr oxy- port >, the port number
is to be enteredwhich is alsospecifiedby the operatorof the parentfor use
in the browser, usually8080. You cansetthe<i cp-port>to7 or0 if the
ICP port of the parentis not known andits useis irrelevantto the provider.
In addition,def aul t andno- quer y shouldbe specifiedafterthe porthum-
bersin orderto strictly prohibit the useof the ICP protocol. Squid will then
behave like anormalbrowset asfar asthe provider’s proxy is concerned.

cache_mem 8 MB Thisentrydefineghemaximimamountbf disk spacesquid
canusefor thecachesThedefaultis 8 MB.

cache_dir ufs /var/squid/cac he 100 16 256 Theentrycache_di r defineghe
directorywhereall the objectsareto be storedon disk. The numbersatthe
endindicatethe maximumdisk spacein MB to be usedaswell asthe num-
berof directoriesin thefirst andsecondevel. Theuf s parameteshouldbe
left alone. Thedefaultis 100 MB occupieddisk spacein the/ var/ squi d/
cache directory andto createl 6 sub-directoriefnsideit which eachcontain
256 more sub-directories. When specifyingthe disk spaceto be used,you
shouldalwaysleave sufficient resere disk space.Valuesfrom a minimum
of 50to a maximumof 80 percentof the availabledisk spacemake the most
senséhere.Thelasttwo numberdor thedirectoriesshouldonly beincreased
with caution,sincetoo mary directoriescanalsoleadto performanceprob-
lems. If you have severaldiskswhich areto sharethe cache,you canenter
severalcache_di r lines.

cache_access_log /var/squid/logs/access.log  pathfor log message
cache_log /var/squid/logs/cac he.log pathfor log message

cache_store_log /var/squid/logs/store .log pathfor log message

Thesethreeentriesspecify the pathwhere Squid will log all of its actions.
Normally, nothingis changedhere. If Squid is experiencinga heary usage
burden, it might make senseto distribute the cacheand the log files over
severaldisks.

emulate_httpd_log off If the entryis setto on, you will obtainreadabldog
files. Someevaluationprogramscannotinterpretthis, however.



client_netmask 255.255.255.255 With this entryyou canmaskthe loggedIP
addressem thelog files to hidetheclients’ identity. Thelastdigit of the IP
addressvill besetto zeroif youenter255. 255. 255. 0 here.

ftp_user Squid@ With this,you cansetthe passverd which Squid shoulduse
for theanorymousFTPlogin. Thelogin‘ anonynous’ andyour e-mailad-
dressas passvord are generallyusedto accesspublic FTP seners, which
savesyouthetroubleof enteringyour usernameandpassverd eachtime you
download FTP Squi d@without the domainis the default, sincethe clients
canoriginatefrom ary domain. It canstill make sense however, to spec-
ify avalid e-mailaddressere,sincesomeFTP senerscancheckthesefor
validity.

cache_mgr webmaster An e-mailaddresgo which Squid sendsa messagé
it unexpectedlycrashesThedefaultis webnast er .

logfile_r otate O If you call up squid -k rotate, Squid canrotatesecured
logfiles. Thefilesarenumbereddependingpnthenumbergiven,afterreach-
ing the specifiedvalue,the oldestfile atthatpointwill be overwritten. This
valueherenormally standsfor 0 becauserchving anddeletinglog filesin
SuSELinux is carriedout by a cronjobwhich canbefoundin the configura-
tionfile/ et ¢/ | ogf i | es. Theperiodof timeafterwhichthefilesaredeleted
isdefinedin the/ et ¢/ rc. confi g file viathe MAX_DAYS_FOR LOG FI LES
entry.

append_domain <domain> With append_donai n,youcanspecifywhichdo-
mainwill automaticallybe appendedvhennoneis given. Usuallyyour own
domainis enterechere,soenteringmw in the browsersufiicesto guarantee
accesgo your own websener.

forwar ded_for on If yousettheentryto of f , Squid will removethelP address
andthe systemnameof theclientfrom theHTTP requests.

negative_ttl 5 minutes; negative_dns_ttl 5 minutes Normallyyoudon't need
to changethesevalues. If you have a dial-up connection however, the In-
ternetmay, attimes, not be accessible Squid will make a noteof thefailed
requestaindwill thenrefuseto issuenew ones gventhoughthelnternetcon-
nectionhasbeenre-establishedln a casesuchasthis, you canchangethe
m nut es to seconds andthen,afterclicking onRel oad in thebrowser, the
dial-upprocesshouldbere-engagedfterafew seconds.

never_direct allow <acl_name> If youwantto preventSquid from takingre-
questsdirectly from the Internet,you canusethe above commando force
connectionto anotherproxy. You needto have previously enteredthis in
cache_peer. If al | is specifiedasthe<acl _name>, youwill forceall re-
guestgo beforwardeddirectly to the par ent . This might be necessaryor
example,if you areusinga provider which strictly stipulatesthe useof its
proxiesor deniesits firewall directInternetaccess.



Options for Access Controls

Squid providesanintelligentsystemwhich controlsaccesgo the proxy. By im-
plementingso-called’ACL's”, it canbe configuredeasilyandcomprehensiely.
This involveslists with ruleswhich are processedequentially ACL's mustbe
definedfirst, beforethey canbeused.Somedefault ACL's suchasal | andl o-
cal host alreadyexist. DefininganACL onits ownwill notyetyield any results
until it is putto use,e.qg. in conjunctionwith htt p_access, whenthe defined
rulesareimplemented:

acl <acl_name> <type> <data> An ACL requiresat leastthreespecifications
to defineit. Thename<ac! _name> canbearbitrarily chosen.For <t ype>,
you canselectfrom avariety of differentoptionswhich canbefoundin the
ACCESS CONTROLS sectionin the/ et ¢/ squi d. conf file. The specifica-
tion for <dat a> dependsn the individual ACL type andcanalsobe read
from afile, e.g. via hostnames|P addressesr URLs. Herearesomesimple
examples:
acl mysurfers srcdomain . ny-domai n. com
acl teachers src 192.168. 1.0/ 255. 255.255.0
acl students src 192.168.7.0-192. 168.9. 0/ 255. 255. 255. 0
acl lunch tine MI'VHF 12: 00- 15: 00

http_access allow <acl_name> http_access defineswhois allowedto use
the proxy and alsowho can accesswvhat on the Internet. For this, ACL's
arespecified.l ocal host andal | have alreadybeendefinedabove, which
candery or allow accessia deny or al | ow. A list containingany number
of htt p_access entriescanbe createdprocessedrom top to bottomand,
dependingon which occursfirst, accesswill be allowed or deniedto the
respectie URL. Thelastentryshouldalwaysbeht t p_access deny all .
In thefollowing example thel ocal host hasfreeaccess$o everythingwhile
all otherhostsaredeniedaccessompletely
http_access all ow | ocal host
http_access deny all
Anotherexample,wherethe previously definedACL's areused: The group
‘teachers’ alwayshasaccesso theinternetwhile thegroup’ st udent s’
only getsaccesdMondayto Friday duringlunchtime.
http_access deny | ocal host
http_access all ow teachers
http_access all ow students |unch tine
http_access deny all
Thelist with theht t p_access entriesshouldonly be enteredfor the sale
of readability atthe designategbositionin the/ et ¢/ squi d. conf file. That
is, betweerthetext
\# | NSERT YOUR OMN RULE(S) HERE TO ALLOW ACCESS FROM YOUR CLI ENTS
andthe closing

http_access deny all
redirect_pr ogram /usr/bin/squidGuar d With this option,aredirectorsuchas

SquidGuard, which is ableto block unwantedURLSs, canbe specified. In-
ternetaccesanbeindividually controlledfor varioususergroupswith the



help of proxy authenticatiorand the appropriateACL's. SquidGuard is a
packageof its own, which canbe separatelynstalledandconfigured.

authenticate_pr ogram /usr/shin/pam_auth If usersneedto be authenticated
on the proxy, a correspondingrogramsuchaspam_auth canbe specified
here. Whenaccessingam_auth for the first time, the userwill seealogin
window wherethe usernameand passverd must be entered. In addition,
an ACL is still requiredso thatonly clientswith a valid login cansurf the
Internet:

acl password proxy_auth REQU RED

http_access al |l ow password

http_access deny all

The REQUI RED afterpr oxy_aut h canbe substitutecby a list of permitted
usernames.

ident_lookup_access allow <acl_name> With this, youwill manageo have
anidentrequestun throughfor all ACL-definedclientsin orderto find out
eachusersidentity. If youapplyal | tothe<acl _nane>, thiswill bevalid
for all clients. Also, anident daemonmustbe running on all clients, for
Linux, you caninstall the pidentd packagefor this purposefor W ndows,
thereis freesoftwareavailableto downloadfrom the Internet. To ensurethat
only clientswith a successfuldent lookup are permitted,a corresponding
ACL will alsohaveto bedefinedhere:

acl identhosts ident REQUI RED

http_access allow identhosts

http_access deny all

Here,too, you canreplacethe REQUI RED with alist of permittedusernames.
Usingi dent canslow down theaccesgime quite a bit, sinceidentlookups
will have to berepeatedor eachrequest.

C.6 Transparent Proxy Configuration

Theusualway of working with proxy senersasfollows: thewebbrowsersends
requestdo a certainport in the proxy sener andthe proxy providesthesere-
quired objects,whetherthey arein its cacheor not. Whenworking in a real
network, severalsituationamayarise:

* For securityreasonsit is recommendedhatall clientsusea proxy to surf
thelnternet.

« All clientsmustusea proxy whetherthey areawareof it or not.
« In largernetworks alreadyusinga proxy, it is possibleto spareyourselfthe

trouble of reconfiguringeachmachinewhene&er changesare madein the
system.



C.6 Transparent Proxy Configuration

In all thesecasesatransparenproxy maybeused.Theprincipleis very simple:
theproxy interceptsandanswergherequest®f thewebbrowser sothattheweb
browserrecevesthe requestegageswithout knowing wherethey are coming
from. This entireprocesss donetransparentlyhencethename.

C.6.1 Kernel Configuration

First of all we have to make surethatthe proxy sener’s kernelhassupportfor

transparenproxy. Otherwisewe will have to addthis optionto the kernel,and
compileit again. More on this topic is availablein the SuSELinux Refeence
Guide

In theentrycorrespondingp Networking Options,select Net wor k Fi rewal | s’,
andthenthe options‘I P: firewal ling’ and‘l P. Transparent proxy-

i ng’. Now we just have to save the new configuration compilethe new kernel,
installit, reconfigureLILO if necessarandrestartthe system.

C.6.2 Configuration Options in /etc/squid.conf

Let ustake a look at the optionsthat we needto activatein the/ et ¢/ squi d.
conf file to getthetransparenproxy up andrunning.

Theoptionsare:

e httpd_accel _host virtual

* httpd_accel _port 80#theportnumberwheretheactualHTTP seneris
located

e httpd_accel _w th_proxy on

* httpd_accel _uses_host _header on

C.6.3 Firewall Configuration with SuSEfire wall

Now we have to redirectall incomingrequestsvia the firewall with help of a
port-forwardingrule to the Squid port.

To dothis, we will useatool providedby SuSE:SuSEfirewall. Its configuration
file canbefoundin/etc/rc. config.d/firewal | .rc. config. Theconfig-
urationfile, in turn, consistsof well documenteantries. Evenif we only want
to setatransparenproxy, we will have to configurea coupleof firewall options.
In ourexample:

» Device pointingto theInternet:FW DEV_WORLD="eth1”
 Device pointingto the network: FW DEV_| NT="eth0"

Portsand services(see/etc/exports) on the firewall being accessedrom un-
trustednetworks as Internet. This exampleonly providesweb servicesto the
outside:
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FW SERVI CES_EXTERNAL_TCP="www"

Ports/servicegseel et ¢/ expor t s) onthefirewall beingaccesseffom the se-
curenetwork, bothTCPandUDP services.

FW SERVI CES_| NTERNAL_TCP="domainwww 3128"
FW SERVI CES_| NTERNAL_UDP="domain”
We areaccessingvebservicesandSquid (whosedefault portis 3128).

Theservice"domain” specifiedbeforestandsor DNS or DomainNameSener.
It is normalto usethis service otherwisewe cansimply take it out of theabove
entriesandsetthefollowing optionto no:

FW SERVI CE_DNS="yes”
Themostimportantoptionis numberl5:

15.)
Wi ch accesses to services should be redirected to a | ocal port
on the firewall nachine?

This can be used to force all internal users to surf via your
squi d proxy, or transparently redirect incomng webtraffic to
a secure webserver.

Choi ce: | eave enpty or use the follow ng explained syntax of
redirecting rules, separated by a space.

A redirecting rule consists of 1) source |P/net,

2) destination IP/net, 3) original destination port and

4) local port to redirect the traffic to, separated by a col on,
e.g. "10.0.0.0/8,0/0, 80,3128 0/0,172.20.1.1, 80, 8080"

B T T g T T Y

Thecommentsabove shav the syntaxto befollowed. First of all, thelP address
andthe netmaslof the“internal networks” areaccessinghe proxy firewall. Sec-
ondly, the IP addressindthe netmasko which theseclientsare“sending” their
requestsin the caseof webbrowserswe will specifythenetworkso/ 0, awild-
cardthatmeans'to everywhere”. After that, the “original” port to which these
requestaresentand finally, theportto whichall theserequestare“redirected”.

As Squid supportamoreprotocolsthanHTTP, we canalsoredirectrequestérom
otherportsto our proxy. For example we canalsoredirectservicedor FTP (port
21),HTTPSor SSL (port443),andHTTP or web(port80) to our Squid port. In
theexamplewe usethe default port 3128.

In casetherearemorenetworksor servicego add,they only needto beseparated
by asingleblankcharactein the correspondingntry.

Following our example,we will give proxy accessn our network only to web
andFTP protocols.

FW REDI RECT_TCP="192.168.0.0/16,0,80,3128192.168.0.0/16,0/@1,3128"
FW REDI RECT_UDP="192.168.0.0/16,0,80,3128192.168.0.0/16,0/@1,3128"



C.7 Squid and Other Programs

In orderto startthefirewall andthe new configurationwith it, we haveto change
anentryinthe/ et c/ rc. confi g file. TheentrySTART_Fwmustbesetto "yes":

START_FW="yes"

/Note
After the configuration file /etc/rc. confi g has been edited, you will
have to execute the SuSEconfig script, all by hand, in order to make the
changes effective in your system. The safest way of doing this is with help
of YaST ‘Syst em admi ni stration’->‘Change configuration file’
which will run SuSEconfig automatically.

J

StartSquid asshown in the SectionC.4 on pagel25. To checkif everythingis
working properly take alook attheSquid logsin / var / squi d/ | ogs/ access.

| og

In orderto verify thatall portsarecorrectly configured,we canperforma port
scanon the machinefrom any computeroutsideour networks. Only the web
servicegort (80) shouldbe opened.Theway to do the portscaris with nmap:

nmap - O | P_address

C.7 Squid and Other Programs

In thefollowing sectionwe will seehow otherapplicationgnteractwith Squid.
cachenygr. cgi enableghe systemadministratorto checkthe amountof mem-
ory neededor cachingobjects,squidgrd filters web pagesand Calamaris is a
reportgeneratofor Squid.

C.7.1 cachemgr.cgi

Thecachemanagefcachemgicgi)is a CGl utility for displayingstatisticsabout
the memoryusageof arunningSquid processlt is alsoa morecornvenientway
to managehe cacheandview statisticswithoutloggingthesener.

Setup

First of all, we needa runningweb sener on our system.To checkif Apache is
alreadyrunning,typeas‘ root ' : rcapache st at us.

If amessagéik e thisappears:

Checking for service httpd: OK
Server uptime: 1 day 18 hours 29 mi nutes 39 seconds

Apacheis runningon our machine.Otherwisetype: r capache start to start
Apachewith the SUSELinux default settings.
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Thelaststepto setit upis to copy thefile cachenyr. cgi to the Apachedirec-
tory cgi - bi n:
cp /usr/share/ doc/ packages/ squi d/ scri pts/cachengr.cgi /var/ww/ cgi-bin

Cache Manager ACL's in /etc/squid.conf

Therearesomedefault settingsin the original file requiredfor the cacheman-
ager:

acl manager proto cache_obj ect
acl |ocal host src 127.0.0. 1/ 255. 255. 255. 255

With thefollowing rules:

http_access al |l ow manager | ocal host
http_access deny manager

Thefirst ACL is themostimportant,asthe cachemanagetriesto communicate
with Squid overthecache_objegbrotocol.

The following rules assumethat the web sener and Squid are running on the
samemachine. If the communicationbetweenthe cachemanagerand Squid
originatesat the web sener on anothercomputer we will have to include an
extra ACL asin figureC.7.1.

acl manager proto cache_obj ect
acl |ocal host src 127.0.0. 1/ 255. 255. 255. 255
acl webserver src 192.168. 1.7/ 255. 255.255. 255 # | P of webserver

File contentsC.7.1: Adding extra ACL

Thenaddtherulesasin figure C.7.2onthenext page.

We canalsoconfigurea passverd for the manageif we wantto have accesgo
more optionssuchasclosingthe cacheremotelyor viewing more information
aboutthe cache We thenhave to configuretheentrycachengr _passwd with a
passwerd for themanageandthelist of optionsthatwe wantto beableto view.
This list appearsasa partof theentrycommentsn / et ¢/ squi d. conf .

Remembetto restartSquid with the - k reconfi gur e option every time the
configuratiorfile is changed.

Viewing the Statistics

Goto thecorrespondingvebsite:
http://webserver. exanpl e. org/ cgi - bi n/ cachengr. cgi

Pressconti nue’ andbrowsethroughthe differentstatistics. More detailson
eachentry shovn by the cachemanageris in the Squid FAQ ht t p: / / www.
squi d- cache. or g/ Doc/ FAQ FAQ 9. ht
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http_access al | ow nanager | ocal host
http_access al | ow manager webserver
http_access deny manager

File contentsC.7.2: AccessRules

C.7.2 SquidGuar d

This chapteris not intendedto go throughan extensive configurationof Squid-
Guard, only to introduceit and give someadviceon usingit. For more in-
depthconfigurationissues pleaserefer to the SquidGuard web site at: ht t p:
/I ww. squi dguar d. or g

SquidGuard is a free (GPL), flexible andultra fastfilter, redirectorand“access
controllerplugin” for Squid. It lets you definemultiple accessuleswith dif-
ferentrestrictionsfor differentusergroupson a Squid cache.SquidGuard uses
Squid’s standardedirectorinterface.

SquidGuard canbe usedfor thefollowing:

« limit thewebaccesdor someusersto alist of acceptedr well-known web
senersor URLs.

* block accesso somelisted or blacklistedweb senersor URLs for some
users.

» block accesgo URLs matchinga list of regular expressionsor words for
someusers.

« redirectblockedURLsto an“intelligent” CGl-basednfo page.

« redirectunregisteredusersto aregistrationform.

« redirectbannergo anemptyGIF.

» havedifferentaccessulesbasedntime of day, dayof theweek,dateetc.
 havedifferentrulesfor differentusergroups.

e andmuchmore..
NeitherSquidGuardr Squid canbeusedto:

« Edit, filter or censortext insidedocuments

« Edit, filter or censorHTML-embeddedscript languagesuchas JavaScript
or VBscript

Using SquidGuar d

Install the squidgrd from the seriesn. Edit a minimal configurationfile / et ¢/
squi dguar d. conf . Thereare plenty of configurationexamplesin htt p: //
www. squi dguar d. or g/ confi g/ . You canexperimentlater with more com-
plicatedconfiguratiorsettings.
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Thefollowing stepis to createadummy“accesslenied”page,or amoreor less
intelligent CGI pageto redirectSquid in casethe client requests blacklisted
website. Again, usingApache is stronglyrecommended.

Now we have to tell Squid to useSquidGuardWe will usethefollowing entries
in the/ et ¢/ squi d. conf file:

redi rect _program /usr/bin/squi dGuard

Thereis anotheroptioncalledr edi r ect _chi | dr en configuringhow mary dif-
ferent‘redirect” (in this caseSquidGuard) processearerunningonthemachine.
SquidGuard is fastenoughto copewith lots of requestySquidGuard is quite
fast: 100,000requestsithin 10 secondon a 500MHz Pentiumwith 5900do-
mains,7880URLs, 13780in sum). Thereforeit is notrecommendetb setmore
than4 processebecausghis mayleadto anunnecesaryncreasef memoryfor
theallocationof theseprocesses.

redirect _children 4

And lastof all, senda HUP signalto Squid to haveit readthenew configuration:
squid -k reconfigure

Now you cantestyour settingswith a browser

C.7.3 Cache Report Generation with Calamaris

Calamaridgs a Perlscriptusedto generateeportsof cacheactvity in ASCII or
HTML format. It workswith native Squid accessog files. The CalamarisHome
pageis locatedatht t p: / / Cal amari s. Cor d. de/

Theuseof the programis quiteeasy Log in as‘ r oot ' , andthen:
cat access.log.files | calanaris [options] > reportfile

It is importantwhenpiping morethanonelog file thatthe log files arechrono-
logically orderedthatis, olderfiles first.

Thevariousoptions:

-a normallyusedfor the outputof availablereports

-w anHTML report

-l amessage®r logoin theheaderof thereport

Furtherinformation on the variousoptions can be found in the manualpage:
man cal amari s

A typical example:

cat access.log.2 access.log.1l access.log | calamaris -a -w >
/usr/local /httpd/ htdocs/ Squi d/ squi dreport. htm

Thereportis storedin thedirectoryof thewebsener. Again, Apache is required
to view thereports.

Anotherpowerful cachereportgeneratotool is SARG (Squid AnalysisReport
Generator).

Furtherinformationon this canbefoundin therelevantinternetpagesat:
http://web. onda. com br/ orso/



C.8 More Information on Squid

C.8 More Information on Squid

Visit the homepageof Squid: http://wwmwv squi d- cache. org/ . Here,you
will find theSquid UserGuideandavery extensie collectionof FAQson Squid.

The Mini-Howto regardingtransparenProxiesin the packagehowt oen, under
[ usr/ shar e/ doc/ howt o/ en/ mi ni / Tr anspar ent Pr oxy. gz

In addition,mailing lists areavailablefor Squid at:

squi d- user s@qui d- cache. org.

Thearchie for thisis locatedat:
http://ww. squi d- cache. org/ nai | - archi ve/ squi d- users/
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D Network Security

D.1 Masquerading and Firewalls

Owing to its outstandingnetwork capabilities,Linux is becomingever more
widespreadas a router operatingsystemfor dialup or dedicatedines. For the
purposesof this chaptey by “router” we refer to a hostwhich hasmore than
onenetwork interfaceandtransmitsary pacletsnot destinedor oneof its own
network interfacego anothethostcommunicatingvith it (oftencalledgatavay).
Thepacletfiltering mechanisnprovidedby theLinux kernelallowsfor aprecise
control over which pacletsof the overall traffic areallowed throughandwhich
pacletsarestopped.

In generaldefiningthe exactrulesfor sucha pacletfilter requiresatleastsome
experienceon the partof the administrator For the lessexperiencediser SUSE
Linux includestwo separat@ackagesvhich areintendedo makeit easierto set
up theserules: the longerestablishegpackageSuSEfirevall andthe the newer
packagePersonal-firavall. The maindifferencebetweernthemliesin thedegree
to which they areconfigurableand,asa resultof this, therearealsodifferences
with regardto flexibility andintendedpurpose.

SuSEfirevall is highly configurablemakingit agoodchoicefor amorecomple

paclet filtering setup. In contrast,Personal-firevall can be configuredby set-
ting just onevariable,andis aimedat blockingarny attemptto make aninbound
connectionwith the correspondindnost. Both paclet filter solutionsallow you

to addfiltering rulesto enablemasqueradingalsocalled NAT = Network Ad-

dressTranslation)]. e.usinga Linux machineasarouterto link alocal network

througha dialup or dedicatecconnectionwhereonly onelP addresss visible
to theoutsideworld. In otherwords,masquerading achievedby implementing
rulesfor pacletfiltering.

P

Caution

This chapter only describes standard procedures which should work well
in most situations. However, there’'s no guarantee that this book or other
materials provided by us are free of mistakes which might have escaped our
attention. Please don’'t make the authors of this book responsible if some
evil cracker should gain access to your system, despite all your well-crafted
security measures. On the other hand, we do appreciate your criticism and
comments. Even though you might not receive a direct answer from us, rest
assured that suggestions for improvement will be taken seriously.




D.1.1 Masquerading Basics

Masqueradings a specialLinux caseof NAT, or Network AddressTranslation.
Theresnothingterribly complicatedaboutthe underlyingprincipleof this: Your
routerhasmorethanonenetwork interface,typically a network cardanda mo-
dem(or anISDN interface). While one of theseinterfaceswill link you to the
outsideworld, theremainingones(or theonly remainingone,for thatmatter)are
usedto connecthis routerwith the otherhostsin your network. Now let's have
alook at an examplewheredialout connectionsare handledvia ISDN, i. e. the
network interfaceisi ppp0. Severalhostsof yourlocal network areconnectedo
thenetwork cardof your Linux router, whichin this casds assumedo beet ho0.
The network addresf your internalnetwork is, say 192. 168. 0. 0, while the
router's addresss 192. 168. 0. 1, andthe hoststo be linked up have addresses
like 192. 168. 0. 2, 192. 168. 0. 3, etc. Thesehostswill sendary pacletsnot
destinedfor the local network to the addressl92. 168. 0. 1 which is the net-
work interfaceof your routerandthusfunctionsasthe network’s default router
or default gatavay.

Note

Please make sure that both the broadcast addresses and the network
masks are the same for all hosts when configuring your network!

With this setup,assoonasoneof the hostssendsa paclet destinedor aniInter-
net addressthis paclet endsup at the router machinebecauset’'s beensetup
asthe network’s default router However, beforeanything can happenbeyond
that,the routerneedgo be configuredto actuallyforward suchpaclets— which
SuSELinux won't do by default for securityreasons! Therefore,you needto
setthe variablel P_FORWARD, which is definedin thefile /etc/rc. confi g,
to I P_FORWARD=yes. Theforwardingmechanisms enabledafterrebootingor
issuingthis command:

echo 1 > /proc/sys/net/ipvd/ip_forward

This is wherethe masqueradingpegins. Giventhattherouter asseenfrom the
outside,hasonly one IP addresqto stick with our example, after dialing out
this addreswill belongto the ISDN interface),the sourceaddres®f the paclet
mustbe replacedwith therouter’s own addresdeforesendingit out over what
is calledthe externalnetwork interface. If the routerdidn’t replacethe source
addressthe recevving endwould have no meansto reply with the pacletsthat
your hostawaits. This is especiallytrue if you are usingthe 192. 168. x. x

addresgange. Thoughthe latter represents valid setof IP addresseghey’re
notforwardedat all by ary of theInternetsrouters.

With theexchangeof sourceaddresseshetargethostattheotherendof thelink
is told thatit is supposedo talk to your router, but it won’t seethe hostin your
internalnetwork. Your internalhostis hiddenbehindthe router, which is why
thetechniques called“masquerading”.

In mostcasesendingsomepaclketsimplieswe expectto getsomethingoackin
reply. Againbecausef theaddressranslationthetargetaddresgor thesereply



packetswill be ourrouter Now the router's taskis to recognizethe pacletson
their way back, translatingthe target addresssuchthat the hostin the internal
or local network is madeto “believe” thatthe pacletshave beendirectly sentto
it. Thetaskof recognizingthe packetsbelongingto a connectiorhandledby a
masqueradingouteris managedavith thehelpof atablewhichis locatedrightin
thekernelof your routeraslong asthis connectiorexists. By usingtheipchains
andthe iptablescommandthe superusef’ r oot * ) canevenview thesetables.
Pleasereadthe documentatiorof thesecommanddor detailedinstructionson
how to usethem. In ary case,it's worth mentioningthat individual masquer
adedconnectiongrenotonly identifiedby their sourceandtargetaddressegut
alsoby the port numbersandthe protocolsinvolved. Theoreticallyat least,this
would enableyour routerto simultaneouslyhide” mary thousancconnections
perinternalhost.

With therouting of inboundtraffic dependingon the masqueradingabletheres
no way to opena connectiorto someinternalhostfrom the outside.For sucha
connectiontherewould be no entryin thetablebecausehe entryitself is only
createdf aninternalhostopensa connectionwith the outside.In addition,arny
establishedconnectiongetsassigned statusentry in the table, andthis entry
cannotbe usedby anotherconnectionratherthis seconcconnectiorwould have
to rely on anotherstatusrecord.

As aconsequencef all this, you might experiencesomeproblemswith a num-
ber of applications:Programsuseprotocolsto talk to eachotherand someof
thesetry to openadditionalconnectionsor to sendpacketsfrom the sener to
their client which cannotbe recognizedasbeingvalid by a simplepaclet filter.
Examplesof suchprotocolsareFTP (only if in PORT mode;Netscapeaswell as
the standardtp programandmary othersusethe PASV mode,andthis passie
modeis muchlessproblematicas far as paclet filtering and masqueradings
concerned)|CQ, cucme,IRC (DCC, CTCP),Quale andothers. The FTP pro-
tocol, for instanceppensa controlling connectionandin additionanotherone
for eachfile to be transferredcalledthe dataconnection).In PORT mode,the
sener opensa connectionwith the client but, in PASV (passve) mode,it’s the
clientwhich establisheaconnection As we've saidbefore,our setupallows for
connectiongo be openedexclusively from theinternalside,which explainsthe
troublethatFTPwill causdf usedin PORT mode.

TheLinux kernelhandlesmasqueradingr NAT with the help of pacletfiltering
rules,sothe next sectionis aboutfirewalls.

D.1.2 Firewalling Basics

“Firewall” is probablythemostwidely usedermto describeamechanisnto link

two networks (however smallthey might be)while atthe sametime imposinga
ratherstringentpolicy on the datatraffic betweerthem. Therearevarioustypes
of firewallswhich mostlydiffer with regardto thelogical, abstractevel onwhich
traffic is analysedandcontrolled. Strictly speakingthe mechanisnthatwe will

describan this sectionis calleda “packetfilter”. A pacletfilter is just oneway
to setup a firewall in the broadersense. Like ary type of firewall, a paclet
filter alonedoesnot guarantedull protectionfrom all securityrisks. What a



paclet filter doesis implementa setof rulesrelatedto protocols,portsand IP
addressesn orderto decidewhetherdatamay passthroughor not. Onthebasis
of this, onecanblock any paclketswhich, accordingto their addressewerenot
supposedo betravelingonthenetworkin thefirst place.For instanceyoumight
beinterestedn blockingary pacletsrelatedto thetelnetserviceof yourhostson
port23. Ontheotherhand,if youwantpeopleto have access$o yourwebsener,
you'll needto enablethecorrespondingort. Notethata pacletfilter won't scan
thecontentf ary pacletsaslongasthey havelegitimateaddressege.g. they're
directedto your web sener). Thus,pacletscould be sentwhich containdatato
attackyour CGlI sener, but the pacletfilter would let themthrough.

A more effective (but more complex) mechanisntould be setup by combin-

ing severaltypesof systemsge.g. a pacletfilter interactingwith anapplication
gatevay/proxy In this case the pacletfilter rejectsary packetswhich arenot

destinedor ourdeclaredarget,i. e.only packetsdirectedto theapplicationgate-
way areallowed through. This gatavay or proxy now pretendgo be the actual
client of the senerthatwe’re contacting.In asensesucha proxy couldbe con-

sideredasamasqueradingiachinefor theprotocolusedby our application.One
examplefor sucha proxy is Squid,an HTTP proxy sener. If you wereto use
Squid,you’'d have to tell your browserto communicatevia the proxy, suchthat

any HTTP pagesequestedvould be senedfrom the proxy cacheratherthandi-

rectly from theInternet.As anotherexample the SuSEproxy suite(the package
proxy-suitein seriessec)includesa proxy for the FTP protocol.

In the following section,we'’re going to focus on the two paclet filters that
comewith SUSELinux. For more information and links on the topic, read
the Firewall-HOWTO documentincludedin packagehowt oen, seriesdoc. If

you have this packageinstalled,you canreadthe HOWTO with the command
| ess /usr/share/ doc/ how o/ en/ Fi rewal | - HONMTO. gz, providedthatyou
have installedthe packagehowtoen.

D.1.3 Personal-fire wall

As mentionedabove, SUSELinux includestwo differentpackageso setup fil-
teringrules: Personal-firevall and SuSEfirevall. The main differencebetween
thetwo is their configurability Personal-firerall shouldrequireno configuration
andlittle maintenanceit is intendedto give you the possibility of connectingo
the Internetwhile notallowing ary incomingconnectionsmeaningthatthe host
(orthenetworkinterface)protectedy it will notoffer ary servicedo otherhosts
outthere.Accordingly, the packagepersonal-firgrall shouldbe anadequateso-
lution for mosthome-basewvorkstations.

fNote !E

As we've already mentioned in the section about masquerading, the fact
that incoming connection requests are rejected may lead to a number of
problems with protocols trying to open a second connection to the client. In
that respect, the effect that Personal-firewall can have on your applications
is similar to the masquerading function.




D.1 Masquerading and Firewalls

Enablingpersonal-firavall is aseasyassettingthis onevariablein thefile / et ¢/
rc.config.d/security.rc.config:

REJECT_ALL_I NCOM NG_CONNECTI ONS

Pleasaeadthe commentsn thisfile to insertthe network interfaceor interfaces
(separatedy spaceswhich you wantto be protectedfrom incomingconnec-
tions. Apartfrom the nameof theseinterfaceghemseles,suchaset ho, et h1,
ori ppp0, you mayalsoinsertthe following keywords:

no Use this to disable personal-firavall. You can achieve
the same by leaving the value for the variable RE-
JECT_ALL_INCOMING_CONNECTIONSlank.

yes Thismakespersonal-firgvall actonall interfacesexceptl o. | o is
theloopbackinterface localhost,. e.connectiongo localhostare
allowed.

modem  This refersto all the modemsthatareconnectedasa shortform
for interfacenameseginningwith ppp, i. €. ppp0, ppp1, ...

masq Pacletsreceivedby the hostwhich arenot destinedor oneof its
own interfacesareto be masqueradedccordinglywhenforward-
ing them.

TableD.1: Possiblekeywords

4 .
Caution

Enabling the masquerading function makes sense only if IP forwarding
(commonly also called routing) has been enabled, too. To achieve this,
set the variable | P_FORWARD in / etc/rc. confi g to | P_FORWARD=yes.
IP forwarding will be enabled after the next reboot, or after entering the
command: echo 1 > /proc/sys/net/ipv4/ip_forward

J

Soif you have entered:

REJECT_ALL_I NCOVl NG CONNECTI ONS="i ppp0 nodent

all connectiorrequestsrriving atyour ISDN interface,or via your modem.are
dropped. Assumingthat you have configureda network cardwhich is known

to your systemaset h0, thatinterfacewill notbe affectedby the firewall at all.
Also, the masqueradinéunctionis disabled.

Note

ADSL and other variants of DSL are considered modems here because
they get assigned an interface name like pppO or pppl.
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Heres anotherexample:
REJECT_ALL_| NCOM NG_CONNECTI ONS="nodem nasq"

This would have the following effects: Interfacesbeginning with ppp cannot
acceptconnectionsanymore. Provided that IP forwardingis enabled(seethe
noteabove!), packetsgoingthroughnetwork interfaceghatdon’t begin with ppp
are“hidden” behindthe IP addres®f your externalinterface.However, notethat
this doesnot necessarilydeterminethe actualaddressusedfor masquerading!
Theoretically you could be online via both an ISDN card and a modem,and
while incoming connectionglirectedto the modemarerejected thosedirected
to thelSDN interfacewould beallowedthrough.With masqueradinghesource
addresss alwaystheaddres®f theinterfacethroughwhichthepacletwill leave
your routet

And yet anotherexample: You have configureda network cardto have thein-
terfacenameet h0; in additionyou have installedon your systemanISDN card
which correspondsoi ppp0. Now you enterthesekeywords:

REJECT_ALL_| NCOM NG_CONNECTI ONS="i ppp0 masq"

Again we assumehatyou've alreadyenabledP forwarding. Now if you have
configuredhehostsof yourlocalnetwork suchthatthey usethelP addres®f the
network cardastheir defaultrouter, any outgoingtraffic from yourlocal network
will bemasqueradeby therouter Inboundconnectiorrequestsrriving atyour
ISDN interfaceareignored.

Ourlastexample:
REJECT_ALL_| NCOM NG_CONNECTI ONS="rrasq"

Here,noneof theconnectiorrequestarriving attheinstallednetwork interfaces
arediscardedput connectiondorwardedfrom otherhoststhroughyour router
aremasqueradedrhis is on the conditionthatthe otherhostsareconfiguredto

usean available network interfaceof your routerastheir default gatevay. But

be warnedthat any hostthatis actuallyableto sendpacketsto you could hide

behindyourrouter, i. e. if its packetsarenot destinedor oneof yourrouters P

addresses.

In the following sectionwe will describethe configurationof SuSEfirevall,
which is a rathermore challengingtask andrequiresa certaindegreeof expe-
rienceandunderstanding Pleasenotethat neitherthe configurationof firewall
packagesorthe setupof masqueradingrecoveredby thefreeinstallationsup-
portthat SuSEprovides.

D.1.4 SuSkEfire wall

You canfind documentatiown SuSEfirevall in / usr/ shar e/ doc/ packages/
SuSEf i rewal | . Also, thetheoreticabackgrounds alsocoveredin thismanual.

Theconfiguratiorof SuSEfirevall isstoredn /et c/rc. config. d/firewal | .

rc. confi g andis commentedn English. Thefollowing paragrapharea step-
by-stepdescriptionto successfullyjcompletethe configuration. For eachcon-
figurationitem, you'll find a notewhetherit is relevantfor firewalling or mas-
queradinglf you stumbleacrossary commentsn the configuratiorfile thatare



relatedto whatis calledDMZ (or “demilitarizedzone”), pleasenotethatthis is
notcoveredhere.

If yourrequirementsirestrictly limited to masqueradindill outtheitemsmarked
with masqueadingonly.

START_FW(firewall, masquerading)Setthis variableto yes in /et c/ rc.
confi g, in orderto ensurethe scriptis started. This enableshe firewall
and/ormasquerading.

FW DEV_WORLD (firewall, masquerading)For exampleet h0. This is the
device to link you up with the Internet. In the caseof ISDN, for instance,
you'd haveto inserti ppp0 here.

FW DEV_I NT (firewall, masquerading)The device linking you up with the
internal, “private” network. Leave this blankif theres no internalnetwork,
e.g. if thefirewall is supposedo protectonly this host.

FW ROUTE (firewall, masquerading)if you needthe masqueradinfunction,
youhaveto insertyes here.For afirewall withoutmasqueradinghis should
be doneonly if accesdo the internal network is required— which in turn
would only work if your internalhostsuse officially registeredIP’s. Nor-
mally, though,you shouldnot allow accesgo yourinternalnetwork from the
outside.Ontheotherhand,if youinsertyes becaus®f masqueradingjour
internal hostsare still invisible to the outsidedue to their private network
addressefe.g. 192. 168. x. x) which areignoredby Internetrouters.

FW MASQUERADE (masquerading):Set this to yes if you needthe mas-
gueradingfunction. Notethatit’s saferto have a proxy sener betweerthe
hostsof theinternalnetwork andthe Internet.

FW MASQ NETS (masquerading)nsertthehostsand/ometworksto bemas-
gueradedieaving a spacebetweertheindividual entries.For example:

FW MASQ NETS="192. 168. 0. 0/ 24 192. 168. 10. 1"

FW PROTECT_FROM | NTERNAL (firewall): Setthis to yes if you wantto
protectyour firewall hostfrom attacksoriginatingin your internalnetwork
aswell. If you do so, servicesareonly availableto the internalnetwork if
explicitly enabled Also seeFW SERVI CES_| NTERNAL_TCP and

FW SERVI CES | NTERNAL_UDP.

FW AUTOPROTECT_GLOBAL_SERVI CES (firewall): This shouldnormallybe
left asit is, i. e.settoyes.

FW SERVI CES_EXTERNAL_TCP (firewall): Enterthe servicesto be made
available,e.g."www sntp ftp domai n 443". You'd normallyleave this
blankfor aworkstationat homethatis not supposedo offer ary services.

FW SERVI CES_EXTERNAL_UDP (firewall): Leave this blank if you don't
happerto run a nameservicewhich you wantto make availableto the out-
side.Otherwisejnsertthe portsto be used.



e FW SERVI CES_| NTERNAL_TCP (firewall): This definesthe servicesmade
availableto theinternalnetwork. Thenotationis the sameasfor
FW SERVI CES_EXTERNAL_TCP, but refersto the internal network in this
case.

e FW SERVI CES_| NTERNAL_UDP (firewall): Seeabove.

* FW TRUSTED_NETS (firewall): Herewe specifythe hoststhatwe canreally
trust (“trusted hosts”). Note, however, that theseneedto be securedoy the
firewall justlike ary others.

Heresanexample:"172. 20. 0. 0/ 16 172. 30. 4. 2" meanghatall hosts
which have an IP addresseginningwith 172. 20. x. x, plusthe hostwith
thelP addresa.72. 30. 4. 2, areallowedto passthroughthefirewall.

e FW SERVI CES_TRUSTED_TCP (firewall): Hereyou canspecifythe port ad-
dressesvhich may be usedby “trustedhosts”. For instancejf you wereto
grantthemaccesgo all servicesyou'd enter1: 65535. Usually though,it
will besufficientto enterssh astheonly service.

e FW SERVI CES_TRUSTED_UDP (firewall): Justlike above,but for UDP ports.

* FW ALLOW | NCOM NG_HI GHPORTS_TCRP (firewall): Setthistof t p- dat a if
youintendto usenormal(active) FTPservices.

* FWALLOW | NCOM NG_HI GHPORTS_UDP (firewall): Setthis to dns to be
ableto usethenamesenersregisteredn / et ¢/ r esol v. conf . If youenter
yes here,all high portswill beenabled.

e FW SERVI CE_DNS (firewall): Enteryes hereif you'rerunninganamesener
thatis supposedo be availableto externalhosts. At the sametime, you'll
needto enableport 53 underFW TCP_SERVI CES_*.

e FW SERVI CE_DHCLI ENT (firewall): Enteryes hereif you're usingdhclient
to getyour IP address.

* FW LOG *: Hereyou canspecifythefirewall’s logging activity. For normal
operationjt’ll besufficientto setFw LOG DENY_CRI T toyes.

e FW STOP_KEEP_ROUTI NG_STATE (firewall): Insertyes hereif you have
configuredyour dialout procedurgo work automaticallyvia diald or ISDN
(dial ondemand).

Now thatyou’re doneconfiguringSuSEfirevall, pleasedon’t forgetto testyour
setup(e.g. with t el net from an external host). Have a look at/ var/ | og/
messages, whereyou shouldseesomethindik e this:

Feb 7 01:54:14 ww kernel: Packet [og: input DENY ethO
PROTO=6 129.27.43.9:1427 195.58.178.210: 23 L=60 S=0x00
| =36981 F=0x4000 T=59 SYN (#119)



D.2 SSH - Secure Shell, the Safe Alternative

In this ageof the omnipresenhetwork, accessing remotesystems a matterof
fact. If we areusingit to receve mail, mantaina sener or to appendan article
to awebsite of aneditorial system- an authenticatiorof the userscarryingout
suchactionsalwayshasto take place.

Thesedays,mostusersarewell awarethattheir usernamendpassverdis only
intendendfor their own use. Obligationto personaldatais usually guaranteed
betweerthe employer, computercenteror serviceprovider.

However, the continuingpracticeof authenticatingndtransferringdatain clear
text form is afrighteningphenomenonMost directly affectedarethe commonly
usedservicesPost OFfice Protocol (POP) for retrieving mail andt el net
for logging on to remotesystems.Using thesemethods,userinformationand
dataconsideredsensitve, suchasthe contentsof a letter or a chatvia the talk
command travel openly and unsecuredver the network. For onething, this
encroachesntheusers privacy and,for anotherit leavessuchaccessnethods
opento misuse.Suchaccesss oftenused especialyto attackothersystemgrom
there,or to obtainadministratoior root permission®n this system.

The vulnerability of a systembecomesespeciallyapparentf ‘ r oot ' tasksof
this naturearecarriedout on aremotenetwork. Would you announcevhereyou
hideyour extraapartmenkey overtheradio?

Any device involvedin datatransferor operatingon the local network suchas
firewall, router, switch, mailsener, workstation etc.,canalsoaccesshedata.ln
contrasto someonelseopeningandsabotaging/our mail atthe postoffice, for
example,thereis no way a recipientcanbe aware of the copying or alteringof
his or herdigital data.

Therearelaws thatbasicallyprohibit suchbehaior, indeedit is liable to prose-
cution, but oneshouldstill not rely on the relatively negligible chancef such
operationdeinguncovered,astherearenumerousvaysdatacanbe hacled.

In respecto theserisks, droppingthe network connectiorremainsthe only op-
tion, but it is neitherfeasiblenor desirableén mostcasesJustasshuttingoff the
irreplacableservicedik ewisevulnerableto eavesdroppings not a solution.

Thessh softwareprovidestheonly preferrablealternatve. Completeauthentica-
tion, usuallyusernameandpasswerd aswell asthe communicatioris encrypted
here.Evenhere,snatchingransferrablalatais possible put the contentscanat
leastnotbedecipheredy intruderswithoutthemissingkey. Thisenablesecure
communicatiorvia unsecurechetworks suchasthe Internet.

SuSELinux includesthe ssh openssh packagesn the sec series. Basically
both packagesprovide the samefunctionality. Whendecidingbetweenone or
the other product,you shouldconsiderthat, on the one hand,ssh may not be
implementedn the commercialarenadueto its availability at no costunderthe
stipulationof an OpenSourcelicense. You canfind moreinformationon this
under/ usr/ shar e/ doc/ packages/ ssh/ COPYI NG after having installedthe
ssh package.On the otherhand,the openssh packages alsoprovided which
hasbeendevelopedfor severalyears.It is underthe auspice®f alessrestrictve
license.SuSELinux usesit in all of its packagelefault selections.To this end,
thefollowing sectionswill referto OpenSSH.



D Network Security

D.2.1 The OpenSSH Package

As soonasyou have installedthe openssh packagethefollowing programswill
beavailableto you: ssh, scp andsftp asalternatvesto telnet, rlogin, rsh, rcp and
ftp.

D.2.2 The ssh Program

With the ssh program,you canlog on to remotesystemsandwork interactively
there. It is thusareplacementor bothtelnet andrlogin. Dueto its similarity to
rlogin, thesymbolicnameslogin similarly correspond$o ssh. For example,you
canlog in to thehosthel i os by entering

hannah@arth: ~> ssh sun

After the commandhasrun its course,you will be askedfor a passverd on the
hel i os systemwith

hannah@un passwor d:

Following successfuhuthenticationyou canwork from thecommandine there,
e.g.with | s, orinteractively with the SuSEadministratiorprogramyaST.

If thelocal usernamés differentfrom theremoteusernameyou canlog in using
adifferentlogin namevia

hannah@arth: ~> ssh -1 augusti ne sun

or

hannah@art h: ~> ssh augusti ne@un

Furthermoressh offers the familiar option from rsh of runningcommandson
anothersystem. In the following example,we will run the commandupt i me

is run on the hosthel i os anda directorywith the namet np is created. The
programoutputis displayedon thelocal terminalof the hostear t h.
hannah@arth: ~> ssh sun "uptinme; nkdir tnp’

hannah@un passwor d:
1: 21am up 2:17, 9 users, |oad average: 0.15, 0.04, 0.02

Apostrophesrenecessarpereto summarizehe commandsOnly thencanthe
seconccommanderun onthehostsunin.

D.2.3 scp — Secure Copy

Using scp, copy thefiles to a remotemachine.scp is the mostsecureanden-
cryptedsubstitutefor rcp. For example,

hannah@arth: ~> scp MyLetter.tex sun:

copiesthefile MyLet t er . t ex from the machineear t h to the machinesun. If
theusername@volvedonear t h andsundiffer, scp will resortto the

user nane@machi ne format alreadymentionedin referenceto the ssh com-
mand.An - | optiondoesnot exist here.

After it asksfor the passverd, scp will startthe datatransferandwill shav a
seriesof stars,graduallymarkingthe progresg$rom left to right. In addition,the
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estimatedime of arrival will be shovn on theright magin. All outputcanbe
suppressety giving the option- g.

scp provides,alongwith copying individualfiles, arecursve copying featurefor
entiredirectories.

hannah@arth: ~> scp -r src/ sun: backup/

copiesthe entirecontentsof thedirectorysr ¢/ includingall sub-directorieso
the machinesun. Becausethe directory namebackup is specified(after the
hostnamesun:),datais storedin the sub-directorybackup on the machinesun.
If this sub-directorydoesnot exist yet, it will automaticallybe createdby this
command.

Via the option - p, scp canobtaina time stampof thefiles. - C compressethe
datatransfer This minimizesthedatavolumebeingtransferredbut createsnore
demandon the processar The latter concernis negligible in light of modern
processocapabilities.

D.2.4 sftp - Secure File Transfer

Alternatively, sftp canbe usedfor securefile transfer During the sessionsftp
provides mary of the samecommandgamiliar from ftp. This may be an ad-
vantageover scp,especiallywhentransferringdatafor which the filenamesare
unknown.

D.2.5 The SSH Daemon (sshd) — Server-Side

To implementssh andscp, the ssh client programs,an ssh daemon.a sener,
have to berunningin thebackgroundThis waitsfor its connection®n
TCP/ I P port 22.

Thessh daemoris acomponenbf thessh packageandis automaticallystarted
ona SuSELinux systemin runl evel 3 and5 . ThevariableSTART_SSHD is
settoyes in/etc/rc.config.

The daemongenerateswo key pairswhenstartingfor the first time. The key
pairsconsistof a privateanda public key. Therefore this procedures referred
to aspublic key-based.To guarante¢he securityof the communicatiorvia ssh,
only the systemadministratoicanseethe privatekey files. Thefile permissions
arerestrictvely definedby thedefault setting. The privatekeys areonly required
locally by thessh daemorandcannotbe givento anyoneelse.

On the otherhand,the public key componentgpossiblya file recognizableby
the nameextension. pub) aresentto communicatiorpartnersandarereadable
for all users.

A connectionis introducedby the ssh client. The waiting ssh daemonandthe
requestingssh client exchangeidentificationdatacomparingthe protocol and
software versionsandto prevent connectionto the wrong port. Sincea child

procesof the original ssh daemornis the onethatanswersseveral ssh connec-
tionscanbe madesimultaneously



The senerwill thensendits publichost key andaserver key, regenerated
by the ssh daemonrevery hour. Both allow the ssh clientto encrypta currently
available sessiorkey andthento sendit to the ssh sener. The ssh client also
suppliesghesenerwith the preferredencryptionmethodor cipher

The private hostand sener keys absolutelynecessaryor decodingthe session
key cannotbe derived from the public parts. Only the ssh daemoncontacted
candecipherthe sessiorkey usingits own keys (seealso/ usr/ shar e/ doc/
packages/ openssh/ RFC. nrof f ).

This initial connectionphasecanbe followed closelyusingthe ssh client pro-
gramserrorsearctoption- v. It will endwith theconfirmationoutputof thessh
daemon;Recevedencryptedconfirmation’.

By way of client-sidestorageof all public hostkeys following initial contact
in ~/ . ssh/ known_host s, such“man-in-the-middle”accessattemptscan be
prevented.ssh senerswhich try to fraudulentlyusenamesandIP addressesf
otherswill be exposedby a clearindicator Eitherthey will be noticeddueto a
hostkey which differsfrom ~/ . ssh/ known_host s, or they will notbeableto
deciphetthesessiorkey in theabsenc®f anappropriaterivatecounterpart.

It is recommendedhat you securelyarchive the privateand public keys stored
in / et c/ ssh/ externally. In this way, key modificationscanbe detectedand
the old onessaved againafter re-installingthem. The latter actionspareausers
from theunsettlingwarning. If it is verifiedthat,despitethewarning,it is indeed
the correctssh sener, the existing entry regardingthis systemwill have to be
removedfrom ~/ . ssh/ known_host s.

D.2.6 SSH Authentication Mechanisms

Now, the actualauthenticatiorwill take placewhich, in its simplestform, con-
sistsof enteringa passvord asmentionedabove.

The aim of ssh wasto introducea securesoftwarethatis alsoeasyto use. As
with thersh andrlogin programssoonto be replacedssh mustalsobe ableto
provide anauthenticationrmethodwhichis simpleto useon adaily basis.

ssh accomplisheghis by way of anotherikey pairgeneratedby theuser Thessh
packagealsoprovidesa helpprogram ssh-keygen, for this. After entering
hannah@un: ~> ssh-keygen

Generating RSA keys:

the key pair will be generatedhftera minuteor two. You will be promptedfor
the basefilenamewhereyou wantto storethekeys:

Enter file in which to save the key (/home/hannah/.ssh/identity):
Confirmthe default settingsothatyou endup with this requesfor apassphrase:
Ent er passphrase (enpty for no passphrase):

Even if the software suggestsan empty passphrasea text from ten to thirty
characterss recommendedor the proceduredescribechere. Useasshortand
simple a phraseaspossible. After you have enteredthis successfullyyou will
be promptedto confirm this by enteringit again. Subsequentlyyou will see
the outputof the locationwherethe private and public keys are stored,in our
example,thefilesi dent i ty andi dentity. pub,.



Ent er sane passphrase again:

Your identification has been saved in /honme/ hannes/.ssh/identity.
Your public key has been saved in /honme/ hannes/.ssh/identity. pub.
The key fingerprint is:

79:¢c1:79: b2: el:c8:20: cl: 89: 0f : 99: 94: a8: 4e: da: €8 hannah@un
Whenthe privatekey (identity) is generatedndis locatedon a systemyou are
not administeringor whenretrieving your userdirectoryover the NFS, it is es-
peciallyimportantto useapassphrasdJsessh- keygen - p to changeyourold
passphrase.

Copy the public key componen{identity.pub)to the remotemachineandsave
it thereat the location~/ . ssh/ aut hori zed_keys. Youwill be asledto au-
thenticateyourselfwith your passphrasthe next time you attemptto make the
connection.If this doesnot occur, verify thelocationandcontentsof the afore-
mentionediles.

In the long run, this procedurds moretroublesomehangiving your passverd
eachtime. To handlethis, the ssh packageprovidesanotherhelp program,the
ssh-agent, whichretainsthe privatekeysfor thedurationof an“X session”.The
entireX sessiowill thenbestartedasachild proces®f ssh-agents. Theeasiest
way to do thisis to setthevariableusessh atthebegginningof the. xsessi on
file to yes andto log in via a displaymanageisuchasKDM or XDM. Alterna-
tively, you canenterssh-agent startx.

As soonasyou have startedyour X sessionrelease/our privatekey via ssh-add.
Unlessssh-add canaccessaterminal,e.g. is startedvia a menuor is re-routed
by </ dev/ nul | , agraphicalentryscreenwill appearx11- ssh- askpass.

Now you can usessh or scp asyou normally would. Given that you have
assignedyourselfa private key as describedabove, you should no longer be
promptedfor your passverd.

Be sureto exit your X sessioror to lock your screervia apassverd lock program
suchasxlock whenleaving your machine.

D.2.7 X, Authentication and other Forwar ding Mechanisms

Beyond the previously describedsecurity-relatedmprovements ssh alsosim-
plifies the usageof remoteX applications.If you call up ssh with the option
- X, the DISPLAY variablewill automaticallybe setontheremotemachineand
all X outputwill be pipedto the remotemachineover the existing sshconnec-
tion. At thesametime, this corvenientfunctionpreventstheauthorizedntrusion
discussedbore whenX applicationsarestartedremotelyandlocally viewed.

By addingtheoption- A, thessh-agent authenticatiomechanisnwill becarried
over to the next machine.Thisvay, you canview theseapplicationsfrom one
machineto the otherwithout having to entera passverd. However, only if you
have previously assignedhe public key to the destinatiorhostsin questionand
have properlysavedthemthere.

To be safe,both mechanism$iave beende-actvatedin the default settngsbut
canbe permanentlyactivatedat ary time in the system-wideconfigurationfile
/ etc/ ssh/ sshd_confi g ortheusers~/ . ssh/ confi g.



Similar to X forwarding,ssh canbe alsousedto pipe any TCP/IP connection.
As anexample,SMTPandPOP3portpipes:

root @arth: ~ # ssh -L 25:sun: 25 sun

Here, eachconnectionis pipedto “eart h port 25”, SMTP to the SMTP port
onhel i os via anencryptedchannel.This is especiallyusefulefor thoseusing
SMTPsenerswithout SMTP-AUTH or POP-before-SMTHReatures E-mailcan
betransferredor delievery via the “home” mail senerin this mannerfrom ary
arbitrarylocationconnectedo anetwork.

In a similar manney the following commandforwardsall port 110 and POP3
request®neart h tothePOP3portof hel i os

root @arth: ~ # ssh -L 110:sun: 110 sun

Both exampleamustbecarriedoutby user r oot * sincetheconnectioris made
to privilegedlocal ports. E-mail is sentandretrieved, asis customaryby nor-
mal usersin an existing ssh connection. The SMTP and POP3host mustbe
configuredon thelocalhostfor this reason.

Additional information canbe found in the manualpagesfor eachof the pro-
gramsdescribediboreandalsoin thefilesunder/ usr / shar e/ doc/ packages/
openssh.

D.3 Security as a Matter of Confidence

D.3.1 Basic Considerations

Oneof the main characteristic®f a Linux/UNIX systemis its ability to handle
severalusersat atime andto allow theseusersto performseveraltasksat once
(multi-user multi-tasking),all on the samecomputer Moreover, we expectthe
operatingsystento be network transparent, e. oftenwe wouldn't evenwantto

know whetherthedataor applicationghatwe’re usingareprovidedlocally from

our machineor madeavailablefrom somevhereelse.

This particularfeatureof having severaluserswith multiple tasksrunningon one
systemleadsto the obvious needfor a mechanismo keeptheseusersandtheir
dataseparatérom eachother Now thisis undeniablyanareawheremary varied
considerationbave to bemadeandsomeof themmayinvolve certainemotional
aspectsThereforejt’ s reallyimportantto give someseriousthoughtto security
andprivagy issues.

The term “data security”isn’t really all thatnew; in fact, it wasalreadyin use
beforecomputerscould be linked throughnetworks. Justlike today the most
importantconcernwasthe ability to keepdataavailablein spiteof alost or oth-
erwisedamagediatamedium(a harddisk in mostcases)probablymorethan
the possibility that sucha defectcould bring down the wider infrastructurefor
sometime. This chapterof the SuSEmanualis primarily focusedon confiden-
tiality issuesandonwaysto protecttheprivacy of usershutit cannotbestressed
enoughthata comprehensie securityconceptshouldalwaysincludeprocedures
to have aregularly updatedworkableandtestedbackupin place. Without this,
you couldhave avery hardtime gettingyour databack—andnotonly in thecase



of somehardware defect,but alsoif the suspicioncreepsin that someonehas
gainedunauthorizedccesandtamperedvith yourfiles.

D.3.2 Local Security and Network Security

If we stepbackonemoment;t seemsnly logicalthatdatastoredonacomputer
canonly beaccessed it hasactuallybeenmadeavailablesomehav. Assuming
that we don’t want to keepour dataunderlock andkey forever, we cangive
accesdo it in severalways:

« Somepersonis sitting in front of acomputerandis talking to the userof the
dataonthephone

« directly from theconsoleof acomputer(physicalaccess)
» overaserialline

« usinganetwork link

Olviouslyall thesecasesaresimilarin that,asauser you'd have to authenticate
beforebeingableto accesghe resourcesr datain question. In otherwords,
thereshouldbesomeaccessule in placewhich requiresyouto provide proof of
your identity to gainaccesgo the dataor computingresourcesequestedNow
awebsener might belessrestrictive in this respectput you still wouldn’t want
it to discloseall your personadatato ary surferoutthere. On a SuSEsystem,
a few tweaksare probably sufficient to malke it boot right into your desktop
without evenaskingfor a passverd — only in mostcaseghatwouldn’t be such
a goodidea. Becausdn a way, with the login procedureyou “extend” your
personalityandits actionsontothe computerthatyou're controllingand,with a
few exceptionsyou wouldn’t wantany otherpersornto do soon your behalf.

In the list above, the first caseis the one wherethe highestamountof human
interactionis involved, like whenyou're contactinga bankemplojeeandneed
to prove that you're the personowning that bankaccount. Soyou'll be asled
to provide a signaturea PIN or a passverd to prove thatyou're the personyou
claimto be. In somecasegwhich arenotreallytypical for computerspperating
systemsand networks) it might be possibleto elicit someintelligencefrom an
informed personjust by mentioningknown bits andpieceshereandtherein a
canry way or to worm one's way into the confidenceof that personby applying
cleverrhethoric. The victim couldbeledto graduallyrevealmoreandmorein-
formation, maybewithout even becomingaware of it. Somepeoplearerather
unmindful of whatthey sayor actunconsciouslyn the way they give answers,
sothat even a questionwhich they believe wasleft unanswerednight provide
enoughinformationto proceedwith an even more precisequestion. Pieceaf-
ter piecegetsaddedto the puzzleuntil the pictureis nearlycomplete(*No, Mr.
Smithis on vacationright now, it’s at leastthreeweeksbeforehe’ll be backin.
He’s not my bossarnyway, you know he’s up therein the fourth storywhile I'm
herein the third!). In hacler circles, this is called “social engineering”. You
canonly guardagainstthis by educatingpeopleandby dealingwith language
andinformationin a consciousway. Before breakinginto computersystems,



attaclersoftentry to targetreceptionistsservicepeopleworking with the com-
pary or evenfamily membersand,in mary casessuchanattackbasecdn social
engineeringvill only bediscoseredata muchlatertime.

A personwantingto obtain (unauthorizedjaccesdo your datacould also use
the corventional,very traditionalway andtry to getat your hardwaredirectly.

Thereforethemachineshouldbe protectedagainsiany tamperingsothatno one
canremove, replaceor crippleits componentsThis alsoappliesto the system
asawhole (including the backups!) andeven ary network cableor the power
cord. Likewise, it might be necessaryo securethe boot procedure asthere
aresomewell-known key combinationgrovoking specialreactionson bootup.
You canprotectyourselfagainsthis by settingpasswordsfor the BIOS andthe
bootloader

Serialportsconnectingwith terminalsarestill beingusedin mary placesbut are
rarely installedwith new systemsanymore. With regardto dataaccessserial
terminalsare a specialcase,i. e. unlike network interfacesthey don'’t rely on

a network protocolto communicatewith the host. A simple cable (or maybe
an infrared port) is usedto sendplain characterdack and forth betweenthe
devices. The cableitself is the wealkest point of sucha system: With an old

printerconnectedo it, it’ sreally easyto recordanything thatrunsoverthewires.

Whatcanbe achiezedwith a printercanalsobe donein otherways,depending
ontheeffort thatgoesinto the attack.

Networks malke it easierfor usto accesslataremotely but they do this with the
helpof network protocolswhichareoftenrathercomplex. Thismightseenpara-
doxicalatfirst, but is really indispensablé youwantto work from any location
sowishto remotelycontrola computeror to retrieve datafrom it. It is necessary
to have abstractmodulardesignswith layersthataremoreor lessseparatérom
eachother We rely on suchdesignsn mary daily computingsituations.Mod-
ularity meanghatyour text processarfor instancedoesnt needto know about
thekind of harddisk thatyou’re using,or thatyour e-mail programdoesnt have
to carewhetheryou have amodemor anethernetard. Thecomponent®f your
operatingsystem(Linux in our case)careaboutthe detailsof a certainsetof
functionsandmale theseavailableto the systemthrougha predefinednterface.
With this modularity, atext processonr a mail useragent(MUA) canfunction
on a variety of hardwareplatforms,while, at leastin principle, you could also
usetheseprogramdrom ary placein theworld.

>Fromthe dataperspeciie andasa consequencef theway in which files are
handledandaccessedhereis no differencebetweeropeningafile from acom-
mandline or telling awebsener (e.g. Apache)to do sofor you sothatthefile is
sentout over the network anddisplayedby a browser In both casesa userwith
the properpermissionhasopenedhefile andseenatleastpartsof its contents.
Thereareotherpossibilities:to readthefile, you couldalsolog in via a network
(e.g. usinga telnetprogramor with a secureshell client — which is actuallya
muchbetteroptionassshencryptsall network traffic). To doso,however, you'd
have to take severalhurdles:first, you arerequiredto log in atthe hostoverthe
network, i. e.to authenticatgrourself(provide proof of youridentity). Onceyou
arein, youfacethefile permissiongestrictingyour actionson thatsystem.



Giventhatopeningafile locally on a hostrequiresotheraccessulesthanopen-
ing anetwork connectiorwith a sener on a differenthost,we needa distinction
betweenlocal securityand network security Theline betweenthe two canbe
dravn wheredatahave to be putinto paclets,in orderto besentsomevhereelse
beforethey canbeused.

Local Security

As we've mentionedabove, local securitystartswith the physicalernvironment
in thelocationwherethecomputeiis running.Let'sassumehatyour machines
setupin aplacewheresecurityis in line with your expectationandneeds Now
if you putyourselfin the placeof anattacler for amoment,it's easyto seethat
aslong aswe're talking about‘local security”, thetaskis to keepusersseparate
from eachother, sothatno usercanassumehe permission®f anothemone. This
is ageneralule to be obsened,but it's especiallytruefor the* r oot * account,
thesupremepoweronary system.Usersthatbecome r oot havetheability to
take over ary otherlocal useraccountwithout knowing the passwverd, andthus
readary locally storedfile.

For anattacler who obtainedaccesgo local resourcegrom the commandine,
theres certainly no shortageof things that could be doneto compromisethe
system:

Passwords

OnalLinux systemit is, of course notthe casethatpassverds(andyou do use
passverdsonyour machinedon't you?)arestoredasplain text to justcompare
thetext stringwith whathasbeenenteredatthe prompt. If thingswerelik e that,
all accountson your systemwould be compromisedissoonassomeonggrabs
the correspondindile. Rather the systemencryptsyour passverd; eachtime
it is entered,it getsencryptedagain,andis comparedwith the previously en-
cryptedstring. Naturally, this will only work if the encryptedpassverd cannot
be reverse-computedhto the original text string. This is actually achiezed by
a specialkind of algorithmwhich is alsocalled“trapdooralgorithm” becauset
only worksin onedirection. An attacler who hasobtainedthe encryptedstring
won't be ableto getat your passverd by simply applyingthe samealgorithm
onceagain.Insteadjt would be necessaryo testall the possiblecharactecom-
binations,until a combinationis found which looks like your passverd when
encrypted.As you canimagine,with passvwerdsthatare eightcharacterdong,
therearequite anumberof possiblecombinationgo calculate.

In the seventies,it wasarguedthatthis methodwould be moresecurehanoth-
ersdueto the relative slownessof the algorithm used,so that it took one or
more more secondgo encryptjust one passvord. In the meantime however,
PC's have becomepowerful enoughto do severalhundrecdthousandr evenmil-
lion encryptiongpersecondwhichis why we have two additionalrequirements.
First, encryptedpasswardsshouldnot bevisible to regularusers(therefore reg-
ular usersdon't have readpermissiorfor / et ¢/ shadow). Secondgvenif pass-
words becamevisible becausef someerror, they shouldnt be easyto guess.
Accordingly, it's not really usefulto “translate”a passverd lik e “tantalise” into
“t@nt@1Is3". Thingslike thatwhereyou just swap a few lettersarea pieceof



cake for passwerd crackingprogramswhich usedictionariesto guesswvords. A
betterway would be to make up a word with no commonmeaning,something
which only makessenseto you personally(but notin the way you seta cipher
on the combinationlock of your suitcase!) ik e thefirst lettersof the words of
a sentence As an example,onecould usea book title, suchas“The Nameof
the Rose” by UmbertoEco. This would give the following well-formed pass-
word: “TNotRbUC9". By contrastpasswerdslike “beerkuddy” or “jasmine76”
areeasilyguessea@venby someonavho hasonly somecasuaknowledgeabout
you.

The boot procedure

You shouldconfigureyour systemsuchthatit cannotbe bootedfrom afloppy or
from CD, eitherby removing the drivesentirely or by settinga BIOS passverd
andconfiguringthe BIOS to allow bootingfrom a harddisk only.

Normally, a Linux systemwill bootstrapwith the helpof abootloaderallowing
youto passon additionaloptionsto thebootkernel. Theseoptionsarecrucialto
your systems security:Not only doesthe kernelitself runwith root permissions,
but it is alsothe first authorityto grantroot permission®n systemstartup.You
canpreventothersfrom usingsuchparameter®n bootupby usingthe options
“restricted”and“password=your_avn_pasword”in/etc/ il o. conf. Don't
forgetto executethecommand i | o aftermakingarny changego/etc/lil o.
conf andlook for any unusualoutputthatthe commandmight produce.If you
shouldforget this passverd, you'll have to know the BIOS passverd andboot
from CD to readtheentryin/etc/1il o. conf from arescuesystem.

File Permissions

As a generalrule, oneshouldalwayswork usingthe mostrestrictive privileges
possiblefor a giventask. For instance,t’s definitely not necessaryo be root

to reador write one’s e-mail. If the mail program(or MUA = mail useragent)
thatyou're usinghasa bug, this bug could be usedasan attackingmechanism
which will actwith exactly the permission®f the programwhenit wasstarted.
By following theaboverule,you’ll mimimizetherisk of thathappening.

The permissionf the well over 200,000files includedin a SuSEdistribution
arecarefullychosenA systemadministratomwho installsadditionalsoftwareor
otherfiles shouldtake greatcarewhendoing so,especiallywhensettingthe per
missionbits. Experiencedandsecurity-consciousystemadministratoraways
usethe- | optionwith thecommand s to getanextensiefile list, whichallows
themto detectary wrongfile permissionsmmediately It shouldalsobe noted
thatanincorrectfile attribute doesnot only meanthatfiles could be overwrit-
tenor deleted.It alsoallows for a situationwherefiles thathave beenchanged
could be executedwith the permission®f ‘ root* or, in the caseof configura-
tion files, that programscould usesuchfiles with the permissionf * r oot * .
This increaseghe possibility thata potentialattacler will be successfuquite a
bit. Attacksof thiskind arecalledcuckoo’s eggs,because¢he program(the egg)
is hatched(executed)by a differentuser(bird), just like a cuckoo would trick
otherbirdsinto hatchingits eggs.

A SuSEsystemincludesthefiles per ni ssi ons, per m ssi ons. easy,

per i ssi ons. secur e andper ni ssi ons. par anoi d, whichareall in thedi-
rectory/ et c. Thepurposeof thesefilesis to definespecialpermissionssuchas



world-writable directoriesor setuselD bits (if the latteris set,the correspond-
ing programwon’t run with the permission®f the userthathaslaunchedt, but
with the permission®f thefile owner, whichwill be‘ r oot ’ in mostcases)An
administratomay usethefile / et c/ per ni ssi ons. | ocal to addhis own set-
tings. ThevariablePERM SSI ON_SECURI TY, whichissetin/ etc/rc. confi g,
defineswhich of theabovefilesis usedby SUSES configurationprogramdgo set
permissionsaccordingly As a more corvenientway to selectthe file, you can
usethesubmenuSecurity’in YaST1 or YaST2. To learnmoreaboutthetopic,
pleasereadthe commentsn / et ¢/ per mi ssi ons, or consultthe manualpage
of chnmod (man chnod).

File race conditions

Let'sassumeéhata programwantsto createafile in adirectorywhich is world-
writable (suchas/ t np). Firstthe programcheckswvhetherthefile alreadyexists
and, if thatis not the case,it getscreated. However, betweencheckingand
file creation,thereis a very shortmomentwhich canbe usedby an attacler to
createa symboliclink, i. e. a pointerto anotherfile. The programmaythenbe
trickedinto following the symboliclink, overwriting the targetfile with its own
permissionsThisis calledaracebecauseheinterval duringwhich the attacler
can createa “symlink” is very shortindeed. The raceis only possibleif the
checkingandfile creationprocedurds not madeto beindivisible or atomic. If
theraceis allowedto take placeatall, theres a chanceahatit maybewon by the
attacler, i. e. it's all amatterof probability.

Buffer overflows, format string bugs,signedand unsignedbugs

Specialcare must be taken whenever a programis supposedo processdata
which canor couldbe changedy a userat will, thoughthisis moreof anissue
for theprogrammenf anapplicationthanfor regularusers.Theprogrammehas
to make surethat his applicationwill interpretdatain the correctway, without
writing theminto memoryareasvhicharetoo smallto hold them. Also, the pro-
gramshouldhandover datain a consistenmanneyusingthe interfacesdefined
for thatpurpose.

A buffer overflow canhappernif the actualsizeof a memorybuffer is not taken
into accountwhenwriting to that buffer. Thereare caseswvherethis data(as
generatedy the user)use up somemore spacethanwhat is available in the
buffer. As aresult,datais written beyondtheendof thatbuffer areawhichunder
certain circumstancesnakesit possiblethat a programwill executeprogram
sequencefluencedby the user(andnot by the programmer)ratherthanjust
processinguserdata. A bug of this kind may have seriousconsequencesn

particularif theprogramis beingexecutedwith specialprivileges(seetheabove
sectionon this topic). “Formatstring bugs” work in a slightly differentway, but
againit’s theuserinputwhich couldleadthe programastray

In mostcasestheseprogrammingerrorsare exploited with programsthat are
executedwith specialpermissionsi. e. setuidandsetgidprograms- which also
meanghatyou canprotectyour dataandyour systemfrom suchbugsby remov-
ing the correspondingxecutionprivilegesfrom programs.Again, the bestway
is to applyapolicy of usingthelowestpossibleprivileges(seethesectiononthe
topic of permissions).



Giventhat buffer overflows andformat string bugsare bugsrelatedto the han-
dling of userdata they arenotonly exploitableif accesiasbeengiventoalocal
account. Many of the bugsthat have beenreportedcanalsobe exploited over
anetwork link. Accordingly, buffer overflows andformatstring bugsshouldbe
classifiedasbeingrelevantfor bothlocal andnetwork security

Viruses

Contraryto whatsomepeoplewill tell you, thereare virusesthatrun on Linux.
However, the virusesthatareknown werereleasedy their authorsas“proof of
concept”,meaningthat they were written in orderto prove that the technique
works asintended.On the otherhand,noneof theseviruseshare beenspotted
“in thewild” sofar.

Viruseswouldn't be able to survive and spreadwithout a host on which they

canlive. In our case the hostwould be a programor animportantstoragearea
of the system,suchasthe masterboot record,which needsto be writable for

the programcode of the virus. Owing to its multiuser capability Linux can
restrictwrite accesgo certainfiles, which is the caseespeciallywith system
files. Therefore,f you did your normalwork with ‘ r oot permissionsyou’d

increasethe chanceof the systembeinginfectedby a virus. By contrastjf you

follow the principle of usingthe lowestpossibleprivilegesasmentionedabore,

chancesarethatyou'll have a hardtime getting ary virus at all. Apart from

that, you shouldnever rushinto executinga programthat you've gottenfrom

somelnternetsite which you don't really know. SUSES RPM packagegarrya
cryptographicsignature as a digital label that the necessargarewastakento

build them. Virusesare a typical symptomthat the administrator(or the user

for thatmatter)lackstherequiredsecurityawarenessthusputting atrisk evena
systemthatshouldbe highly secureby its very design.

Virusesshouldnot be confusedwith wormswhich belongto the world of net-
worksentirelyanddon’'t needa hostfor spreading.

Network Security

As long aswe werefocusedon local security our main goalwasto keepusers
apartwithin a system,andin particularthe user‘ r oot * . By contrastnetwork

securitymeanghatthe systemaswhole shouldbe protectedrom anattackorig-

inating in the network. Thoughthetypical login procedurerequiresenteringa
usernameanda passwverd, this kind of userauthenticatioris mostly relatedto

local security However, in thespecialcaseof loggingin overanetwork, we need
to consideboththeactionshappenindeforetheauthenticationproper(network

security)andarything thathappensfterwards(local security).

X Window system(X11 authentication)

As we've mentionedat the beginning, network transparengis oneof the central
characteristicef aUNIX system.X11, thewindowing systemof UNIX operat-
ing systemscanmake useof this featurein animpressie way. With X11, it's
basicallyno problemto log in at a remotehostand starta graphicalprogram
whichwill thenbe sentoverthe network to bedisplayedon your computer The
protocolto communicatébetweerthe X applicationandthe X sener (which is



the local processthat draws the windows with the help of your video card)is
relatively lightweight asfar asbandwidthusageis concerned.This is because
the protocolwas designedn the eightieswhen network bandwidthwasstill a
scarceesource.

Now if we wantan X client to be displayedremotelyusingour X sener, the
latteris supposedo protectthe resourcemanagedy it (i. e. the display) from
unauthorizediccessIn moreconcreteterms,certainpermissionsnustbe given
to the client program. With the X Window System,therearetwo waysto do
so, called host-basedccessontrol and cookie-based@ccessontrol. The for-
merrelieson the IP addres®f the hostwherethe client is supposedo run; the
programto control this is xhost . Whatxhost doesis to enterthe IP address
of alegitimateclient into atiny databasdelongingto the X sener. Note, how-
ever, thatrelying on IP addressefor authenticatioris not exactly very secure.
For instancejf therewerea seconduserworking on the hostsendingthe client
programthatuserwould have accesdo the X seneraswell —justlike someone
stealingthe IP address Becauseof theseshortcomingswe won't describethis
authenticatiormethodin more detail here,but you canlearnaboutthe way it
functionsif you readthe manpagef xhost (whichincludesa similarwarning).

In the caseof cookie-base@dccessontrol,acharactesstringis generatedvhich

is only known to the X sener andto thelegitimateuser justlike anID cardof

somekind. This cookie(the word goesbacknotto ordinarycookiesbut to Chi-

nesefortune cookieswhich containan epigram)is storeduponlogin in the file

. Xaut hori ty in the users homedirectoryandis availableto any X Window

clientwantingto usethe X senerto displayawindow. Thefile . Xaut hori ty

can be examinedby the userwith the tool xaut h. If you were to rename
. Xaut hori ty orif you deletedthe file from your homedirectoryby accident,
you would not be ableto openary new windows or X clients. You canread
more aboutX Window's securitymechanismsn the manpageof Xsecurity

(man Xsecurity).

Apartfromthat,ssh (secureshell)canbe usedto completelyencrypta network
connectiorandforwardit to an X senertransparentlyi. e. without the encryp-
tion mechanisnbeingpercevedby theuser).Thisis alsocalled“X forwarding”.
X Forwardingis achiezedby simulatinganX seneronthesenersideandsetting
a DISPLAY variablefor the shell on the remotehost. Before beingdisplayed,
the client opensa connectionwith sshd(secureshell daemon the sener side
program)which thengetsthe connectionghroughto the real X sener. If your
setuprequiresthat X clientsaredisplayedremotely you shouldconsiderusing
ssh andhave a closerlook atit. The manpageof ssh will tell you moreabout
thefunctionality of this program.

Caution
If you don’t consider the host where you log in to be a secure host, you
shouldn’t use X forwarding. With X forwarding enabled, an attacker could
authenticate via your ssh connection to intrude on your X server and sniff
your keyboard input, for instance.




Furtherdetailsaboutssh canbefoundin sectionD.2 on pagel47 of thisbook.
Buffer overflowsand format string bugs

As we've saidin the sectiononlocal security buffer overflows andformatstring
bugsshouldbe classifiedasissuesconcerningboth local and network security
Justlike with the local variantsof suchbugs, buffer overflows in network pro-
grams,whensuccessfullyexploited, are mostly usedto obtain‘ r oot ' permis-
sions.Evenif thatis notthe case anattacler couldusethe bugto gainaccesso
an unprivilegedlocal accountto exploit any other(local) vulnerabilitieswhich
might exist onthe system.

Buffer overflows andformat stringbugsexploitableover a network link arecer
tainly the mostfrequentform of remoteattacksin general. Exploits for these
(i. e. programgo exploit thesenewly found securityholes)are often postedon
the securitymailing lists; they canbe usedto target the vulnerability without
knowing aboutthe detailsof the code. Over the years,experiencehasshovn
that the availability of exploit codeshascontributedto more secureoperating
systemswhich is obviously dueto the factthat operatingsystemmakerswere
forcedto fix the problemsin their software. With free software,aryonehasac-
cessto the sourcecode(SuSELinux comeswith the sourceof all the programs
thatmake it available)andanyonewho findsavulnerabilityandits exploit code
cansubmita patchto fix the correspondindpug.

DoS- Denial of Sewice

The purposeof thiskind of attackis to force down a sener program(or evenan
entiresystem) somethingvhich could be achievedby variousmeans:overload-
ing thesener, keepingt busywith garbageaclets,or exploiting aremotebuffer
overflow (i. e. a buffer overflow which cannotbe exploited to run programson
theremotesite).

Often a DoS attackis donewith the sole purposeof makingthe servicedisap-
pear However, oncea given servicehasbecomeunavailable,communications
couldbecomevulnerableto so-calledman-in-the-middleattacks(sniffing, TCP
connectiorhijacking,spoofing)andDNS poisoning which areexplainedbelow.

Man in the middle: sniffing, tcp connectionhijacking, spoofing

In generabry remoteattackperformedoy anattaclerwho putshimselfbetween
the communicatinghostsis called a “man-in-the-middleattack”. What almost
all typesof man-in-the-middlettackshave in commonis thatthe victim won't
normally becomeawarethat theres somethinggoing on. Thereare mary pos-
sible variants:For instancethe attacler could pick up a connectiorrequestand
forwardthatto the targetmachinehimself. Now the victim hasunwittingly es-
tablisheda connectionwith the wrong host, becausehe otherendis posingas
the legitimate destinationmachine. The simplestform of a man-in-the-middle
attackis called“sniffer”, i. e.theattacleris “just” listeningto thenetwork traffic
passingoy. As amorecomplex attack,the “manin themiddle” couldtry to take
over analreadyestablisheadonnection(hijacking). To do so, theattacler would
haveto analyzethe pacletsfor sometimeto beableto predictthe TCPsequence
numbersbelongingto the connection.Whenthe attacler finally seizesherole
of thetargethost,the victim will noticebecauséne or shegetsanerrormessage
sayingthe connectionwasterminateddueto a failure.



What often makesthingseasierfor attaclersis the factthatthereare protocols
whicharenotsecuredigainshijackingthroughencryptionandwhichdon't per

form anauthenticatiorprocedureuponestablishinghe connection.Finally, we
wantto mention“spoofing”, which is an attackwherepaclets are modifiedto

containcounterfeitsourcedata,i. €. mostly the IP address.Most active forms
of attackrely on sendingout suchfake packets— somethingwhich on a Linux

machinecanonly bedoneby the superuse( r oot * ).

Many of the attacksmentionedare carriedout in combinationwith a DoS. If
an attacler seesan opportunityto abruptly bring down a certainhost (even if
only for ashorttime), thatwill malke it easierfor him to pushthe active attack,
becaus¢hehostwon't beableto interferewith the attackfor sometime.

DNS poisoning

DNS poisoningmeangthat the attacler corruptsthe cacheof a DNS sener by
replyingto it with spoofedDNS reply paclets,trying to getthe sener to send
certaindatato a victim who is requestingnformationfrom thatsener. To foist
suchfalseinformationonto the sener in a credibleway, normally the attacler
musthave recevedandanalysedsomepacletsfrom it. Giventhatmary seners
are configuredto maintaina trustrelationshipwith otherhosts(which is based
on IP addressesr hostnames)suchan attackmay be successfuin a relatively
shorttime, but, on the otherhand, it alsorequiresquite an effort. In ary case,
the attacler will needa good understandingf the actualstructureof the trust
relationshipsbetweenhosts. From the attacler’s viewpoint, targetinga DNS
sener with a well-timed DoS attackto spoil its informationis often the first
thingto consider

Again, you canprotectyourselfby usingencryptedconnectionsvhich areable
to verify theidentity of the hoststo which you wantto connect.

Worms

Wormsareoftenconfusedvith viruses put theresacleardifferencebetweerthe
two. Unlike viruses wormsdon't needto infect a hostprogramto live. Rather

they arespecializedo spreadasquickly aspossibleon network structuresThe
wormsthat appearedn the past,suchasRamen,Lion or Adore, make useof

well-known securityholesin sener programdike bind8 or | pr NG. Protecting
againstwormsis relatively easy Giventhatsometime will elapsebetweerthe
discovery of a securityhole andthe momentthe worm hits your sener, thereis

agoodchancethatanupdatedversionof the programaffectedwill be available
ontime. Of course thatis only usefulif the administratoractuallyinstallsthe
securityupdateon the systemsn question.

D.3.3 Some General Security Tips and Tricks

Information: To handlesecuritycompetentlyit’s importantto keepup with
new developmentsandto stay informed aboutthe latestsecurityissues. One
very goodway to protectyour systemsagainstproblemsof all kindsis to get
and install the updatedpackagesecommendedby securityannouncementas
quickly as possible. SUSE security announcementare publishedon a mail-
ing list to which you cansubscribeby following thelink ht t p: / / www. suse.



de/ security. Thelist, which hasthe addressuse- securi ty- announce@
suse. de, is afirst-handsourceof informationwith regardto updatecdbackages
andincludesmemberf SUSES securityteamamongits active contributors.

The mailing list suse- securi t y@use. de is a goodplaceto discussary se-
curity issuesof interest;you cansubscribeo it underthe URL asgivenabore
for suse- security- announce@use. de.

bugt rag@ecurit yf ocus. comis oneof thebest-knavn securitymailing lists
worldwide. We really recommendhatyou readthis list which receivesbetween
15 and 20 postingsper day. More informationcanbe found at ht t p: / / www.
securityfocus.com

The following is a list of ruleswhich you may find usefulto dealwith basic
securityconcerns:

« Accordingto therule of usingthe mostrestricve setof permissiongossible
for everyjob, avoid doingyourregularjobsas‘ r oot ’ . Thisreducegherisk
of gettingacuckoo’seggor avirus andprotectsyou from your own mistales.

« If possible,alwaystry to useencryptedconnectiongo work on a remote
machine Use"ssh” (secureshell)toreplace el net ,ft p,rsh andr! ogi n.

* Avoid usingauthenticatiormethodsasedn IP addressealone.

» Try to keepthemostimportantnetwork-relatedpackagesip-to-dateandsub-
scribeto the correspondingnailing lists to receive announcementsn new
versionsof suchprograms(e.g. BIND, sendmail, ssh). The sameshould
applyto softwarewhich s relevantto local security

« Changehe/ et ¢/ per ni ssi ons file which bestfits your needgo optimize
the permissionf files which are crucial to your systems security If you
remove the setuidbit from a program,it might well be thatit cannotdo its
job anymorein theway it is supposedo. Onthe otherhand,considetthatin
mostcasedhe programwill alsohave ceasedo be a potentialsecurityrisk.
You mighttake a similar approactwith world-writabledirectoriesandfiles.

« Disableany network serviceghatyoudon't absolutelyrequirefor yoursener
to work properly This will make your systemsafer plusit preventsyour
usersfrom gettingusedto a servicethatyou hadnever intendecto be avail-
ablein thefirst place(the so-calledegagy problem).Openports(thosehav-
ing the soclet stateLISTEN) canbe found with the programnet st at . As
for the options,we suggesthatyou usenet st at -ap or net stat -anp.
The - p option allows you to seewhich processs occupying a port under
whichname.

Comparethenet st at resultswith thoseof a thoroughportscandonefrom
outsideyour host.An excellentprogramfor thisjob is nmap, which doesnot
only checkout the portsof your machine but alsodraws someconclusions
asto which servicesare waiting behindthem. However, portscanningnay
be interpretedas an aggressie act, so don't do this on a hostwithout the
explicit approval of the administrator Finally, remembethatit’s important
thatyou not only scanTCP portsbhut alsoUDP ports(options- sS and- sU).



To monitor the integrity of the files of your systemin a reliable way, you
shouldusetheprogramt ri pwi r e. Encryptthedatabasereatedytri pwire
to preventit from beingtamperedwith. Furthermore)you shouldkeepa
backupof this databasevailable outsideyour machine,i. e. storedon an
externaldatamediumnotconnectedo it by somenetwork link.

Pleasdake propercarewheninstallingary third-partysoftware. Therehave
beencaseswvherea cracker hadbuilt a trojan horseinto the tar archive of a
securitysoftware package- which wasfortunatelydiscoseredvery quickly.
If youinstallabinarypackageyoushouldhave nodoubtsaboutthe sitefrom
which you have downloadedit.

Notethat SUSES RPM packagesregpgsigned.The key usedby SuSEfor
signingreadsasfollows:

ID:9C800ACA 2000-10-195uSEPackageSigningKey <build@suse.de>

Key fingerprint= 79C179B2 E1C8 20C1 890F 9994 A84E DAES8 9C80
0ACA

Thecommand pm - checksi g package. r pmshovsyouwhethetthecheck-
sumandthesignatureof a(notyetinstalled!) packagerecorrect.Beginning
with version7.1of SUSELinux, you canalsofind the key onthefirst CD of
thedistribution andon mostkeysenersworldwide.

Checkyour backupsf userandsystentiles regularly. Considerthatif you
don't testwhetherthebackupwill work or not,it mightactuallybeworthless.

Checkyour log files, if possiblewith a smallscriptthatyou write to search
for suspiciousentries. Admittedly, this is not exactly a trivial task. In the
end,only you canknow which entriesareunusualndwhich arenot.

Uset cp_wr apper s to restrictaccesgo the individual servicesrunningon
your machine sothatyou have explicit controlover which IP addressesan
connectto a service. For furtherinformationont cp\ _wr apper s, consult
themanualpageof t cpd(8) andhost s\ _access (man tcpd,

man hosts_access).

You canuseSuSEFirgvall to enhancehesecurityprovidedby t cpd
(tcp_wrapper).However, if you don'’t intendto provide ary servicesfrom
your machine,you shouldprobablyinstall Personal-firavall instead. Con-
figuring Personal-firevall is as simple as providing the nameof the net-
work interfaceon which inboundtraffic shouldbe rejected. You canfind
moreinformationonthisin thefiles/ sbi n/ SuSEper sonal - fi rewal | and
/etc/rc.config.d/ security.rc.config,aswell asin sectionD.1on
pagel39.

Designyour securitymeasure$o beredundantamessagé¢hatyou seetwice
is muchbetterthannot gettingarny messageatall. Youwould feel the same
way whenit comesto theway your co-workerscommunicatevith you.



D Network Security

D.3.4 Using the Central Security Reporting Address

If youfind asecurityrelatedproblem(pleasechecktheavailableupdatepackages
first), don’t hesitateto write ane-mailto securi t y@use. de. Pleasanclude
a detaileddescriptionof the problemand the versionnumberof the package
concernedSuSEwill try to sendareplyassoonaspossible.Youareencouraged
to pgpencryptyour e-mailmessagesSuSES pgpkey is asfollows:
ID:3D25D3D91999-03-06SuSESecurityTeam<security@suse.de>

Key fingerprint= 735F2E 99 DF DB 94 C48F 5A A3 AE AF 22F2D5

Thiskey is alsoavailablefor downloadfrom: ht t p: / / www. suse. de/ security

164



E YaST and SUSE Linux License Terms

YaSTCopyright (c) 1995- 98 SUSEGmbH, Furth (Germairy)

The object of this licenseis the YaST (Yet anotherSetupTool) program,the
name"YaST”, SuUSELinux theLinux Distribution of SUSEGmbHandall other
programsof SUSEGmbH underthis license all programsderived from YaST
or anotherprogram under this licenseand all works or namesderived in full
or in partthereoftogethemwith the use,application,archiving, reproductiorand
passingon of a programunderthislicense all programsderivedfrom a program
underthis licenseand all works derivedin full or in partthereof. The YaST
program ary otherprogramunderthislicenseandall sourcesaretheintellectual
propertyof SUSEGmbH within the meaningof the Copyright Law. The name
YaSTis aregisteredtrademarkof SUSEGmbH. In the following SUSEGmbH
is thelicensorandevery useror processopof YaSTor any other programunder
this license works derivedin full or in partthereof,togethemwith every person
whoreproducesiistributesor archivesYaST, SuSELinux or anyotherprogram
underthislicense is thelicenseeof SUSEGmMbH.

The following licensetermsare recognisedas a result of the processinguse,
applicationarchiving reproductioranddisseminatiorof theprogramsunderthis
license

Only this licensegivesthe Licenseethe right to usereproduceto distribute or
to amendYaST, any other programunderthis licenseor works derivedthereof.
Theseactionsareforbiddenby thecopyright act,if thislicenseis notrecognised.
If thislicenseis recognisedndcompliedwith in full, it is alsovalid evenwithout
thewritten consenpf theLicensee.

1. Usage

YaST, SuSELinux and any other program underthis licensemay be used
for personalhndcommercialpurposesf the copyright andlicensetermsof
theinstalledpackagesndprogramesreobsened. Theuseof YaSTor any
other program underthis license evenif a modifiedversionis used,does
NOT exemptin particularthe Licenseefrom the duty to take due carewith
regardto the licensetermsof the packageor programsinstalledthrough
YaST, any otherprogram underthis licenseor worksbasedniit.

2. Processing

All programgderivedfrom YaST, any other programunderthis licenseand
all worksderivedthereof,in full or partsthereofareto befilled ontheopen-
ing screerwith the clearinformation“Modified Version”. Moreover the op-
eratorgive his nameon the openingscreen statingthat SUSEGmbH is not
providing ary supportfor the “Modified Version”andis excludedfrom ary



liability whatsoeer. Every amendmento the sourceswhich are not con-
ductedby SUSEGmbH are deemedto be a “Modified Version”. The Li-
censeas entitledto changehis copy from the sourcef YaSTor any other
programunderthis license wherebyawork basedon oneof theseprograms
is createdprovidedthatthe following conditionsaresatisfied.

a) Everyamendmeninusthave a notein the sourcewith dateandoperator
The amendedsourcesnustbe madeavailablefor the userin accordance
with section3) togethemwith theunamendedicense.

b) The Licenseeis obligedto make all work distributed by him which is
derivedasawholeor in part from a programunderthis licenseor parts
thereofto third partiesasa whole underthe termsof this licensewithout
royalties.

¢) Theamendmenof thislicenseby aLicenseegvenin part,is forbidden.

SuSEGmbHresenestheright to acceptpartsor all amendmentsf a modi-
fied versionof any programunderthis licenseinto the official versionof the
concernegrogramfreeof chage. The Licenseehasno bearingon this.

. Dissemination

It is forbiddento reproduceor distribute datacarrierswhich have beenrepro-
ducedwithoutauthorisatiorfor paymentwithoutthe prior written consenof
SUSEGmbH or SuSELinux. Distribution of programsunderthis license
their sourceswhetheramender unamendedh full or in partthereof,and
the works derived thereoffor a chaige requirethe prior written consentof
SUSEGmbH.

All programsderived from programsunder this license and all works de-
rivedthereofasa whole or partsthereofmay only be disseminatedvith the
amendedsourcesand this licensein accordancevith 2b). Making YaST,
or any other program underthis licenseor works derived thereofavailable
free of chage togetherwith SUSELinux on FTP Senersand mailboxesis
permittedif thelicensesnthesoftwareareobsened.

. Guarantee

No guaranteavhatswer is given for YaST any other program under this
licenseor for works derivedthereof and SUSELinux. The SUSEGmbH
guarante®nly coversfault-freedatacarriers.

SuSEGmbHwill provide everyprogramunderthis licenseand SUSELinux
ASIT IS without ary guaranteevhatever thatit is fit for a specificpurpose
or use. In particularSuSEis not liable for lost profit, savings not made,or
damaged$rom the claimslodgedby third partiesagainsthe Licensee SUSE
GmbHis notliable eitherfor otherdirector indirectconsequentidbssesijn
particularnot for thelossor productionof recordedlata.

Theobsenanceof therespectielicensesandcopyrightsof theinstalledsoft-
wareis incumbentsolely uponthe userof the relevant program and SUSE
Linux.
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5. Rights

No otherrightsto YaST, any other program under this licenseor to SUSE
Linux are grantedother than negotiatedin this license. An infringement
againsthislicenseautomaticallyterminategherightsof the Licensee How-
ever theright of third partieswho have receved copiesor rights underthis
licensefrom the Licensee are not terminatedaslong asall partsof his li-
censearerecognisedandobsened. If the Licensees subjectto conditions,
or obligationsasa resultof a courtjudgementpatentterms,licenseterms,
or anothereasonandtheseconditionsor obligationscontradictthis license
asawholeor in part, the Licenseeshall only be exemptedin full or in part
from thislicenseandits termswith theexpressprior written consendf SuSE,
SuSEis entitledto withhold its consentwithout giving reasons.

6. Additionalrestrictions

If thedistribution or useof YaST, any other program underthis licenseand
SuSELinux or partsof SUSELinux is restrictedin a stateeitherby patents
or by interfacesprotectedoy copyright, SUSEGmbH canspecifyanexplicit
geographiaestrictionof the distribution of the concernedorogramor parts
of SUSELinux, in whichthesestatesarefully or partially excludedfrom dis-
tribution. In sucha casethis licenseincludesthe whole or partialrestriction
asif it waswritten down in thislicense.
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